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Toward Deciding the Existence of
Adaptable Services

Christian Gierds

Humboldt-Universität zu Berlin, Department of Computer Science,
Unter den Linden 6, 10099 Berlin, gierds@informatik.hu-berlin.de

Abstract. Service adaptation allows two services to interact properly
using a mediator or adapter. In service discovery one question is whether
an adaptable service exists for a given service, i. e. whether a service exists
which can be interacted with properly by using an adapter.
We look at a setting where this question boils down to deciding distributed

controllability, and we present an idea for changing an algorithm for
controller synthesis which answers this question.

1 Motivation

In recent years the idea of service adaptation gained momentum within the
scientific community. Services already are a wide-spread paradigm also used in
industry. Thus the pool of independently developed services is huge. As services
are made to be coupled, the question of service discovery(viz. does a service exist
that my service can interact with) plays an important role in Service-Oriented
Architectures [6]. However, as a service might be developed without knowledge
about existence of potential partners, it is likely that service discovery will fail
because of incompatibilities. In this case an adapter [8] might overcome these
incompatibilities. As indicated in Fig. 1a, the adapter acts as mediator between
two services S1 and S2 ensuring semantically correct processing of messagesand
proper termination of the services. In case service discovery fails, i. e. there does
not exist any service for direct interaction with, the question concerning service
discovery now can be extended to the adapter setting.

AdapterS1 S2

(a) Normal Adapter Setting

Adapter

S1 S2

Engine E

Controller C

(b) Discovery of an Adaptable

Service

Fig. 1. Two di�erent perspectives (dark-gray means given, light-gray means wanted)



2 Christian Gierds

Existence of an Adaptable Service: Is there another service and an adapter, such
that my service can communicate correctly with this other service using the
adapter?

This question actually is not easy to answer. It appears, that we may simply
apply an algorithm for service selection in order to pick S2 and an adapter.
Service adaptation proposes to create, not to select a mediating service though.
As it mainly works on a semantical rather than a functional level adapters are
not meant to be stored and be publicly available. Thus the question above would
suggest trying to create an adapter for each candidate S2.

Setting. Many newer approaches [1–4] recommend to first describe the semantical
constraints of an adapter and then to ensure also behavioral correctness (viz.
proper termination by coordinated transformation of messages). Figure 1b shows
one possible solution [4]: Let the services S1 and S2 be given, as well as a set
of message transformation rules describing valid transformations of messages.
These transformations are implemented in an engine service E ensuring the
semantically correct exchange of messages. If we find a controller C triggering
transformations as they are actually needed, then the composition of E ü C is
an adapter.

For this approach we may assume to have S1 and at least the transformation
rules and thus the engine E given, when looking for a service S2. Checking the
Existence of an Adaptable Service then asks for a service S2 for which a controller
C exists, such that the composition S1 ü E ü C ü S2 properly terminates.

Contribution. We provide an algorithmic idea to abstract from C and then ask
for the existence of an S2 using existing work on partner synthesis. As to the
best of our knowledge the question for the Existence of an Adaptable Service

has not been answered so far. The idea proposed in this paper is a first step in
solving the problem.

The ultimate goal is the characterization of all adaptable services. Then,
given a candidate in a repository, we could decide, whether an adapter can be
computed for this candidate or not. However, this problem will remain for future
work. So far, we simply want to be able to check, whether it is possible to find
such a candidate, or if no such service exists as the transformation rules are not
su�cient for adaptation.

In the following we will first introduce service adaptation on a formal level
(Sec. 2). Then we will discuss briefly the problem of distributed controllability
(Sec. 3)—our main question relates to this problem—before giving an idea for
solving the problem in the special case of adapters (Sec. 4). Finally we give an
outlook (Sec. 5) on how to extend the solution to partially solve the more general
case of distributed controllability.

2 Service Adaptation
In the last couple of years many approaches [1–3] (among others) emerged for
the adaptation of independently developed services. Many of these approaches



Toward Deciding the Existence of Adaptable Services 3

describe the semantical level of an adapter independently of its control structure.
The semantical level is described bymessage transformation rules deÞning the
transformation of a message in order to meet semantical constraints imposed by its
content. Typical transformations range from simple renaming to the combination
of several message into one message (or vice-versa), or the creation/deletion of
protocol message (e. g., acknowledgments).

We will use previous work [4] by colleagues and myself based on Petri nets
to formally describe the setting (as shown in Fig. 1b). Using Petri nets gives
some advantages: they allow to easily describe distributed models, and message
transformation rules can be directly translated into a net structure.1 We will
use the typical deÞnition of a Petri net N = ( P, T, F, m0) with Þnite sets of
placesP, transitions T, a ßow relation F ! (P " T) # (T " P), and an initial
marking m0. A marking m : P $ N assigns to every place a number of tokens.
The Þring semantics are as usual: a transitiont %T is enabled in a markingm,
when all places in the preset are marked appropriatly ((p, t) %F & m(p) > 0),
and t may Þre only, if it is enabled and thus changes the marking tomÕ(p) =
m(p) ' F (p, t) + F (t, p) ( p %P.

An open net additionally uses transition labels to express communication via
some channelc: a transition may asynchronously send a message (!c), receive
a message (?c)Ñthus restricting Þring if c contains no messageÑ, or it may
synchronize (# c). Further we provide a set ! of final markings, indicating in
which state a service is allowed to terminate.

The approach for adapter synthesis then can be summarized as follows: let us
assume to have given service modelsS1 and S2 (as open nets) as well as message
transformation rules, which can be canonically translated into an open netE
(the engine). Each transition of E is synchronously connected to a controller port,
thus allowing full control about the application of transformation rules. We then
use existing algorithms for controller synthesis for constructing a controller and
thus an adapter, if any exists. The controllerÕs role is to ensure proper termination
as transformation rules may not be applied arbitrarily. In the following proper

termination will be used synonymously toweak termination (viz. it is always
possible to reach a Þnal state).

Figure 2 shows our (technical) running example. We use the typical graphical
notation for Petri nets. Additionally the dashed line shows the boundary of one
open net, places indicating a proper Þnal state are depicted using a double line.
Communication labels are written inside a transition (omitting the synchronous
labels used for communication in the adapter between the lower engine and the
upper controller part). Service S1 (Fig. 2a) receives an initial message (?e), waits
for an external choice (either?b1 or ?b2), sends an appropriate answer (either!t
or !c), and returns to its initial state. Service S2 (Fig. 2c) simply sends a message
(!m) and waits for a reply (?k); or it may decide to terminate. Within the engine
part of the adapter (Fig. 2b) we see the communication withS1 and S2 as well
as the transformation rules (r1 to r5). In more detail the rules are: r 1 : m )$ e

1 N. B.: The whole theory could be canonically translated into state machines. However
we decided to use Petri nets.
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?e

?b1 ?b2

!t !c

(a) S1

e m

b1

b2

c k

t s

?mr1!e

r2

r3

!b1

!b2

r4

r5

?c

?t

!k

controller part (controlling transitions below)

engine part (arcs to controller omitted)

(b) Adapter (focus on engine)

!m

?k

(c) S2

Fig. 2. Running example: Adapter for two services S1 and S2

!a #s

?a #s

(a) 2 nets to be composed

a s

(b) The composed net

Fig. 3. Composition of open nets

(rename m to e); r2 : !" b1 (create b1); r3 : !" b2 (create b2); r4 : c !" k (rename
c to k); and r5 : t !" s (rename t to s). As we can see, rules canonically translate
into Petri net transitions, where the channel names translate into places.Please
note, that there are additional arcs between the engine and controller part that
we omitted for sake of simplicity.

Composition of two open netsA and B is realized by introducing a bu!er
place pc for each asynchronous channelc and adding an arc (t, pc) for each
transition t with label !c, an arc (pc, t) for each transition t with label ?c, and
each pair of transitions with the same synchronous label# c is merged while
preserving their individual presets and postsets (Figure 3 shows an example).

We now want to change the perspective in order to check theExistence of
an Adaptable Service: let us assume we only know about serviceS1 and some
transformation rules. Does any serviceS2 exist, such thatS1 and S2 are adaptable
given the transformation rules? Regarding Fig. 1a we have given servicesS1 and
E and are looking for servicesS2 and C (where the latter is of minor importance).
Nevertheless in our setting we are actually looking fortwo services that are not
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allowed to communicate with each other directlyÑas S2 and C only communicate
with the engine EÑbut that we can match during construction.

Let us rephrase the problem a bit:given S1 ! E , we are looking for a service
S2, such that we can be sure, an appropriateC also exists.

3 The Problem of Distributed Controllability

The problem we want to solve in the adapter settingÑchecking for the Existence
of an Adaptable ServiceÑrelates to the problem of distributed controllability [7].
Given a serviceA (S1 ! E ) with two distinguished ports for communication, do
two servicesB1 (serviceS2) and B2 (controller C) exist, such that the composition
of B1 ! A ! B2 describes a proper system. In this setting,B1 communicates with
A over one port, and B2 over the other. However,B1 and B2 are not allowed to
directly communicate with each other.

The described problem is known to be solvable for acyclic services [7]; however,
for cyclic services there exists strong suspicion, that the problem is in fact
undecidable.2

Although checking the Existence of an Adaptable Servicethus relates to a
problem suspected to be undecidable, we will present an idea for tackling this
problem in the special case of adapters. This is possible as the engine of an
adapter has a very special structureÑevery transitions within the engine is under
control. The decisions of any controller are very determined, which helps us in
predicting a controllers decisions. Thus even in case of cyclic services we can
actually decide, whether an adaptable service exists.

In the next section we will exploit this fact by actually foretelling some of the
controllers decisions and then checking for theExistence of an Adaptable Service
using existing algorithms for partner synthesis.

4 Existence of Adaptable Services

In this section we will shortly sketch the idea for answering the question, whether
a serviceS2 exists for a given serviceS1 and a set of transformation rules, such
that S1 and S2 are adaptable with respect to the transformation rules.

First of all we have to Þx an interface for S2. Otherwise it is not clear, which
messages used within the transformation rules are actually meant to be sent or
receivedÑwhich actually is not always clear from the rules. However, in many
cases the rules suggest a certain direction and we will leave it to future work to
Þnd heuristics for allowing more ßexibility in choosing the interface.

When trying to Þnd S2 we have to take care of certain points: Þrst, building
a central controller (one serving both ports) can be misleading. There existsS1

and E which have a central controller, but no distributed one (e. g., whenS2

would need to react on messages exchanged betweenE and C). An algorithm
working on the central controller must be aware of this. Second, as we are

2 Personal communication with Karsten Wolf. Unpublished result.
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?m r1

r2

r1

r2 r2

r3 r3

r2,r3 r2,r3

r4

!k

... ...

?m

Fig. 4. Automaton derived from S1 ! E with branches leading to deadlocks removed

mainly interested in S2 we could abstract from the interface (i. e. remove all
communication) between engine and controller. This would respect somehow the
independence ofS2 and controller C. However, this does not take into account
the possibility for design-time coordination of S2 and C, thus failing in Þnding
any S2 in many cases, when actually one exists.

The approach we want to follow is a mixture of both ideas: abstract from
the communication between engine and controller, but use information about
transitions being part of the engine to decide, whether bad states could be avoided
by an yet unknown controller.

The algorithm [5] for constructing a controller in the adapter setting presented
above is based on communicating automata which can be canonically derived
from the reachability graph of S1 ! E . In our setting there might be many
states, where avoiding a deadlock or livelock seems impossible forS2 alone. For
a transition of the engine a controller can however decidenot to Þre it if it leads
unavoidably to bad states.

Our algorithm for Þnding an adaptable serviceS2 (without generating a
corresponding controller part C) can be summarized as follows: Let us have
given a serviceS1 and an engineE representing message transformation rules.
Translate the reachability graph of S1 ! E into a communicating automaton. If
there is a transition with a controller labelÑa label for communication between
engineE and controller CÑwhich results in a state, where reaching a bad state
is unavoidable for any S2, then remove this transition and all states becoming
unreachable. If no such further transitions exist, remove all controller labels
(making corresponding transitions communicating with the controller part of an
adapter internal) and run the algorithm for partner synthesis.

This way we exploit the possibility to rely on a correct decision ofC in case
it is necessary. As we are only removing transitions where reaching a Þnal state
cannot be enforced anymoreÑneither byS2 or any controller CÑcommunication
between engine and controller is not determined and a level of uncertainty remains,
which S2 has to cope with (viz. S2 is still not aware of communication between
E and C).
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Running example: Let us consider the example in Fig. 2. The transition r3

(creating b2) should fire once for every m received, but never a second time. As
we know that r3 is part of the engine, we know that a C can decide to fire r3 one
time (as a final state is reachable in the example), but never a second time, when
no further m was received (as a final state might not be reachable anymore in
the example). Thus we remove all transitions related to the second firing of r3.
We can see the (partial) result of this operation in Fig. 4. Arcs and labels related
to engine transitions are gray, an unavoidable deadlock is indicated by a cross,
the removal of arcs by prohibition signs. When we start partner synthesis on the
artifact depicted in Fig. 4, then we get as result a service corresponding to the
net initially depicted in Fig. 2c. Thus we are able to compute a witness to show
that S1 is adaptable provided the given transformation rules.

5 Conclusion and Outlook

The use of adapters extends the setting of Service-Oriented Architectures by
some challenging questions. In the case of service discovery we may not only
be interested a (compatible) partner service, but also a partner service usable
through an adapter would serve our purposes. Thus the question arises if any
adaptable service does exist. In case we regard an adapter as a union of semantical
constraints and control flow we have provided an algorithmic idea to answer this
question. We have omitted a proof for the correctness of this approach. Surely it
highly relies on the very special structure of the engine (unique communication
labeling, controller always has complete knowledge about the state of the engine,
thus decisions are determined, etc.).

If we want to lift this approach to decide distributed controllability in a
more general setting, certain pitfalls are ahead that do not allow to directly
apply the idea on arbitrary services. Some major issues are transitions with
equal communication labels, a higher degree of uncertainty, and asynchronous
communication labels on both ports (asynchronous communication normally
needs to be restricted due to undecidability results, what the algorithm is not
yet aware of).

Nevertheless we want to refine the algorithm in a way, that if we abstract
an arbitrary two-port service S from one port and find a controlling service for
the second port, then only because S is distributed controllable. For the adapter
setting we want to show on a formal level, that the algorithm actually decides
the problem. Thus if S1 ü E is distributed controllable, then the algorithm finds
some S2.

Further, we would like to characterize all adaptable service. This would allow
us to actually do Service Discovery more e�ciently without synthesizing an
adapter for each candidate service S2. We could simply match S2 against the
characterization.
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Cost-minimal adapters for services

Jan Sürmeli

Humboldt-Universität zu Berlin, Institut für Informatik,
Unter den Linden 6, 10099 Berlin

suermeli@informatik.hu-berlin.de

Abstract The composition of compatible services is central in service
orientation. Adapters resolve incompatibilities between services. Adapter
synthesis generates an adapter A for two given services N1 and N2.
Generally, there exist several di�erent adapters for N1 and N2. In this
paper, we suggest a framework to express preference between those
adapters. Additionally, we sketch the synthesis of a cost-minimal adapter.

1 Introduction

We understand a service [6] as a component with an inner process and an interface

for message exchange with other services. The actions of the inner process may be
linked with the interface, declaring which actions receive and send which type of
messages. A central concept of service orientation is the composition of services.
Clearly, it is only feasible to compose compatible services. There exist four core
aspects [5]: Syntactical, behavioral, semantical, and non-functional. In this paper,
we concentrate on weak termination, a behavioral compatibility notion, similar to
soundness [10] in business processes. A set of services is compatible w.r.t. weak
termination, i� the composition of its elements is free of deadlocks and livelocks.
An adapter [13] solves the problem that two services N1 and N2 are incompatible
by mediating between them. An adapter A is a service, such that the set N1, N2,
and A of services is compatible. The idea of adapter synthesis is to automatically
generate an adapter for two services. Generally, there are di�erent adapters
for two services N1 and N2. In this paper, we propose a framework to express
preference between such adapters by means of cost models and cost functions.
We discuss two cost models. For one cost model, we sketch the synthesis of a
cost-minimal adapter.

2 Running example

As a running example, we introduce two simple incompatible services, which are
depicted in Fig. 1 in a notion similar to BPMN: Boxes are tasks, diamonds are
splits and merges. Initialization and termination are represented by circles and
bold circles, respectively. The dashed line encapsulates a service. A rounded box
on the dashed line is a port, consisting of input and output message types. We
further explain syntax and semantics by describing the actual models.
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Service N1 has one port with the input message types ANSWER and CANCEL,
and the output message types LOGIN, REQUEST, and DONE. Initially N1 sends
a LOGIN message. This is modeled as a task named !L, where ! stands for sending,
and L stands for LOGIN – we abbreviate the names of the message types. Then,
N1 enters a loop. In each iteration, it sends an R (resembled by !R) and waits
for an A or a C. If it receives a C, the loop is left. If it receives an A, it decides
internally between starting another iteration, or leaving the loop. In the latter
case, it sends a D to inform its environment that it is done sending requests. Upon
leaving the loop, it terminates. Service N2 serves its environment by receiving a
H followed by a P. It then returns a S followed by receiving a G. Initially and
after receiving a G, N2 can receive a Q to terminate.

!L

?A LOGIN
REQUEST
ANSWER
DONE
CANCEL

?C

!D

!R

(a) N1

?H

?P

!S

?G

HELLO
PROBLEM
SOLUTION
GOODBYE

QUIT

?Q

(b) N2

Figure 1: Running example: Two incompatible services N1 and N2

Obviously, N1 and N2 are incompatible. Even if one tries to map the interfaces
as far as possible (i.e. L !" H, R !" P, S !" A, D !" G), the composition deadlocks:
After one iteration of the loop, N2 waits for another H, and N1 waits for an A.

There exist di�erent adapters for N1 and N2. Figure 2 depicts two adapters
A1 and A2 for our running example. Adapter A1 sends the missing H in each loop
iteration. Once N1 decides to be done, it quits N2. In contrast to the previously
studied models, A1 executes tasks neither starting with ? nor !, e.g. E1. Such a
task is internal, that is, neither sending nor receiving a message. The label E1
refers to a message transformation in Fig. 3(a). We explain this in more detail in
the next section. Adapter A2 resolves the incompatibility trivially by sending a C
to N1, and a Q to N2.

One might prefer one adapter over the other. For instance, A1 could be
preferable because it enforces both services to enter their main part. In contrast
to that, A2 simply quits both services, which does not seem very useful. However,
one could also prefer A2 over A1, because executing the main part of the services
requires many costly message transformations.
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?L

?R

!H

!P

?S

!A

!G

?R

?D

HELLO
PROBLEM
SOLUTION
GOODBYE

LOGIN
REQUEST
ANSWER

DONE

CANCEL QUIT!Q

E1

E2

E9

E3

(a) A1

!C HELLO

PROBLEM

SOLUTION

GOODBYE

LOGIN

REQUEST

ANSWER

DONE

CANCEL QUIT!Q

E7

E8

E5

E4

?L

?R

(b) A2

Figure 2: Running example: Two adapters A1 and A2

3 General synthesis approach

In this section, we propose a general approach to synthesize a cost-minimal
adapter. We first explain the approach in [2] to synthesize an arbitrary adapter.
Second, we explain how to extend this approach such that it yields a cost-minimal
adapter.

We synthesize an adapter for N1 and N2 based on a given specification of

elementary activities (SEA). Such an SEA contains all semantical activities an
adapter may perform. An elementary activity is a rule of the form x1, . . . , xm ‘æ
y1, . . . , yn, where x1, . . . , xm, y1, . . . , yn are message types. For each message type
xi, a message of that type is consumed, for each message type yj , a message of
this type is produced. Message transformations are performed on internal bu�ers.
That is, the adapter stores incoming and intermediate messages locally.

Continuing the running example, Fig. 3(a) shows an SEA {E1, . . . , E9}. We
recognize all but one message type from the running example: Message type X is
a temporary message to remember that rule E2 has been applied. That is, that
at least one S has been translated to an A. Using such intermediate messages is a
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mechanism to cope with dependencies between rules. We identify which adapter
uses which rules. AdapterA1 (Fig. 2(a)) executesE1, E2, E9, and E3. Adapter
A2 (Fig. 2(b)) executes E7, E8, E5, and E4. Finally, the adapter Amin (Fig. 3(b))
executesE1, E2, E3, E9, E8, E6, and E4.

One advantage of this approach is that adapter synthesis can be reduced to
partner synthesis. Intuitively, partner synthesis [ 11] solves the problem to Þnd
a compatible serviceN2 for a given serviceN1, called partner of N1. First, we
create anengine E from the SEA. The engine has three ports, one for eachN1

and N2, and one for acontrol service. We composeN1, E , and N2. We synthesize
a control serviceC. The composition of E and C serves as an adapter forN1 and
N2. We shortly discuss the limitations of this approach. It is possible to adapt
more than just two services at once, but only by a central adapter. Additionally,
this approach is adapts single instances of each service. If one desires to adaptn
instances of one service, it is required to treat them each as a di!erent service,
instead. This is obviously infeasible if the number of instances is variable and
not known beforehand.

We propose to specify costs based on the SEA, because it contains all activities
which are known before synthesis. We then follow the above approach and reduce
the problem to synthesize a cost-minimal adapter to the problem to synthesize a
cost-minimal partner.

4 Cost models and cost functions

In this section, we introduce two formal constructs:Cost modelsand cost functions.
A cost model determines how costs are represented, aggregated, and compared.
A cost function speciÞes the costs for executing a rule of the SEA! . These cost
may resemble monetary costs, for calling a web service, or penalties. Given a cost
model and a cost function, the costs of an adapter are well-deÞned.

Formally, a cost model C = [ D, S, ! ] consists of a setD, called domain of C,
a function S : D! " D , called sequence aggregator function(SAF) of C, and a
partial order ! on 2D , called set ordering relation (SOR) of C.

A cost function F : ! " D speciÞes the cost of executing a single rule
a # ! . We combine a cost function with a cost model to determine the costs
of a sequence of rules. Let" = a1 . . . an # ! ! . We deÞne the costs of" as
$F, C%(" ) := S(F (a1) . . . F (an )) . Let L, L " & ! ! be sets of sequences. We deÞne
$F, C%(L) := {$F , C%(" ) | " # L} . We deÞneL ! F L " i! $F, C%(L) ! $F , C%(L ").

Let N1 and N2 be incompatible services. Thecosts of an adapterA w.r.t.
F , C, N1, and N2 are then determined by inspecting the terminating runs
of the composition of N1, N2, and A. A terminating run results in a com-
mon Þnal state of all services. We deÞne$F, C, N, Q%(A) := {$F , C%(" |! ) |
" is a terminating run of N ' A ' Q} , where " |! denotes the restriction of "
to alphabet ! . For two adapters A, A ", we deÞneA ! F ,N,Q A" if and only if
$F, C, N, Q%(A) ! F $F, C, N, Q%(A").

A general limitation of this approach is the fact that costs for a sequence of rule
executions are built from the costs of the executions of single rules. One may desire
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Rule name Rule body Costs
E1 L, R !" H, P, L 5
E2 S !" A, G, X 5
E3 D !" Q 0
E4 !" Q 0
E5 !" C 30
E6 X !" C 10
E7 L !" 0
E8 R !" 0
E9 X !" 0

(a) Cost function F

?R

!H!P?S

!A !G

?R?D

HELLO
PROBLEM
SOLUTION
GOODBYE

LOGIN
REQUEST
ANSWER

DONE

CANCEL QUIT

!Q
!C

!Q

E1

E2

E3

E9

E8

E4

E6

?L

(b) Cost-minimal adapter Amin

Figure 3: A cost function F, and a cost-minimal adapter Amin w.r.t. cost function
F, cost modelT , and servicesN1 and N2

to express dependencies, for instance, executing ruleE = x1, . . . , xm ‘æ y1, . . . , yn

could be cheaper if a messageX was received beforehand. This can be partly real-
ized by intermediate messages. For this case, one would introduce three new rules
R = X ‘æ X, receivedX , R

! = receivedX ‘æ , and E

! = receivedX , x1, . . . , xm ‘æ
receivedX , y1, . . . , yn . One would apply the appropriate lower costs toE

! . An
open question is to Þnd the class of dependencies one can express in this way.
For example, it is not possible to declare that the costs for executing a rule are
reduced by factor two each time.

In the remainder of this section, we discuss two cost models, and apply these
cost models to our running example. For that purpose, we deÞne a cost function
F based on the SEA in Fig. 3(a). Most of the rules have costs of zero. However,
E1 and E1 have costs of5, because the message content has to be translated to a
di!erent format. Rule E5 has a penalty of30, to symbolize that we do not prefer
to send aC to N1. Rule E6 has a lower penalty, because it may only be applied
after at least one request has been answered.

4.1 A cost model for worst case total costs

The idea of this cost model is to compute the total costs of each run, and select
the supremum to compare two adapters. Total costs are determined by addition.
We prefer an adapterA1 over an adapterA2 if the worst-case total costs ofA1
are lower than the worst case total costs ofA2. In order to enable analysis, we
choose the natural numbers as domain. The advantage is an inherent monotony.
We deÞne the cost modelT as the cost model with domainDT := N0, the SAF
ST (a1 . . . an ) := a1 + . . . + an , and SOR X ÆT Y if and only if sup(X) Æ sup(Y ).
Thereby, N0 denotes the set of natural numbers,+ denotes integer addition,
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sup(X ) ! N0 " {#} denotes the supremum (least upper bound) ofX , and $
denotes the natural order onN0 " {#} .

Comparing the adapters of our running example, we Þnd:A1 %& {10, 20, 30, . . .} ,
A2 %& {30} , Amin %& {10, 20} . We prefer Amin , because20 $ 30 $ # . We believe
that it is obvious that Amin is the cost-minimal adapter w.r.t. F, T , N1 and N2.
It is impossible to adapt N1 and N2 with less costs, becauseN1 decides whether
it sends another request, or whether it is done.

4.2 A cost model for worst case average costs

The disadvantage of cost modelT is that all adapers with unbounded worst
case total costs are equivalent. That is, we may not distinguish between them.
However, there might be servicesN1 and N2 which are not adaptable by a service
with bounded worst case costs. In this case, we would like to be able to distinguish
two adapters A1, A2 with unbounded costs. Intuitively, we compare the costs for
executing an additional rule in each adapter. We evaluate the average costs of
each run (instead of the total costs), and use again the supremum to compare.
We prefer an adapterA1 over an adapterA2 if the worst-case average costs of
A1 are lower than the worst case average costs ofA2. Obviously, this cannot be
done in the natural numbers anymore. Hence, we select the non-negative rational
numbers as domain. We deÞne the cost modelA as the cost model with domain
DA := Q+

0 , the SAF SA (a1 . . . an ) := a1 + ... + an
n , and SOR X $ A Y if and only if

sup(X ) $ sup(Y ). Thereby, Q+
0 denotes the set of non-negative rational numbers,

+ denotes rational number addition, sup(X ) ! Q+
0 " {#} denotes the supremum

(least upper bound) of X , and $ denotes the natural order onQ+
0 " {#} .

Comparing the adapters of our running example, we Þnd:A1 %& {10
4 , 20

7 , 30
10 , . . .} ,

A2 %& {30
4 } , Amin %& {10

4 , 20
5 } . We prefer A1, because3 $ 4 $ 7.5.

5 Synthesis of cost-minimal adapters

For the cost modelT , we solved the problem to synthesize a cost-minimal partner
in [9]. We use the same mechanism to synthesize a cost-minimal adapter: Two
servicesN1, N2, an engineE, and a cost fumction F serve as input. The engine
E may be computed from an SEA by the tool Marlene1. We Þrst composeN1,
N2, and E to the service N = N1 ' E ' N2. Then, we synthesize a cost-minimal
partner for N w.r.t. F .

We sketch the synthesis approach. A central concept of the synthesis is the
minimal budget of a serviceN w.r.t. a cost function F . That is, the unique
costs of the cost-minimal partner. For T , the minimal budget is either a natural
number, or inÞnite.

In a Þrst step, we Þnd an upper boundb for the minimal budget with the
following property: b is inÞnite i! the minimal budget is inÞnite. The upper

1 Marlene is available at http://service-technology.org/marlene [Last accessed on 2012-
14-02]
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bound b is found by examining N together with its most-permissive partner.
Intuitively, the most-permissive partner simulates each other partner of N . The
most-permissive partner is computed with the tool Wendy [3]. If b is inÞnite,
every partner of N is cost-minimal.

If b is Þnite, we Þnd the cost-minimal partner by iteration: For a given budget
k, it is possible to check whether there exists a partner with costsk. If such a
partner exists, it can be synthesized. This is realized by Þrst transformingN to
a serviceN k

F , and then synthesizing a partner forN k
F . We Þnd the lowestk ! b,

such that there exists a partner with costsk. This is implemented as a binary
search. The resulting partner is by construction cost-minimal.

We implemented this procedure prototypically in Tara2. For other cost models,
we do not have a solution yet.

6 Related work

Seguel et al. [8] study the problem to create minimal adapters to resolve deadlock
between services. Thereby, minimality is deÞned w.r.t. to the number of messages
considered. The resulting adapter resolves deadlocks and is minimal w.r.t. mes-
sages. We study the more general criterion of weak termination. We showed that
the minimal adapter is not necessarily cost-minimal. We reduced the synthesis
of a cost-minimal adapter to the synthesis of a cost-minimal partner. Zeng et
al. [14] use integer programming to Þnd an optimal composite service. That is,
an optimal composition of atomic tasks each implemented by a web service. The
services do not communicate based on its state, whereas we consider stateful
services. De Paoli et al. [4] propose a similar approach for WS-BPEL [1] processes.
Both approaches work on well-structured services, whereas we support arbitrary
services. TheCLAM framework, introduced by Zengin et al. [15], combines sev-
eral adaptation approaches of di!erent layers in one tool to cope with di!erent
concerns. It remains open how our approach Þts into such a framework. In [9],
we presented our results utilizing the partner synthesis by Wolf [12] as a basis.
Instead, one could build our approach on top on other synthesis approaches, for
instance [7].

7 Conclusion

In this paper, we described the problem of cost-minimal adaptation. We suggested
a framework to express preference between di!erent adapters based on cost models
and cost functions. We discussed two cost models: Worst-case total costs, and
worst-case average costs. We sketched the synthesis procedure for worst-case
total costs.

We stucture our intended future work as follows: (1) IdentiÞcation and
classiÞcation of further cost models, (2) solving partner and thus adapter synthesis
for other cost models thanT , (3) evaluating the complete approach. For (1) we

2 Tara is available at http://service-technology.org/tara [Last accessed on 2012-14-02]
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plan to further investigate the literature on formalisms which cope with costs
in general, for instance, weighted automata. Additionally, we plan to consider
results from decision theory. To tackle (2), we will start to develop an algorithm
which decides whether one adapter is to be prefered over an other. Then, we
extend this result to synthesis of a partner. Part (3) could be realized by a case
study with our prototype on real world services.
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Abstract. We sketch a data-centric approach to decide controllability of
a subclass of services. Controllability is decided by synthesizing a service
that controls the given service. For a service model similar to ours which
neglects data, the synthesis problem is already solved. In this paper, we
present an approach for a service model that considers data explicitly.

1 Background

A service is designed with the goal that it can interact with another service. A
service may interact properly with one service and interact not properly with
an other service. In the latter case the services may end up blocking each other,
making any further interaction impossible. Due to an error in the design, a service
may even be unable to interact with any other service. Being able to detect
such an erroneous service at design-time is a great beneÞt to the design process.
Formally, such a sanity check coincides with the notion ofcontrollability of a
service [7]. Controllability can be decided by synthesizinga partner service that
interacts with the given service properly.

Generally, the messages a service sends and receives contain data. The goal
of our work is to synthesize a partner for a service that includes data in its
model. Many service models abstract from data. In such a case, only the control
ßow is modelled and a decision, which in reality depends on the content of a
message is represented as non-deterministic choice. If there is only a limited
number of classes of data values which have to be distinguished, the di!erent
cases can be treated in di!erent branches of the control ßow. As shown in [5],
to decide controllability in a service setting, data values can not be divided into
distinct classes. Data values have to be distinguished even if the control ßow
of the service suggests that all values are treated equally. Therefore, a partner
synthesis algorithm that takes data into account has to pay close attention to
the exact relations and dependencies between data values.

In Sect. 2, we introduce the concept of a partner of a service. Section 3
presents an approach to synthesize a partner for an acyclic Petri net. Section 4
concludes our work.

2 Partners

We use anopen net [2] to represent a service. By usingHigh-Level Petri nets [1],
we extend the open net formalism so that data can be represented in our service



18 Christoph Wagner

model. In a High-Level Petri net, each place has a type, each token has a value of
its respective type and arcs are inscribed with terms. The inscription of each arc
describes which values are consumed and produced when a transition Þres. The
symbol ¥ denotes the colour of the black token. Each transition has a boolean
term called guard which restricts the variable-assignments for which it may Þre.
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b

t0
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(b) N2
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b

s0
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¥

x

s1
x

x

¥

(c) N3

Fig. 1: Some open nets

Fig. 1 shows three open nets which represent services with message channels
a and b. Consider the open netN1 where the placep1, the output channel a, the
input channel b and the variables x, y have the domain . For now, we assume
that f denotes the injective function f (x) = x + 1. N1 chooses a random integer
n for x and sends a message that containsf (n) on channela. N1 then waits for
a message on channelb that contains n.

N1 can be composed with other open nets (e. g.N2 or N3) which have a
compatible interface by merging channels which have the same label. The channels
become internal places of the composition. We denote the composition operator
with ! .

N1 has theÞnal marking [p2.¥]. The Þnal marking of both N2 and N3 is [q2.¥].
A marking of the composition of two open nets is a Þnal marking, if both nets
are in a Þnal marking and no interface place is marked.[p2.¥, q2.¥] is the Þnal
marking of N1 ! N2. A marking m of a Petri net N is considered adeadlock, if
no transition is enabled and m is not a Þnal marking of N . We call two open
nets partners, if no deadlock is reachable in their composition. An open net is
controllable, if it has at least one partner. N2 is a partner of N1, but N3 is not a
partner of N1. In N1 ! N3, the deadlock [p1.0, q2.¥, b.1] is reachable.

In the next section, we sketch an approach to systematically derive a partner
of N1.
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3 Partner Synthesis

Given an acyclic and bounded open netN , our algorithm starts with a open
net we call universal environment (Fig. 2a) that has a compatible interface to
N . The algorithm transforms the universal environment U to a partner of N by
removing nodes and adding guards. We show by example how to systematically
derive a partner of N1 from Fig. 1a.
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(b) Finite preÞx S0 of U

Fig. 2: Universal environment and its preÞx. Message channelsa and bare depicted
multiple times to improve readability.

U is an inÞnite open net with a regular tree-like structure that can send
and receive any (possibly inÞnite) sequence of messages.U stores every message
sent or received fromN and keeps it forever. Each of the variablesx0, x1, . . .
corresponds to the value of a message. The reachability graph of theinner of
U (i. e. U with the interface placed a and b removed) is also an inÞnite tree. By
adding guards to the transitions of U, we can selectively cut o! branches of this
tree.

Before we start to derive the guards, we restrictU to a Þnite preÞx so that
operations onU can e!ectively be computed. This preÞx must be chosen large
enough so that no part of U which eventually will be part of a partner is cut o!.
SinceN is acyclic and bounded by assumption, we can determine the branches
of U that may safely be removed fromU by the number of messages sent and
received by N . N1 sends at most one message ona. Therefore, every branch
of U that receives two or more messages ona is never executed and can be
removed. Likewise, every branch ofU that sends two or more messages onb can
be removed, sinceb must be empty in the Þnal marking and N1 receives only
one message onb. By removing these parts fromU, we obtain the open netS0

(Fig. 2b).
Over several iteration steps, we add guards toS0 in bottom-up order. In our

example, we will Þrst derive the guards fors1 and s3 in the Þrst iteration step
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M 0 = [ p0.¥, q0.¥]

M 1 = [ p1.v0, q0.¥, a.f (v0)]

t0!x = v0"

M 2 = [ p1.v0, q1.f (v0)]

s0!x0 = f (v0)"

M 3 = [ p1.v0, q2.(f (v0), v1), b.v1]

s1!x0 = f (v0), x1 = v1"

M 4 = [ p2.¥, q2.(f (v0), v1), v0 = v1]

t1!x = v0, y = v1"

M 8 = [ p0.¥, q3.v1, b.v1]

s2!x0 = v1"

M 5 = [ p1.v0, q3.v1, a.f (v0), b.v1]

s2!x0 = v1"
t0!x = v0"

M 6 = [ p1.v0, q4.(v1, f (v0)) , b.v1]

s3!x0 = v1, x1 = f (v0)"

M 7 = [ p2.¥, q4.(v1, f (v0)) , v0 = v1]

t1!x0 = v0, x1 = v1"

Fig. 3: Symbolic reachability graph of N1 ! S0

and the guards ofs0 and s2 in the second iteration step.Si denotes the open net
after the i -th iteration step.

The guards are denoted in Þrst order logic and derived using a symbolic
technique outlined in [6]. Fig. 3 shows thesymbolic reachability graph(SRG)
of the composition N1 ! S0. The symbolic reachability graph is a compact
representation of the reachability graph that allows to represent a possibly
inÞnite set of markings by asymbolic marking. In a symbolic marking M , every
value is represented by a term. Attached toM is a condition COND(M ) which
restricts the set of valid assignments to the variables that occur inM . COND(M )
is the conjunction of the e!ects of all guards on a path to M . A marking m is
reachable i! there is a symbolic marking M that evaluates to m for an assignment
that satisÞesCOND(M ). Each edge of the SRG is inscribed by a transitiont
and a symbolic Þring mode. A symbolic Þring mode oft assigns a term to each
variable of t.

The integer that is chosen non-deterministically by t0 for x is represented
by the variable v0 in marking M 1. Analogously, the integer sent bys1 on b is
represented byv1. The e!ect of the guard x = y of t1 is represented by adding
the condition v0 = v1 to the markings M 4 and M 7.

For each symbolic marking M of N1 ! Si we deÞne a predicateDF i (M )
which indicates for which assignments of the variablesv0, v1 of the SRG M does
not evaluate to a deadlock.DF i (M ) can be derived from the conditions of the
successors ofM .

M 4 and M 7 are Þnal markings. Therefore,DF 0(M 4) " DF 0(M 7) " true .
SinceM 3 has a successor marking only for those assignments ofv0 and v1 with
v0 = v1, we get DF 0(M 3) " v0 = v1. Analogously, DF 0(M 6) " v0 = v1. For
every other marking M we get DF 0(M ) " true .

We can use theDF i predicates to decide whetherN ! Si is deadlock-free by
checking the formula

#v0, . . . , vk : CONDi (M ) =$ DF i (M ) (1)

This formula states that every reachable marking is not a deadlock.
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From every DF i (M ), we derive a predicateDF !
i (M ) which expresses the

condition for which M does not evaluate to a deadlock from the point of view ofSi .
In general,S0 does not know which integers are assigned to the variablesv0, v1 but
Si does know the assignment of its own variablesx0 and x1. DF !

i (M ) describes the
condition of a deadlock in terms of the variables ofSi . The relationship between
x0, x1 and v0, v1 is established by the the symbolic Þring modes of the transitions
of S0. M 3 is reachable via exactly one path of the SRG. The last transition ofS0

on this path is s1 with the symbolic Þring mode !x0 = f (v0), x1 = v1". As stated
above,DF 0(M 3) # v0 = v1. With x0 = f (v0), x1 = v1 and the assumption that
f is injective, v0 = v1 obviously is equivalent to f " 1(x0) = x1. Formally, we
express this transformation by universal quantiÞcation ofv0, v1:

DF !
0(M 3) # $ v0, v1 : x0 = f (v0) %x1 = v1 =& v0 = v1

# x1 = f " 1(x0)

In words: DF !
0(M 3) describes all assignments ofx0, x1 for which v0 = v1 is

guaranteed to hold after the Þring ofs1 in mode !x0 = f (v0), x1 = v1", regardless
of which integers might have been non-deterministically chosen forv0, v1.

DF ! predicates are computed several times by our algorithm. We now give a
brief outline of our algorithm.

Input : An acyclic and bounded open netN
Choose a su!ciently large Þnite preÞx S of U
for each place q of S in bottom-up order

calculate the symbolic reachability graph of N ' S
calculate DF !(M ) for every symbolic marking in which q is marked
add their conjunction DF !(q) as a guard to the pre-transition s of q

end for
if DF !(q0) # false (where q0 is the root place of S)

return "N is not controllable"
else return S

The general form of aDF ! predicate is

$v0, . . . , vk : CONDi (M ) %x0 = T0 %. . . xn = Tn =& DF i (M ) (2)

where !x0 = T0, . . . , xn = Tn " is the symbolic Þring mode of the last transition of
Si on a path to M . Intuitively, formula (2) describes the assignments ofx0, . . . , xn

for which formula (1) holds for M . Several of these predicates together describe
the set of good firing modes of a transition.

DeÞnition 1 (good Þring mode). Let s be a transition of Si , ! a (non-
symbolic) firing mode of s. We call ! a good firing mode of s, if there exist
reachable markings m, m! of N ' Si with m

s!
( m! so that every marking m!! that

is reachable from m! via transitions of N is not a deadlock. Otherwise, we call !
a bad firing mode.
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We do not give a proof for this claim. However, this equivalence is essential
to prove the correctness of our approach. It establishes a link to the partner
synthesis approach for service models without data: Removing a bad Þring mode
corresponds to removing a marking from the reachability tree of the inner ofSi

whoseknowledge(see [2]) contains a deadlock.
We derive DF !

0 for every symbolic marking in which q2 is marked and join
them by conjunction to a predicate DF !(q2). The only other marking in which q2 is
marked is M 4 with DF !(M 4) ! true . Therefore, DF !

0(q2) ! x1 = f " 1(x0). After
adding x1 = f " 1(x0) as a guard tos1, every deadlock in which the post-placeq2

of s1 is marked becomes unreachable, e. g. the deadlock[p1.0, q2.(1, 2), b.2] is not
reachable any more.

We repeat this procedure forq4 and its pre-transition s3. M 6 is reachable
via two paths of the SRG (which di!er only insigniÞcantly). The last transition
of S0 on both paths is s3 with Þring mode "x0 = v1, x1 = f (v0)#. Analogously,
we get DF !

0(M 6) ! $ v0, v1 : x0 = v1 %x1 = f (v0) =& v0 = v1 ! x1 = f (x0).
In a more general case, we get a di!erent predicate for each path on which a
marking M is reachable.DF !(M ) is the conjunction of these predicates. With
DF !

0(M 7) ! true we get DF !(q4) ! DF !(M 6) %DF !(M 7) ! x1 = f (x0). After
assigningDF !(q4) to s3, no deadlock is reachable in whichq4 is marked.

M 0 = [ p0.¥, q0.¥]

M 1 = [ p1.v0, q0.¥, a.f (v0)]

t0!x = v0"

M 2 = [ p1.v0, q1.f (v0)]

s0!x0 = f (v0)"

M 3 = [ p1.v0, q2.(f (v0), v1), b.v1, v1 = v0]

s1!x0 = f (v0), x1 = v1"

M 4 = [ p2.¥, q2.(f (v0), v1), v0 = v1]

t1!x = v0, y = v1"

M 8 = [ p0.¥, q3.v1, b.v1]

s2!x0 = v1"

M 5 = [ p1.v0, q3.v1, a.f (v0), b.v1]

s2!x0 = v1"
t0!x = v0"

M 6 = [ p1.v0, q4.(v1, f (v0)) , b.v1, f (v0) = f (v1)]

s3!x0 = v1, x1 = f (v0)"

M 7 = [ p2.¥, q4.(v1, f (v0)) , v0 = v1 # f (v0) = f (v1)]

t1!x0 = v0, x1 = v1"

Fig. 4: Symbolic reachability graph of N1 ' S1.

S1 (not depicted) is the open net derived fromS0 by adding the two guards
to s1 and s3. These guards introduce new deadlocks in whichq2 and q4 are not
marked, e. g.[p1.0, q3.3, a.1, b.3] is a deadlock inN1 ' S1 but is not a deadlock
of N1 ' S0. These new deadlocks will be eliminated in the second iteration step.
In the SRG of N1 ' S1 (Fig. 4), M 3 has the condition v0 = v1 and M 6 has the
condition f (v0) = f (v1). Therefore we obtain new predicates

DF !
1(M 2) ! $ v0 : x0 = f (v0) =& ( v1 : v0 = v1 ! true

DF !
1(M 5) ! $ v0, v1 : x0 = v1 =& f (v0) = f (v1) ! false
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v1 is existentially quantiÞed becausev1 is not yet deÞned in M 2 but will be
created and chosen appropriately bys1 in the step from M 2 to M 3. Note that an
existential quantiÞer may only appear as a part of aDF !

i predicate.

a

b

b

a

q0

q1

q2

q3

q4

s0
x0

¥

x0

[true ]

s1
x1

x0

(x0, x1)

[x1 = f ! 1(x0)]

s2
x0

¥

x0

[false ]

s3
x1

x0

(x0, x1)

[x1 = f (x0)]

(a) S2

M 0 = [ p0.¥, q0.¥]

M 1 = [ p1.v0, q0.¥, a.f (v0)]

t0!x = v0"

M 2 = [ p1.v0, q1.f (v0)]

s0!x0 = f (v0)"

M 3 = [ p1.v0, q2.(f (v0), v1), b.v1, v1 = v0]

s1!x0 = f (v0), x1 = v1"

M 4 = [ p2.¥, q2.(f (v0), v1), v0 = v1]

t1!x = v0, y = v1"

(b) SRG of N1 ! S2

Fig. 5: Final iteration step of the partner synthesis

Eventually, by assigning DF !
1(q1) ! true to s0 and DF !

1(q3) ! false to s2,
we obtain the open netS2 shown in Fig. 5a. By repeating our calculation, we
get DF !

2(q0) ! true . Therefore, S2 is a partner. An alternative way to check that
S2 is a partner is to check the formula (1) for N1 " S2. Without changing the
semantics ofS2, we may cut o! the branch of s2 to obtain an open net very
similar to N2 from Fig. 1b.

4 Related work and conclusion

We sketched an algorithm to synthesize a partner of a service represented by
an acyclic bounded open net that has been extended with High-Level aspects.
We show a systematic approach to derive the relations between the values of
incoming and outgoing messages that a service has to adhere to in order to be
a partner of the given service. Since relations are denoted in Þrst-order logic
which is undecidable in the general case, we have to rely on an oracle to decide
controllability. For a decidable theory like presburger arithmetic [ 4], controllability
can be e!ectively computed. The technical details of the approach are not yet
fully worked out.

Lohmann et. al. [3] sketch a di!erent approach to synthesize a partner. Their
work focuses on the construction of the structure of the partner and only brießy
discusses the derivation of the predicates. They use a symbolic representation
for markings similar to ours. The nodes of the partner are formed from sets of
symbolic marking using an operator calledclosure. The authors split nodes in
certain cases. This is necessary because symbolic markings which are not equal
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on the syntactical level can denote the same marking for some assignments of
the variables so that a case distinction is needed. The splitting rule can only
be applied if the value of every involved variable is known to the partner. The
authors do not provide rules to treat variables whose value is not or only partially
known to the partner.

Our approach does not consider structural aspects of the partner synthesis at
all. All information concerning the behaviour of the partner is encoded completely
in the guards. However, our approach can handle values that are not or not
observable by the partner. For example, the value of the token produced byN1

on p1 is not communicated (at least not directly) to the partner.
In our future work we aim at extending our approach to cyclic services. In this

scenario it is necessary to pay more attention to the structure of the synthesized
partner. The structure must be chosen so that decisions and repetitions of
behaviour become more visible. That way, it will be easier to fold the partner to
a Þnite number of nodes.
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Abstract. The paper presents the tool HarmonICS designed for automated compo-
sition of medical services and implementing our original approach to description
and composition of web services. HarmonICS enables arranging sequences of
services whose execution leads to satisfying a userÕs request speciÞed by a query.
The language of queries is rich enough to express requirements on the timing
parameters and the ordering of services used.

1 Introduction and Related Work

We present a new tool for automated composition of web services (WS) related to the
medical domain. The tool implements our original approach [7] to WS composition,
based on introducing a uniform semantic description of services, an object model for the
problem, and applying a multi-phase composition supported by model checking methods.
The planning process aims at satisfying a userÕs goal, speciÞed in a declarative language,
which enables not only to express features of the objects the user wants to ÒpossessÓ, but
also requirements on the timing and ordering of services occurring in the plan.

The WS composition problem is a very important subject of research, and there
exists a number of various methods involved in solving it. The simplest ones are based
on explicit state space search algorithms [15], while more advanced ones employ, among
others, graph-based planning [5], logic programming [13], AI planning [12], model
checking methods [10, 11], and genetic algorithms [3]. While WSMO/WSML/WSMX
[14] is one of the most comprehensive solutions in this domain, our approach follows
that of Ambroszkiewicz [1], which provides a speciÞcation of an automatic composition
system based on a multi-phase composition and uniform semantic descriptions of ser-
vices. However, several extensions like enriched descriptions of services or a hierarchic
organisation of services and objects they operate on, have been additionally designed.

The Þrst ÒgeneralÓ implementation of our approach (system PlanICS) was described
by Doliwa et al. [8]. The tool HarmonICS to be presented here is, on one hand, an
extension of PlanICS due to incorporating new theoretical solutions, while on the other

! Partly supported by National Science Centre under the grant No. DEC-2011/01/B/ST6/01477.
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hand its functionality is less general due to implementing solutions specialised to a
particular domain. Besides the SAT-based planning inherited from PlanICS, the current
tool offers also an alternative, specialized solution based on SMT.

2 The Theory behind HarmonICS

Our approach to automated composition of WSs is based on introducing a uniÞed
semantics for functionalities offered by services. A service is understood as a function
which transforms a set of data into another set of data. The sets of data, i.e., inputs and
outputs of services, are described in terms taken from a ÒdictionaryÓ of types, introduced
by an appropriateontology. The ontologies follow the standard object model with classes,
objects as their instantiations, and attributes as their components. More precisely, both the
services and the items they operate on are organised into a multiple inheritance hierarchy
of types, the top of which are the classes:Thingof no attributes and its descendants:
Object, ServiceandTrace(see Fig. 1). Below we explain the meaning of the branches
rooted at the latter three classes mentioned.

An (ontology-dependent) branch of classes rooted atObjectintroduces Òtypes of
beingsÓ necessary to specify what the services operate on, together with ÒfeaturesÓ of
these beings expressed by their attributes (e.g., a classPatientof the attributesFirst_name,
Last_name, Address, Date_of_Birth, Diagnosisetc.).

The branch of classes rooted atServiceintroduces (ontology-dependent) types of
services. The attributes of the classService, inherited by all its descendants, are:in, out,
inout, preConditionandpostCondition. The Þrst three of them are aimed at listing objects
(classiÞed by names and types, similarly to subprogam parameters) which, respectively,
are required to execute the service (in), are produced by this execution (out), and are
taken as an input and returned modiÞed (inout). The aim ofpre- andpostConditionis to
give respectively the conditions which should be satisÞed by the ÒinputÓ objects to have
the service started (preCondition), and the conditions the ÒoutputÓ object satisfy after the
service execution (e.g., we can express that services of the typeVisit modify aPatientby
placingp:Patientin theinout list, and require visitis to result in diagnoses by placing
isSet(p.Diagnosis)in thepostCondition). The values of attributes common for all the

Fig. 1.A part of the ontology used in HarmonICS
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services of a given type are speciÞed in a special instance of the corresponding class
(called anabstract service). Concrete servicesof a given type (instances of the class
representing this type, corresponding to real-world services) can introduce their own
extensions to the attributes above (e.g., a concrete serviceGeriatricianSmithof the type
GeriatricianVisitcan require his patients to be older than85by extending the common
preConditionby p.Date_of_Birth< "1927-12-31"). A more detailed description of the
above elements of ontologies can be found in the paper [7].

A new concept introduced in the current system is the third branch of the inheritance
tree, i.e., the classTraceand its descendants. Traces (instances of the above classes) are
Òvirtual productsÓ (not corresponding to real-world beings) of all the services (eachout
list of a service contains exactly one element corresponding to a trace, e.g.t:Trace). The
attributes of the classTracearelevel, block, serviceTypeandserviceName, the Þrst two
of which aim at storing an information about a position of the service in the scenario
generated, while the next two are used to identify the service executed (e.g., if the
serviceGeriatricianSmithis the Þrst one in the scenario, then the attributes of the trace
t produced by this service aret.level=0, t.block=0, t.serviceType="GeriatricianVisit"
andt.ServiceName="GeriatricianSmith"). Traces enable to express certain requirements
on sequences or kinds of services, both on the level of service descriptions (e.g.,Sur-
geonVisitcan require seeing a general practicioner before by includingx:Tracein its
in andx.ServiceType="GPVisit"in its preCondition), and while specifying users goals.
Ontology-speciÞc descendants ofTracecan introduce additional information, e.g., a
classTimedTracewith the attributesstart andstopcan bring in time of the service
execution,PriceTracewith the attributeprice can provide information about the service
price,LocationTracewith the attributelocation- an information about the place where
the service operates, etc.

A user speciÞes its goal in the form of auser querywhich deÞnes items he ÒpossesesÓ
(aninitial world) and items he Òwants to possesÓ (aneffect world), together with these of
their features that are of his interest, using the names of classes from the branch rooted at
Objectand names of their attributes to this aim (e.g., the user John Gold can specify that
having ÒnothingÓ he wants to ÒobtainÓ the objectp:Patientwith p.First_name="John"
andp.Last_name="Gold", which means that he wants to become a patient). The goals
can be also speciÞed in terms of traces (i.e., names of classes from the branch rooted
at Trace), which enables to express that the user wants the scenario generated to con-
tain a service of certain type (e.g., the effect world should containt1:Tracesuch that
t1.ServiceType="SurgeonVisit"), a service of a concrete provider (e.g., the above require-
ment can be extended by addingt1.ServiceName="SurgeonSmith"), a given ordering
of services (by the use of thelevelattributes, e.g. one can require the effect world to
containt1,t2:Tracesuch thatt1.ServiceType="GPVisit", t2.ServiceType="SurgeonVisit"
andt2.level<t1.level, i.e., to see a GP after seeing a surgeon) or a given ordering of
groups of servces (by the use of the attributeblock). Using other types of traces enables
to inßuence the cost of services proposed, their time, location etc.

Our project follows the idea of separating two phases of the planning process. The
Þrst phase of searching for a sequence of services whose execution leads to satisfying the
userÕs goal is calledabstract planning, and involves searching for sequences oftypes
of services which can transform the set of objects being the initial world into the set of
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object given as the effect world. The query used is redeÞned to discard all the concrete
values of attributes, i.e., all the expressions involving them (e.g.,p.Last_name="Gold")
are replaced by the requirement that the corresponding attribute is assigned a value (e.g.,
isSet(p.Last_name)). The planning process is based on the bounded backward search
algorithm which starts from a Þnal world and matches abstract services (special instances
of service classes described before) which are capable to produce a desired set of objects
(with the appropriate attributes set), building this way a graph whose nodes are sets of
objects, and the edges are labelled with service types. This ÒpreliminaryÓ phase enables
to limit the number of concrete (real-world) services considered while creating the Þnal
scenario (only these of appropriate types will be taken into account). Obviously, in the
case of queries involving traces the role of abstract planning phase is limited (the user
can specify fragments of the abstract plan Òby handÓ, using the appropriate attributes of
traces). The next phase of the planning process isconcrete planning, aimed at Þnding a
sequence ofinstances of service types(concrete services) corresponding to an abstract
plan obtained from the previous phase. Contrary to abstract planning, this level takes into
account all the requirements speciÞed in the query (i.e., also these involving concrete
values of attributes). The planning process exploits model checking procedures.

3 Origin and Main Features of HarmonICS

HarmonICS is a scheduling system implemented for the Rehabilitation and Cosmetology
Centre (CRiK) in Poland. The centre offers various types of medical services for its direct
clients as well as for other medical facilities. The deÞnitions of needs and possibilities
of satisfying them are speciÞed by a relatively complicated semantics. Additionally,
availability of certain resources in many cases can be determined only dynamically,
by querying external independent data sources. Before implementing HarmonICS, due
to the lack of IT solutions, this querying was performed in an ÒunformalisedÓ way,
i.e., by phone or by e-mails. The knowledge obtained this way could not be processed
automatically. The most important conclusions from analysis of the functioning of CRiK,
and from the expectations for the system are:

Ð The main goal of the system is to make the scheduling of treatments easier and more
convenient, and also to automate some internal procedures,

Ð The most common case is to schedule a series of few kinds of) treatments w.r.t.
patient preferences, and resources restrictions,

Ð The single steps of the whole process can be realized by various service providers
cooperating with CRiK,

Ð Some aspects of the abstract and concrete planning processes should be signiÞcantly
adapted to meet the speciÞc CRiK requirements.

The implementation of the system, presented in the next section, was designed to
satisfy the above requirements.

4 Implementation

We start presenting HarmonICSÕ implementation from a short description of the ontology
designed for CRiK. Following the framework shown in Sec. 2, it introduces classes
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Fig. 2.The HarmonICS overview

representing system actors (such asPatient, Doctor and Physiotherapist), services
offered by the center (such asRegistration, TreatmentandVisit), and traces containing
information about services (likeTimedTraceor PriceTrace; see Fig. 1). The treatments
offered are represented by subclasses of the classTreatment. They are grouped by types
(breathing exercises, exercises in the load, isometric exercises, static exercises, etc.).
Each type of treatment is represented by a corresponding subclass. The current version
of the ontology contains about Þfty different kinds of treatments.

The overall view of HarmonICSÕ components is presented in Fig. 2. The main software
components of the system are: the Repository, the Graphical User Interface (GUI), and
the Planner. The aim of the Repository is to store information about the available services
and their types (according to the ontology). Currently, it is implemented on the top of
jUDDI - a popular UDDI implementation. GUI is a GWT web application that enables
user interaction with the system components. The Planner is a set of tools (represented
by rectangles in the Þgure) for processing user queries (Query parser), creating plans
(Abstract and Concrete planners), and interacting with the repository and with the web
services (Querying and Execution modules). The rectangles with the right-bottom corner
wrapped depicted in the Þgure correspond to internal system objects. They are labels of
the solid arrows which stand for objects ßow. The dashed lines represent making use of
some resource by a software component.

Let us now follow an example scenario, while giving more details concerning the
implementation of individual components. First, using theQuery editor(see Fig. 2 and
Fig. 3), the user introduces a request, e.g.,I want to take a partial massage, once a
week, for 10 weeks, and then a series of 5 diadynamics, every 2 days.The user drags
arbitrary services from the ontology tree at the right hand side and drops them to blocks
of a plan at the left. The blocks are intended to enforce the order of services execution.
Each block of services will be executed (or rather scheduled in this case) when all
of the services from the previous block will be completed. Putting some services in
the same block means that they can be executed in any order. Each of the services
choosen can be parameterized by assigning a set of constraints, e.g., repeat conditions
or speciÞc requirements on service date, time or location. The user should also specify
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an acceptable timing interval, providing the earliest start date and the latest end date of
the whole sequence of services. The editor enables to hide the query language from the
user offering a friendly and intuitive interface instead. The query of a formal syntax is
produced in an automated way1. The user query is then processed by theQuery parser,
transformed to the internal representation, and made available to theAbstract planner
and theConcrete planner(see Fig. 2).

TheAbstract planner, using the knowledge from the OWL ontology and the query
(rebuilt by discarding concrete values as described before) generates abstract plans,
which are visualized and presented as sequences of service types. The user is asked
to choose one of them to be concretized. Due to the fact that speciÞcity of the area
implies the queries to have a more imperative nature than in a typical case (the users
usually point enumerate directly the services they want to use) the role of the abstract
planning is not as fundamental. However, using the knowledge from the ontology can
introduce to the plan the services not required directly by the user. In our example, the
abstract planner returns the sequence of service types:Registration, 10 occurences of
PartialMassage, and 5 occurences ofDiadynamics(theRegistrationservice is necessary
- no patient has been listed in the query, all the treatment services require a patient, while
theRegistrationcan return a patient to carry on).

Next, basing on the abstract plan and the user query, theRepo & WS querying module
(RQM for short) examines the repository for the registered web services realising the
types of services from the abstract plan. In our example the repository will be asked:
ÒGive addresses of all the services of the typePartialMassage, and of the typeDiady-
namicsÓ. After getting an answer the RQM queries for offers the web services obtained
(where by an offer we mean a serviceÕs declaration to execute under certain conditions).
In our example the services will be asked: ÒGive the dates and time, between 2012-01-01
00:00 and 2012-03-31 23:59, when the treatment procedure can be performedÓ (the
query contains no other constraints than these on the time period to be considered).

The next step is to run theConcrete planner. Its input are: the (original) query, the
abstract plan choosen for concretising and the offers collected for this plan (a single offer
corresponds to a possible realisation of a single step of the plan, i.e., executing one service
of a given type). It is possible to run this planning using one of the methods available. The
Þrst one, inherited from PlanICS and described in [8], is based on satisÞability checking
(SAT). The new one, described below in more details, is realized by a translation to an
instance of SMT [2] problem. An SMT-solver checks satisÞability of a formula which is
a conjunction of disjunctions representing particular offers, and an expression encoding

1 In this case, (considering time interval from January, the 1st to the end of March of current
year) the formal query is as follows:FROM null WHERE null TO repeat(t0:TreatmentTrace, 10,
every 1 weeks), repeat(t1:TreatmentTrace, 5, every 2 days) WHERE _globalStart=Ò2012-01-01
00:00Ó and _globalStop=Ò2012-03-31 23:59Ó and t0.serviceType = ÒPartialMassageÓ and
t0.block = 0 and t1.serviceType = ÒDiadynamicsÓ and t1.block = 1. As it is easy to see, the
requirements on the service types and their ordering are expressed in terms of traces. It should
be mentioned also that therepeatstatement is one of the novelties (comparing with [7, 8])
introduced to responds to the speciÞcity of the domain, where the common case is to repeat
some kind of treatment certain number of times. Optionally, the repeat period can be given, just
like in the example above. The construct makes editing the query easier, as the user does not
need to choose a service several times if he wants to repeat it.
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Fig. 3.On the left: the query editor, on the right: a fragment of a concrete plan

the conditions speciÞed in the query (e.g., repeat period constraints) and resulting from
the abstract plan (e.g., the order of services). If such an SMT instance is satisÞable,
then a sequence of concrete services whose execution enables to reach the userÕs goal is
decoded from the valuation returned by the solver. Going into the details, the attributes of
objects and traces are encoded as SMT variables, and their values are mapped into natural
numbers2. The SMT instance is encoded (using our original library) in SMT-LIB2 [4]
format, which enables to use any compatibile SMT-solver. In the current version we
make use of the Z3 [6] solver.

The computed plan is visualized (see Fig. 3) and presented to the user. If the user
accepts it, theExecution moduleinvokes the services. Again, the speciÞcity of the domain
makes things simpler: an execution of a service is in fact scheduling an appointment,
so any complicated execution engine is not necessary. Obviously, always something
unexpected can happen. At the moment we follow the simple transactional policy: when
any step of the plan could not be successfully executed, we cancel all of the already
scheduled appointments, and the user can repeat either the WS querying and concrete
planning phases, or the whole planning procedure.

In the case of typical queries, involving from a few to several dozens of services, and
from several hundreds to about 20000 offers, the total time of computations can vary
from a few seconds to about 30 seconds.

5 Final Remarks

HarmonICS is a specialized implementation of the concept, which can be developed in
various application domains. There are some common features, which make such imple-
mentations advisable with other actors: building an integration system for distributed
services of a common characteristic, i.e., transport, accomodation, reservation in time.
More generally, a similar system can be implemented in every domain, where we have

2 For example, date-time values from our query are encoded as follows: the beginning of the
considered period of time, the_globalStartvalue, is mapped to0. All the date-time values
are then related to the_globalStartvalue, according to certain time scale. Currently the time
scale is 5 minutes, which means that the value10 represents the point in time 50 minutes after
_globalStart.
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to plan an access to some resources with an independent management and optimize the
plan by customized quality measures.

Comparing HarmonICS to its ancestor PlanICS [8], we can point out to an easier and
more natural tackling of relations between services thanks to the trace concept. The
traces generalize the document oriented service vision from [1], make any adaptation of
HarmonICS-like systems in document circulation systems simpler than before. Another
advantage appears in translating semantics from different IOPR [9] services ontology -
it is simpler and more natural. On the other hand, a modular architecture of the system
allows to take advantage of various solving techniques.
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Abstract. Techniques of automated service composition can shorten
development time by generating a concrete service composition out of a
set of abstract composition requirements. However, no existing fully auto-
mated approach is able to deal with timed services and timed composition
requirements. In this work, we propose an approach for the automated
composition of timed services, represented as timed i/o automata, by
adapting the AI planning method Planning as Model Checking. Thus,
the concept of automated service composition can be used in domains
with real-time requirements. As case study, we model a system where
medical devices need synchronization during surgery.

Keywords: automated service composition, timed services, real-time,
timed i/o automata, planning as model checking

1 Introduction

Designing controller programs coordinating distributed components in a safety-
and time-critical environment, e.g., for synchronizing medical devices, is a very
complex and time-consuming task. While keeping development time short, the
software engineers have to assure that the overall system fulÞlls functional
and safety-critical requirements. These opposites yield the need for automated
and scalable tools supporting the development process. In our domain, such
tools have to produce correct results and have to deal with nondeterminism
and time as part of the service behavior. Speaking in terms of Service-oriented
Architectures (SOAs), which are an uprising paradigm in those domains, the
problem of designing a controller corresponds to the problem of Þnding a suitable
orchestrator to compose a given set of services.

Therefore, we propose an approach for the automated composition of timed
services including real-time properties as composition requirements. As to the
authorsÕ knowledge, no existing fully automated approach for service composition
is able to deal with those requirements. To realize our approach, we describe the
behavior of the services astimed i/o automata [VL92] and the orchestrator as
an automaton handling the input and output actions of the original automata.
Thus, we adapt the AI planning method planning as model checking[GT00] to
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realize the automated composition process, by bringing real-time into the existing
theory.

Moreover, as a part of future work, we want to implement a tool realizing
the resulting composition algorithms. Such a tool can be used to shorten the
development process for systems in our domain, because an initially correct
controller model is generated where a hand-made model had to be created before.
To discuss the requirements for our approach, we present a case study where
medical devices have to be synchronized during surgery.

The rest of this paper is structured as follows. In Section 2 we shortly outline
the concepts of automated service composition, timed i/o automata, and planning
as model checking. They form the basis for our approach. Afterwards, in Section 3
we present our case study, our proposed approach and what extensions to the
existing theory are required. In Section 4 we discuss related work. Finally, in
Section 5, we conclude this paper and give an outlook on future work.

2 Background

In this section we introduce works upon which our approach is based. In Sec-
tion 2.1, we shortly explain the concept of automated service composition and
the decision for the underlying theory of our approach. Afterwards, in Section 2.2,
we introduce timed i/o automata, used to formally represent the services to be
composed. Finally, in Section 2.3 we presentplanning as model checking, which
forms the basis for the composition process of our approach.

2.1 Automated Service Composition

In the context of our work, the term automated service composition denotes
the process of generating an orchestrator for a set of services out of a set of
composition requirements. An orchestrator is a central service within a service
composition that communicates with the other services and directs messages
between them in order to create the system behavior described through the
requirements.

In [BP10] an exhaustive overview is given on automated composition ap-
proaches for web services. They present 27 approaches realizing di!erent forms
of automated service composition and compare them to each other with respect
to a certain set of properties. In the following we outline the properties, which
are relevant for our work.

Automation Describes the degree of automation, o!ered by an approach. We
need a high degree of automation. Besides of a formal description of the
composition requirements on a set of services, the user intervention shall be
reduced to a minimum.

Nondeterminism An action may produce di!erent nondeterministic outcomes.
In our domain nondeterminism occures, e.g., as device alarms.

Scalability Our approach shall deal with large and complex sets of services.
Hence, we have to design our composition algorithms for high e"ciency.
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Correctness Compositions are guaranteed to be correct w.r.t. the compostion
requirements. Because our approach shall generate compositions for safety-
critical domains, we have to assure the correctness of resulting compositions.

Based on the above-mentioned survey, we compared these properties to the
di!erent composition approaches. We decided that model checking based methods
of automated service composition are most suitable to form the basis of our
approach. These approaches are the only ones, fulÞlling all these properties at
once. However, none of the presented approaches includes real-time composition
requirements.

2.2 Timed I/O Automata (TIOA)

To realize our approach, we need a suiting formalization to describe the behavior
of the orchestrator and of the services to be composed. For that, we chose the
theory of timed i/o automata (TIOA [VL92]). These areÞnite automata, whose
actions are divided into input and output actions, so that we can describe the
interface of our services. Moreover, we can express timed behavior over a set of
clocks. Therefore, guards exist for transitions, and invariants for states.

In our case study (the synchronization of medical devices), we can model
each device as a distinct automaton. Messages between connected devices are
represented as input- and output-actions. With guards and invariants, we can
express timed conditions on the interaction of our devices, e.g. when a device
has to react within a certain timeframe.

An example for the graphical represention of TIOA is given in Section 3.1
where we present our case study.

2.3 Planning as Model Checking

In the following, we outline the AI planning method planning as model checking
[GT00]. The underlying idea of this technique is to generateplans for a given
planning domain by determining whether formulas are true in a model.

The planning domain is described through a model similar toÞnite automata.
The planning problem is described in temporal logics, as a CTL formula, con-
taining desired Þnal states and constraints on the paths allowed in the planning
domain. Solving the planning problem for a planning domain means Þnding paths
leading from the initial state to the Þnal states. Here, the problem is solved by
lifting it to a model checking problem. The planning problem is expressed as a
correspondingkripke structure and the plan is generated by checking whether
suitable temporal logic formulas are true within it. For this purpose, an itera-
tive algorithm checks paths in the structure against corresponding parts of the
formulas.

The algorithm is based onBinary Decision Diagrams a data structure that can
represent kripke structures as graphs representing boolean formulas (a common
technique for solving model checking problems). The plan is iteratively built
up as a BDD by comparing it to other BDDs (representing the domain and
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requirements) and by performing transformations on it. It has been implemented
within the Model Based Planner[MBP].

For our approach, we will translate the set of TIOA into a planning domain
by building up the crossproduct. Thus, we transform the problem of automated
composition into a planning problem.

3 Automated Service Composition with Real-Time
Requirements

In the Þrst part of this section we present a case study, demonstrating how our
approach can be applied. In Section 3.2, we describe the workßow of our approach.
In Section 3.3 we outline problems we have to tackle when extending the existing
theory, by re!ering to our case study.

3.1 Case Study

We have investigated the requirements for our approach by creating a TIOA
model of a use case where an x-ray device and an anesthesia machine ventilator
need synchronization during surgery. The use case is described in [AGWL09 ], a
work where the technical interoperability between medical devices is investigated.
In this scenario, an x-ray image of a patientÕs chest had to be taken under general
anesthesia. When the x-ray is performed, it must be ensured that the patientÕs
lungs are empty in order to receive a clear image. Therefore, parameters of the
anesthesia machineÕs ventilator are accessed by the controller, to trigger the x-ray
exactly between two breaths. In Figure 1 we show a simpliÞed version of the
system model we created.
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Fig. 1. synchronizing an x-ray and an anesthesia machine ventilator

The left automaton, X-Ray, describes the behavior of the x-ray device which,
if triggered, needs 2 time units for taking an image. In itÕs initial state,Idle ,
it awaits the reception of the input signal take . If the signal is triggered the
automaton changes to the stateTakeXRayand resets the clockc1. The guard of
the transition back to Idle ensures that the x-ray stays inTakeXRayfor at least
2 time units and the invariant ensures that the state is left after at most 2 time
units.



Automated Composition of Timed Services 37

The right automaton describes the ventilator machine which controls the
breathing, i.e., the respiration cycle of the patient. In itsÕ initial state Exsp
the ventilator lets the patient breath out. The invariant and transition guard
ensure, that the exspiration phase lasts exactly 5 time units. When the state
ExspPauseis activated, the respiration pauses for 5 time units. Afterwards, the
inspiration phase and pause take place, analoguous to the exspiration phase (here,
we ommited the time constraints since they are not relevant for our use case).
When Exsp is entered again, the signalnext is emmited. That signal is the only
possibility for other devices to synchronize with the ventilator.

Before describing the controller, we outline its behavior via CTL formulas
(these will be the composition requirements for our approach). Firstly, we have
a functional property (1) AF TakeXRay which says that the x-ray has to be
performed somewhere during the controllers execution. Secondly, theres a safety
property (2) AG TakeXRay! ExspPausewhich describes that whenever the x-ray
is exposed the ventilator has to be in the exspiration pause mode.

Based on these requirements we can model theController . In its initial
state WaitNext the controller waits for the signal next stating that a new
respiration cycle begins. InWaitPause the controller is ready to trigger the x-ray
(requirement 1) and waits for the right point in time to do so (requirement 2). The
corresponding transition takes place after at least 6 time units. This is the point
where the ventilator has enteredExspPausefor sure. The invariant ensures that
the exposure time of the x-ray does not overlap with the ventilatorÕs inspiration
phase.

3.2 The Approach

In this section we present our approach for realizing the automated composition
of timed services. Therefore, we adapt the AI Planning methodplanning as model
checking (Section 2.3). As language for our service models we have chosen TIOA
(Section 2.2). We realize our approach by bringing real-time into the theory
and by building a framework to make the theory compatible with Timed i/o
Automata (inspired by the work discussed in Section 4). The workßow of our
proposed approach is visualized in Figure 2.
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Fig. 2. Workßow of our approach for the automated composition of timed services
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Initially, a set of TIOA ! 1, ..., ! n describes the communicational behavior
of our services, and a set ofTimed CTL formulas [ACD93] describes functional
and real-time composition requirements. In a Þrst step, the parallel product
! || = ! 1|...|! n is built. In the sense of planning as model checking,! || leads to
the planning domain and the formulas to the planning problem. In our example
the crossproduct of the x-ray and ventilator automata are the planning domain
and the CTL formulas (1) and (2) are the planning problem.

Afterwards, the algorithms of planning as model checking are applied to solve
the planning problem by identifying all paths fulÞlling our requirements. This
gives us theControl Automaton ! C handling the inputs and outputs of the
original automata, so that the required overall behavior of the composition is
assured. By the means of service composition,! C is an orchestrator.

Since the existing theory and implementation of planning as model checking
can only deal with untimed domains and ÕsimpleÕ CTL formulas, we have to make
it capable of dealing with timed domains and Timed CTL formulas. We describe
the problems, we await for the extensions, in the next section.

3.3 Extending the Existing Theory

In this section we sketch the problems we have to tackle for extending the existing
planning theory, described in section 2.3. We identiÞed three situations where
timed behavior has to be considered. In the following, we enlist these properties
and how they will a!ect the extensions.

Interaction of existing services Guards and Invariants can produce situa-
tions in which deadlocks may occur or where safety properties may be violated.
In our example that would happen in the controller state WaitPause if the
x-ray would be triggered too early or too late, so that condition (2) is violated.
In our hand-implemented controller we solved this through additional guards
and invariants.
To automate this step, the extended planning theory has to analyze the
behavior of the existing services for those situations. We can achieve this
by using an extended version of BDDs capable of representing timed au-
tomata (as used in the Rabbit Model Checker [Rab]). Here, several BDDs are
used to represent the functional and timed behavior of an automaton seper-
ately. Therefore, we need adapt the BDD based operations of the planning
algorithm.

Something has to happen in a speciÞc moment This takes place, for in-
stance, if we want the x-ray to be triggered exactly 6 time units after next
has been received.
Here, we have to modify how the planning algorithms resolve single planning
goals because those now depend on time constraints. Moreover, we have to
Þnd a way to express those requirements in Timed CTL.

Something has to happen iteratively within a speciÞc interval This sit-
uation takes place, e.g., if we want an x-ray image to be taken every 100 time
units. Here, too, CTL is not su"cient to express those requirements. For this
situation we have to solve problems similiar to the point above.
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In the Þrst part of this section we have presented a case study showing
that time constraints occur, when medical devices have to be synchronized over
a central controller. Since automated service composition can accelerate the
development of those controllers and no composition approach is able to deal
with time, we have proposed an approach for the automated composition of timed
services. In the last part we outlined the problems we have to solve to realize our
approach.

4 Related Work

In this section, we present works related to our approach. Firstly, we describe
an already existing approach for automated service composition of web services
that uses planning as model checking for the composition process (but does not
include real-time requirements). Afterwards, we outline works bringing together
(automated) service composition and real-time.

In [PTB05] a framework is described that uses planning as model checking to
automatically generate a BPEL composition out of a given set of web services and
composition requirements. The way how the planning theory was utilized to solve
the composition problem served as an inspiration for our proposed approach. In
contrast to our work, this tool cannot handle composition requirements expressing
real-time properties of the services to be composed. However, real-time capabilites
are one of the main characteristics of our proposed approach. Furthermore, this
approach was designed for the domain of bussiness processes and does not apply
to our domain of controlling distributed devices in a safety-critical environment.

Most (if not all) works that try to bring together non-automated service
composition and real-time consider time as measurement for communication
latency between world-wide distributed services [MGY + 10] or telephone servers
[LL07]. In these cases, time is a part of theQuality of Service and helps choosing
a proper service instance during the composition process. These works do not
solve our problem because we need time as a part of the serviceÕs behavior itself.

As to the authorsÕ knowledge, [KDM + 09] is the only work where an apporach
for automated service composition with real-time requirements is realized. In
contrast to our approach, this work o!ers a very low degree of automation,
because the overall workßow of a BPEL composition has to exist before time
requirements can be speciÞed. Our approach, on the other hand, o!ers a very
high degree of automation by generating the orchestrator from scratch.

5 Conclusion & Future Work

In this work we have proposed an approach for the automated composition
of services with real-time capabilities. The domain for our approach is the
generation of controller programs coordinating distributed services in a safety-
critical environment out of a set of functional and safety-critical composition
requirements. We presented a case study, where medical devices have to be
synchronized, and have usedtimed i/o automata as a formal description of
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the servicesÕ communicational behavior. To realize the automated composition
process we currently adapt the AI planning methodplanning as model checking
and have outlined the extensions we will have to bring in to make it capable of
dealing with time.

In future work, we perform a larger case study than the one presented here,
where we model devices used during a speciÞc diagnostic method (a PET/CT
scanner and an injection pump). We work on that case study in close cooperation
with the Charit«e Berlin.

By using our proposed approach, the development time for the above-men-
tioned controller programs can be shortened because certain development steps
can be performed automatically. Furthermore, the generated controller model is
correct with respect to the composition requirements due to the use of model
checking in the generation process. Thus, the iterative step of initially designing
and reÞning a controller model by hand can be skipped and development time
can be saved.
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Abstract. This paper presents an extension of a framework for synthesizing a
composition of services, named Roman Model, such that it is able to model the
best service composition synthesis problem. In such extension, which we call
the Weighted Roman Model, the services are modeled as Weighted Transition
Systems so that one can capture the cost of operations executed by a service.
Within this setting, we can make a comparison among all possible compositions
of the available services by considering the total cost of operation execution
performed by each possible composition of services for each interaction between
the service and the client. Besides deÞning the notion of best composition, we
also propose an algorithm for synthesizing the best composition and show that it
is sound and complete.

1 Introduction

Services are modular applications that can be described, published, located, invoked,
and composed over a variety of networks (including the Internet): any piece of code and
any application component deployed on a system can be wrapped and transformed into
a network-available service, by using standard (XML-based) languages and protocols
(e.g., WSDL, SOAP, etc.). One of the interesting aspects is that this wrapping allows
each program to export a simpliÞed description of itself, which abstracts from irrelevant
programming details. The promise of Web services is to enable the composition of new
distributed applications/solutions: when no available service can satisfy a client request,
(parts of) available services can be composed and orchestrated in order to satisfy the
request itself.

In reality, there could be several possible ways of composing the available services
for satisfying the requested service. However, not all compositions of services can be
considered as equally good. They might have different resource consumption (e.g.,
bandwidth, memory, etc). In this situation, one might be interested in Þnding the ÒbestÓ
composition among all possible ones.

In this paper, we consider the framework for service composition adopted in
[1,3,11,8,2], sometimes referred to as the ÒRoman ModelÓ [7]. In this work, we ex-
tend the Roman Model to the Weighted Roman Model in such a way that it is able to
model the problem of synthesizing the best composition of services. Moreover, we also
describe a sound and complete algorithm for synthesizing the best composition.

The rest of the paper is structured as follows. The next section explains the Roman
Model and service composition in this setting. Section 3 presents the Weighted Roman
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Fig. 1. (a) ServiceS1 (b) ServiceS2 (c) Target ServiceSt (d) Possible composition of servicesS1

andS2 that simulates the target service in (c)

Model and deÞnes the notion of best service composition. Section 4 presents the tech-
nique for synthesizing the best service composition within the Weighted Roman Model.
Finally Section 5 concludes the paper.

2 Service Composition and The Roman Model

Services in the Roman Model (RM) represent software artifacts capable of performing
operations. A serviceinteractswith the client through the following steps:(i) it offers to
its clients a choice of operations it can perform,(ii) based upon the service state; the client
chooses one of the offered operations, and(iii) the service executes it, changing its state
accordingly. Fig. 1 shows an example of services in the RM in the scenario of a simple
online shopping system. Intuitively, in the serviceS1 in Fig. 1(a), the interaction can be
started at the initial states0, where the service offers the ÒsearchItemÓ operation (i.e.,
the ÒsearchItemÓ operation isexecutablein this state). After executing this operation, the
serviceÕs state changes tos1. In s1 the interaction can be terminated since itÕs a Þnal state,
or the client can continue requesting the operation ÒpayByCCÓ (i.e., to pay by credit
card). Similarly, inS2 after a Þnite sequence of item searches, the client can request a
payment by bank transfer (ÒpayByBTÓ). Formally, aservicein RM is a transition system
(TS)S = ( S,O, !, s 0, F ), where:(i) S is the Þnite set of serviceÕsstates; (ii) O is the set
of possibleoperationsthat the service recognizes;(iii) ! ! S " O " S is the serviceÕs
transition relation, which accounts for its state changes;(iv) s0 # S is theinitial state;
and(v) F ! S is the set ofÞnal states, i.e., those states where the interaction with
the service can be legally terminated by the client. When$s, o, s!% #! , we say that
transitions o&' s! is in S. Given a states # S, if there exists a transitions o&' s! in S,
then operationo is said to beexecutablein s. A transitions o&' s! in S denotes thats!

is a possible successor state ofs, when operationo is executed ins. In this work we
consider onlydeterministicservices, i.e., there are no two distinct transitionss o&' s! and
s o&' s!! with s! (= s!! . Such services arefully controllableby just selecting the operation
to perform next.

A communityC = $S1, . . . , Sn %of available servicesconsists ofn available services
that share the same operationsO. A target serviceis a desired service that also shares the
operations inO. Thegoal of the composition in the RMis to maintain with the client the
same, possibly inÞnite, interaction that he would have with the (virtual) target service,
by suitably orchestrating the (concrete) available services. Anorchestratoris a system
component that is able to activate, stop, and resume any of the available services, and
to instruct them to execute an operation among those executable in their current state.
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Essentially, the orchestrator, at each step, will consider the operation chosen by the client
(according to the target service) and delegate it to one of the services that can execute it,
and so on, possibly at inÞnitum. The aim of the orchestrator is to maintain the interaction
with the client, as if it was interacting with the target service, without ever failing to
delegate an operation chosen by the client to one of the available services.

Formally, an orchestrator is afunctionfrom (i) thehistoryof the whole system (which
includes the state trajectories of all available services and the trace of the operations
chosen by the client, and executed by the services), and(ii) the operationcurrently
chosen by the client, to the indexi of the serviceSi to which the operation has to be
delegated. Intuitively, the orchestratorrealizesa target service if and only if, at every step,
given the current history of the system, it is able to delegate every operation executable by
the target to one of the available services. Hence, the orchestrator controls the evolutions
of the servicesÕ states in the community s.t. together they ÒmimicÓ the target service.

The goal of service composition is to synthesize an orchestrator that realizes the
target service by exploiting available services. In [10,2], the problem has been tackled
using a simulation-based approach. The idea is essentially checking if the target service
is simulated bytheCommunity-TS, which is theasynchronous productof the services
in C. Intuitively, it checks if the Community-TS supports all possible interactions that
are supported by the target service (i.e., it checks if there is always a way to realize any
interaction that is possible between the client and the target service).

Going back to the running example in Fig. 1, suppose the community consists of
servicesS1 andS2. Taking the asynchronous product we obtain the Community-TS and
we can Þnd a fragment of it that simulates the target service in Fig. 1(c). This fragment,
which encodes the speciÞcation of the orchestrator, is shown in Fig. 1(d). It says how
the requested operation can be delegated to the services in the community. For example
the execution of operation ÒpayByCC is delegated to serviceS1 (denoted by the label
ÒpayByCC/S1Ó in the transition).

3 Best Service Composition and the Weighted Roman Model

An extension of the RM into the Weighted Roman Model (WRM) is partly inspired by the
work on weighted automata [4]. The WRM framework aims at addressing the problem
of best service composition synthesis. The target service in the WRM is represented
using a transition system as in the RM, while the available services are represented
using weighted transition systems (WTS). Intuitively, a WTS is a TS augmented with a
semiringöS = ( öC, ö+ ,öá, ö0, ö1)1[6]. We use the semiring elements in the setöC to denote the
cost of serviceÕs operation execution. Fig. 2 shows an example of services in the WRM.
Intuitively, in serviceS1 (Fig. 2(a)), the cost of executing operation ÒsearchItemÓ is 4. We
use the semiring multiplication operator(öá) for the aggregation of serviceÕs operations
execution costs, and the semiring addition operator( ö+) for comparing the costs. As
a prominent example, consider the tropical semiringöT = ( Z ! {"} , min, + , " , 0),
whose elements are the integers together with positive inÞnity, whose multiplication

1 A semiringis a structureöS = ( öC, ö+ ,öá, ö0, ö1), where öC is a nonempty set closed under a
binary, associative, and commutativesemiring addition, ö+ , and a binary, associativesemiring
multiplicationöá, respectively withö0 andö1 as neutral elements, and whereöádistributes overö+ .



44 Diego Calvanese and Ario Santoso

!"
! " #$%&'(" ) *+

#"
, #- . - / / *0

$%, #- . - . 1*0

! " #$%&'(" ) *2$&, #- . - . 1*3$" !%

!&
4#5 465 4%5

!" #$%&'(" ) *2

!" #*3
$" #*0

'"
475

Fig. 2.Example of available services in the WRM: (a) ServiceS1 (b) ServiceS2 (c) ServiceS3

(d) Example of modeling cost dependencies inside a service in the WRM

operator is addition over integers, and whose addition operator is the minimum operator.
In this setting, the total cost of serviceÕs operations execution is aggregated by the
addition operator (i.e., just the sum over each cost of operations execution) and then we
can compare costs of serviceÕs operations execution by using the minimum operator.

To make the comparison meaningful, we restrict the usage of semirings by adding
the requirement thatc1 ö+ c2 = c1 or c1 ö+ c2 = c2, wherec1, c2 ! öC (i.e., ö+ is an
operator for comparing two semiring elements). We call such semiring acomparison
semiring. Given two semiring elementsc1 andc2 in a comparison semiring, we say
thatc1 is better thanc2 if c1 ö+ c2 = c1, and vice-versa. Consider again the tropical
semiring, where addition is the minimum operator. In this casec1 is better thanc2 if
min (c1, c2) = c1 (i.e., if c1 is smaller thanc2).

The usage of a semiring in our framework gives us ßexibility in deÞning the notion
of ÒbestÓ. For example, we can use the tropical semiring if we are interested in the
minimum cost, while we can use the arctic semiringöA = ( Z " {#$} , max, + , #$ , 0)
if we are interested in the maximum cost. Moreover, it gives us ßexibility in deÞning the
domain of the cost, for example whether it ranges over integers, reals, positive integers,
etc. Another example is where one models the situation where the cost of operation
execution represents the probability of a service being successfully executed, in this case
the cost might range from 0 to 1. However, to make explanations more intuitive, from
now on we focus on the tropical semiring only.

Formally, a service in the WRM is a WTSWS = ( S,O, öT , !, s 0, F ), whereS, O,
s0, andF are as for a TS,öT = ( Z " {$} , min, + , $ , 0) is the tropical semiring, and
! : S % O %S % öC is the serviceÕstransition relation. When&s, o, s!, c' ! ! , we say
that transition s

o,c
##( s! is in S. Intuitively, the semiring elementc in the transition

s
o,c
##( s!, represents the cost of performing operationo in states. In this case, the fact

that available services aredeterministicmeans that there are no two distinct transitions
s

o,c
##( s! ands

o,c!

##( s!! in S such thats! )= s!! or c )= c!. The notion of community of
available services in the WRM is similar to the one in the RM except that the services
are represented by WTSs. As for simulation checking in the RM, we can construct a
Community-WTSby taking the asynchronous product of all available services WTSs.

In the WRM, we can also model some scenarios in which the cost of executing an
operation depends on the execution of another operation. Fig. 2(d) shows an example
where the second execution of operationa is modeled as having a smaller cost than the
Þrst execution ofa. In general, we could represent the fact that an operationa executed
at some state wherea has already been executed has smaller cost. However, there are
many scenarios that cannot be captured easily, for example when the cost of executing
an operation in a service depends on an operation execution by another service.
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Fig. 3.Two possible composition of servicesS1, S2, andS3 for the target serviceSt in Fig. 1(c)

Now we introduce the notion of best composition in the WRM through our running
example. Suppose the community of available services consists of the serviceS1, S2,
andS3 in Fig. 2. The target serviceSt is still the one in Fig. 1(c). Two possible fragments
of the Community-WTS that simulateSt (i.e., serve as a composition forSt ) are shown
in Fig. 3. Intuitively, the Þrst composition uses servicesS1 andS2 to ÒmimicÓ the
target serviceSt and the other one usesS1 andS3. Considering the target service in
Fig. 1(c), suppose the client requests to execute operation ÒsearchItemÓ twice, followed
by operation ÒpayByBTÓ. Intuitively she searches for the item in the shop twice and then
purchases it by using a bank transfer. Formally, this is represented by the path

! = t0
searchItem!!!!!!!" t1

searchItem!!!!!!!" t1
payByBT
!!!!!!" t3

in target serviceSt . Notice that! starts at the Òinitial stateÓ and ends at a ÒÞnal stateÓ.
We call this anaccepting path. To realize the request, an orchestrator must be able
to delegate the execution of the requested operations to the available services in the
community. An orchestratorD1 based on Composition 1 in Fig. 3(a) delegates the Þrst
ÒsearchItemÓ request toS1, the second one toS2, and the ÒpayByBTÓ request toS2.
Formally, this delegation corresponds to the following path in the Community-WTS:

! ! = ( s0, p0, q0)
searchItem / S1 / 4
!!!!!!!!!!!" (s1, p0, q0)

searchItem / S2 / 5
!!!!!!!!!!!"

(s1, p0, q0)
payByBT / S2 / 6
!!!!!!!!!!" (s1, p1, q0)

We call this arealization path. Since we use the tropical semiring, theweightof this
realization path is just a summation of the weights of all operations along the realization
path. In this case the weight of this realization path is 15. However, there might be
more than one possible way to realize a certain sequence of operations request. In our
examples, we might also delegate toS3 the execution of the second ÒsearchItemÓ and of
the ÒpayByBTÓ requests. Hence, there might be more than one corresponding realization
in the Community-WTS. Each of them has its own weight. To compare them and Þnd
the best weight, since here we use the tropical semiring, we take the minimum among
all of them. Hence, in this case we get the best weight as the minimum weight among all
possible realizations. In our example one possible best weight is 12 (possibly obtained
by doing the delegation based on Composition 2).

The goal of the best composition synthesis is to synthesize thebest orchestratorD,
which informally means that for all possible sequences of operations requested by the
client (which correspond to accepting paths in the target service), we have that for all
possible delegations of those operations execution to the available services done byD,
the total cost of this execution is the best among any other possible delegation done by
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all possible orchestrators. Considering again the tropical semiring, intuitively we are
interested in Þnding the best orchestrator that minimizes the total cost of the realization
of all possible interactions between the target service and the client that started from the
initial state and end at a Þnal state. It is not immediate to gain the decidability of this
problem, since once we have a loop in the target service, the client can make an inÞnite
number of different sequences of operations request. Hence we canÕt just enumerate
all possible sequences of operations executions and check if a certain orchestrator can
realize them all in the ÒbestÓ way.

4 Best Composition Synthesis

Recall that given a Community-WTSWC and the target serviceSt , it can be shown
that an orchestratorD for the givenWC andSt corresponds to a certain fragment of the
WC that simulatesSt . We call such fragment atarget service realization. Intuitively,
a target service realization encodes the speciÞcation for an orchestrator. Similarly, it
can also be shown that a best orchestrator corresponds to a certain fragment ofWC,
which we call abest target service realization. More formally, a best target service
realization is a fragmentSR of WC s.t. for all accepting paths! in St , the weight of
each possible realization path of! in SR is the best. Intuitively, a best target service
realization encodes the speciÞcation of a best orchestrator. Knowing this fact, we can
reduce the problem of checking the existence of a best composition to the problem of
checking the existence of the best target service realization. Moreover, a best orchestrator
can be synthesized from a best target service realization, if it is exits.

Before presenting the algorithm for checking the existence and synthesizing a best
target service realization, we introduce some preliminary notions:(i) A path " 1 is
connectedto " 2 if there exist a state that appears in both paths.(ii) A simple cycle pathis
a cycle path that has no state repetition in it (except for the Þrst and the last states, which

coincide). In Fig. 1(c), the patht1
searchItem!!!!!!!" t1 is a simple cycle whilet1

searchItem!!!!!!!"

t1
searchItem!!!!!!!" t1 is not.(iii) An extended accepting pathis an accepting path obtained

from a simple accepting path by extending it with connected cycle paths, possibly in

more than one place along the given path. In Fig. 3(a), the paths" ! = t0
searchItem!!!!!!!"

t1
searchItem!!!!!!!" t1

searchItem!!!!!!!" t1
payByCC
!!!!!!" t2 and" !! = t0

searchItem!!!!!!!" t1
searchItem!!!!!!!"

t1
searchItem!!!!!!!" t1

searchItem!!!!!!!" t1
payByCC
!!!!!!" t2 are examples of extended accepting paths.

(iv) An extended accepting path! ! that is obtained from a simple accepting path! is
calledk-bounded extended accepting pathif the length of each cycle path that is used to
obtain! ! at each position in! is less than or equal tok. In our example, fork = 2 , " ! is a
k-bounded extended accepting path, while" !! is not. The reason is that we obtained" ! by

extending the simple accepting path" = t0
searchItem!!!!!!!" t1

payByCC
!!!!!!" t2 with the cycle

path#! = t1
searchItem!!!!!!!" t1

searchItem!!!!!!!" t1 whose length is less than or equal to 2, while

" !! is obtained by extending" with #!! = t1
searchItem!!!!!!!" t1

searchItem!!!!!!!" t1
searchItem!!!!!!!" t1

whose length is 3.
The algorithm for checking the existence and synthesizing the target service best

realization takes the target service and the community as input. We sketch it here brießy
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(1) For each fragmentSR of WC, repeat the following steps.(2) Verify if SR simulates
the target service.(3) Verify if for each simple cycle path in the target service, we have
that the weight of all its possible realization paths inSR is the best among all its possible
realization paths inWC. (4) Verify if for each possiblek-bounded extended accepting
path in the target service, the weight of all its possible realization paths inSR is the
best among all its possible realization paths inWC, wherek is equal to the length of the
longest simple path inWC. (5) If SR fulÞlls the veriÞcation in Steps 2, 3, and 4, the
algorithm returns ÒyesÓ andSR is one possible target service best realization. Otherwise,
go back to Step 1 to and continue the check with the next fragment. If none of the
fragments fulÞlls the veriÞcation in Steps 2, 3,and 4 then the algorithm returns ÒnoÓ. It
can be shown that the algorithm above is sound, complete, and always terminates, and
that its complexity is double exponential in the combined size of the target service and
the community of available services.

In our running example, suppose the target service is as in Fig. 1(c), and that for
simplicity of explanation there are only two possibles fragments of Community-WTS
as in Fig. 3 (Note: In this example we might have more than these two fragments).
In the second step, it is easy to see that both fragments simulate the target service.

For the third step, there is only one simple cycle, namelyt1
searchItem!!!!!!!" t1 and either

in Fig. 3(a) or Fig. 3(b) there is only one possible realization path and both of them
have the same weight. In our example, the one which has a realization path with dif-

ferent weight is onlyt0
searchItem!!!!!!!" t1

payByBT
!!!!!!" t3. The corresponding realization

path in Fig. 3(a) is(s0, p0, q0)
searchItem / S1 / 4
!!!!!!!!!!!" (s1, p0, q0)

payByBT / S2 / 6
!!!!!!!!!!" (s1, p1, q0)

with weight equal to 10, and the one in Fig. 3(b) is(s0, p0, q0)
searchItem / S1 / 4
!!!!!!!!!!!"

(s1, p0, q0)
payByBT / S3 / 3
!!!!!!!!!!" (s1, p0, q1) with weight equal to 7. Due to space limita-

tion, we canÕt give the full illustration, but one can check that in this case for all of
the possiblek-bounded extended accepting paths in the target service, we have that the
weight of each possible corresponding realization path in the fragment in Fig. 3(b) is
the best, while this does not hold for the fragment in Fig. 3(a). Since the fragment in
Fig. 3(b) satisÞes the checks in Step 2, 3, and 4, the algorithm return ÒyesÓ, and this
fragment is one possible target service best realization.

5 Related Work and Conclusions

In this work we have proposed a weighted extension of the Roman Model, named
Weighted Roman Model. It enhances the Roman Model with the capability to model
the cost of serviceÕs operation execution and allows one to address the problem of
best composition synthesis. We have shown that the problem of checking the existence
and synthesizing the best composition can be addressed by checking the existence and
synthesizing the so called best target service realization (encoding the speciÞcation of the
best orchestrator). Relying on this result, we proposed a sound and complete algorithm
for checking the existence and synthesizing the best target service realization.

We provide here a brief comparison with related work in the literature. The Roman
Model is adopted also in [5], which addresses an optimization problem in the area of
service composition. However, it considers Þnding the best composition for an ad-hoc
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interaction, i.e., for a given sequence of requested operations. Instead, we consider all
possible sequences of requested operations, hence in general we do not know which
might be the next operation requested by the client. Also, the use of a semiring gives more
ßexibility in deÞning the meaning of optimum cost. We mention also works where the
quantitative aspect comes into play for measuring similarity between transition system-
like structures. [12] presents a similarity measure on control ßow graphs, which are
formalized as labeled transition systems, that is based on a weighted variant of simulation.
The work in [9] proposes a technique for matching statecharts that is motivated by model
management in software engineering. However, in both works, the transition system-like
structures do not contain quantitative information, as in our case.

One interesting further direction of our work is to model the situation where we
consider the initial and Þnal weights of a service. Intuitively, the initial weight can model
the cost of initializing the service and the Þnal weight the cost of terminating it. Another
interesting direction is to analyze the intrinsic complexity of the best composition
synthesis problem, and check whether our upper bounds can be improved.
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Abstract. The concept of choreography has emerged over the past years
as a fundamental concept for capturing collaborative processes. The
latest version of the Business Process Modeling Notation (BPMN 2.0)
introduces the choreography diagram as a Þrst-class citizen actor. After
having evaluated BPMN 2.0 in a previous work, we discuss here the
new challenges, future works and the open questions about the potential
choreography standard language. We also describe the ameliorations that
will be introduced in the evaluation framework.

Keywords: Choreography, Evaluation, BPMN 2.0, Quality Framework

1 Introduction

A choreography formalizes the way businessparticipants coordinate their inter-
actions. In a choreography, the focus is not on the work performed internally
by each participant, but rather on the exchange of information(e.g. messages)
between participants. Another way to look at choreography is to consider it as a
type of business contractbetween two or more organizations.

Industry initiatives such as RosettaNet 1 aim at standardizing business to
business integration in a particular domain. However, these initiatives mostly
turned to textual descriptions of the overall choreographies, centered in providing
detailed message format descriptions [9]. W3CÕs e!orts within the context of
the Web Service Choreography Description Languageproposal (WS-CDL [23])
did not achieve enough industry support and do not reach standardization. The
WS-CDLÕs working work stopped the development of the language in July 2009.
Previously, major lacks were detected in [2]. Over the past years, several research
projects have proposed di!erent languages for capturing choreographies such as
LetsÕs Dance[24], BPEL4Chor [9] or Multi-Agent Protocols (MAP) [1]. However,
these proposals remain far to be adopted by the industry. Popular languages
as the Message Sequence Charts(MSC) [12] have also been used to capture
cross-organizational interactions. But the latter is not rich enough to capture
complex choreographies [8].

1 http://www. rosettanet.org/

http://sigma.imag.fr/
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In early 2011 the OMG [18] released the latest version of theBusiness Process
Model and Notation (BPMN version 2.0 [19]). Among other improvements, a
choreography diagram is introduced. In previous versions of BPMN, the only
way to represent choreographies was viacollaboration diagrams. This new version
allows modelers describing both choreography and collaboration approaches
together or individually. Actually, a global view of interactions is represented
in addition to the participantsÕ view given by collaborations which enriches the
expressiveness of the language [19].

In a previous work [7], we evaluate the adequacy of the constructs for cho-
reography modeling introduced in BPMN 2.0. We also presented a catalogue of
identiÞed requirements that represents a clear overview of possible criteria for
evaluating a choreography language as well as to better understand this increas-
ingly used concept. After the evaluation, we detect some important drawbacks in
the language.

The goal of this paper is to brießy resume the evaluation that we performed
[7] and then discuss the major challenges and the research agenda to short out
the problems detected. We also present several limitations that are identiÞed in
our evaluation framework, and the necessary improvements in order to complete
it.

This paper is structured as follows. We resume our evaluation of choreographies
in BPMN 2.0 in Section 2. A detailed discussion about major challenges and future
works are presented in Section 3. Section 4 presents our research methodology.
Finally, Section 5 concludes the paper.

2 The Evaluation of BPMN 2.0 for Choreographies

We based our evaluation of BPMN 2.0 on a semiotic quality framework proposed
by Kogstie [14]. We extend it for the speciÞc context of choreographies simi-
larly to [ 17] for Business Processes. We look at three axes that are theDomain
Appropriateness (D) (relates the language to the semantics of its domain), the
Comprehensibility Appropriateness (C) (relates the language to the social actor)
and the Technical Actor Interpretation Appropriateness (T) (relates the language
to tools). In order to organize and categorize the identiÞed choreography require-
ments, we placed the requirements in the di!erent dimensions of the framework
(Fig. 1). Most of this requirements were further reÞned in sub-requirements.

Domain requirements are mainly extracted from the Service Interaction
Patterns [3] and from the service choreography requirements identiÞed by Decker
et al. in [9]. Looking at the reÞned notions of choreography presented in [21] that
are B2Bi Choreographies, Conceptual Choreographiesand Service Choreographies
it could be argued that we are more focused in the two latter although we Þnd
many common requirements within the three of them. A detailed study about
B2Bi requirements can be found in [20].

When analyzing comprehensibility requirementsof the language, the major
interest is given to the graphical notation principles described by Moody in
[16]. We also analyzed other aspects such as the model and the meta-model
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Fig. 1. The requirements axes extending the language quality framework

quality guided by researches as [22,10,4]. The necessity of taking into account
comprehensibility aspects for a choreography language is already cited in [13].
Technical requirements were mostly induced by the analysis of previous choreo-
graphy proposals. For further details about this evaluation, the reader can refer
to [7].

3 Discussion about Future Works and Open Questions

3.1 Domain Requirements Analysis

Major Challenges. As we already mentioned, the domain requirements where
mainly induced and based on the Service Interaction Patterns [3]. Lacks that will
prevent BPMN 2.0 to support all the patterns were detected. Unlike Participant
Multiplicity is supported in BPMN 2.0, Message Multiplicity (Service Communi-
cation sub-requirement) is to capture the deÞnition of the number of messages
sent from one (or more) participant(s) to other(s) is not supported. This lack
will avoid fulÞlling the so-called multi-transmission interaction patterns.

Another important detected problem is the weak support for Reference Pass-
ing (Service Communication sub-requirement) where participant A permits
participant C to communicate with participant B by passing the reference of
B to C. If the latter requirement is not supported, it will avoid fulÞlling the
so-called routing patterns. The major challenge here is to give support to all the
interaction patterns. However one major issue for using BPMN 2.0 choreography
is that its semantics are not deÞned. The standard provides just an indicative
idea of the semantics through local enforceability of di!erent BPMNÕs choreogra-
phy constructs and modeling situations. A preliminary work on clarifying the
semantics should be done.
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Future Works to Improve...

... The Language. Detecting major lacks within BPMN 2.0 for choreographies
has been a Þrst step in our work that might be completed by proposing an
extension of the language. In [7], we propose to recover the concept of channel
introduced in WS-CDL to support reference passing. These channels could
be explicitly captured with textual annotations in the diagram, following
the principle of Dual Coding [16]. An extension of the concept of message
to capture the Message Multiplicity is also proposed. These feature could
be easily captured with a graphical construct in the diagram following the
principle of Semiotic Clarity [16] that suggests one-to-one correspondence
between symbols and semantic concepts. This will help avoiding ambiguities
when deÞning it in a technical speciÞcation. However, these proposals have
to be matured and formalized.

... The Evaluation. A precise analysis of the support of the 13 patterns
has to be considered as an important future work. The implementability of
the patterns could be done analyzing separately the two possible ways of
representing choreographies in BPMN 2.0 (i.e by means of collaboration dia-
grams and by the new choreography diagrams) but we could also think about
evaluating BPMN 2.0 as a whole considering that the two diagrams represent
di!erent views of choreography. Analyzing the service interaction patterns
will give us a more precise notion of the limitations of BPMN 2.0 concerning
choreographies. It will permit to perform an accurate comparison between
the di!erent choreography languages regarding the domain dimension.

3.2 Comprehensibility Requirements Analysis

Major Challenges. Regarding at comprehensibility requirements, the aim is
to give more objectivity to our evaluation. Looking at the principles of graphical
notation, a detailed analysis in the di!erent principles is done, but due to the great
amount of graphical constructs, it is di"cult to make a precise and representative
evaluation. Works like [11] where authors evaluate the cognitive e!ectiveness of
BPMN 2.0Õs process models are a good reference to be applied to choreographies.
If we manage to deÞne valuable metrics, it will be much easier and useful to
compare the BPMN 2.0 features with other languages. The challenge is to properly
evaluate comprehensibility.

We also detected a greater lack in the meta-model quality. A meta-model
should be a useful tool for communication besides a technical description of a
language. The way that meta-models are presented in BPMN 2.0 hinders the
understanding of choreographies because they are presented in a very technical
level. So another important challenge is to achieve a comprehensible language.

We have also noted some underspeciÞcation and a lack of examples concerning
choreographies in the standard. For example theChoreographyLoopType2. That
leads to misunderstandings and make more di"cult an e!ective use of the
language.
2 http://www.omg.org/issues/bpmn2-rtf.open.html#Issue16554

http://www.omg.org/issues/bpmn2-rtf.open.html#Issue16554


Choreographies in BPMN 2.0 53

Future Works to Improve...

... The Language. In [6], the use of di!erent levels of abstraction and the
fact of clearly separate the structural and behavioral views in choreographies
is recommended. This approach could also help to adapt graphical notation
to di!erent contexts similarly to SilverÕs proposal in [22] for business process
models.

... The Evaluation. We consider essential to Þnd concrete metrics and to
conduct speciÞc experimental studies for the di!erent notation principles.
In some cases as for exampleSemantic Transparency (visual representation
appearance should suggests its meaning) it is di"cult to Þnd appropriate
metrics that help evaluating this requirement. The analysis of these require-
ments might be supported by empirical studies as we did when comparing
BPMN 2.0 with our own simpliÞed choreography language in [5]. Although
such evaluations provide valuable insights, they are time-consuming and only
allow one to evaluate one or two speciÞc aspects of a language (e.g. under-
standability or readability). It will be also interesting to work on indicators
to better evaluate the meta-model readability and simplicity.

... The Understanding of BPMN 2.0. The standard should be illustrated
to permit practitioners to easily know all the capabilities of the language.
A set of examples, using the graphical constructors might be proposed. For
example, the use of intermediate events attached to choreography activities
are not clearly comprehensible as there are no examples in the standard. This
might improve the languageÕs pragmatic quality [15]. The introduction of
abstraction layers similar to the ones proposed by Silver for business process
models in [22] and di!erent views will also help to understand the language
in a more natural and progressive way.

3.3 Technical Requirements Analysis

Major Challenges. In the technical evaluation, the weakest point is concern-
ing the underspeciÞcation of some requirements that leads to ambiguities in
the evaluation. For example, terms such asFormalism or Flexibility lead to
misunderstanding because there are not correctly deÞned.

It is also important to put forward the fact of having a completely new diagram
integrated in the standard. This provoke that implementers had di"culties to
support choreography conformance. Currently, there is an obvious preference
besides process models and their execution rather than using the choreography
approach. So we should still wait for implementers response to perform a detailed
tool support analysis. The challenge is to Þnd adequate requirements to guide
proper tool support for choreographies.

Future Works to Improve...

... The Evaluation. An important limitation of our evaluation is the lack of
technical requirements. To mitigate this lack, we turned to B2B integration
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requirements [20] and Rosetta Net project to complete this axis. Although
we do not target B2Bi Choreographies[21] but Service Choreographiesand
Conceptual Choreographies[21], many technical requirements are applicable to
the di!erent notions of choreographies. For example, we will have to introduce
the Message Formatingrequirement [9] as RosettaNet show that it is possible
and fundamental to be considered. The detailed formatting of messages should
be captured in the technical speciÞcation. However, di!erent basic types of
messages could be deÞned extending the notion of message. For example, it
could be interesting to graphically di!erentiate a business document such as
an invoice, from a conÞrmation message (e.g acknowledgment) or from an
error message.
We will also have to analyze carefully if all the the technical requirements are
so well supported by BPMN 2.0 as currently considered. For example, in [13]
authors argue that the choreography diagrams are tightly dependent on the
technical conÞguration while we considered that the fact that choreographies
do not need a technical conÞgurations to be deÞned make them ÒßexibleÓ
and reusable.

4 Research Methodology

First, we identiÞed the need of representing the choreography notion in a three-
level multi-view approach to e!ectively bridge the Business-IT gap in [6,5]. These
studies gave us an idea of the importance of abstraction levels and multi-views
when managing choreographies. We gathered general requirements that should be
supported by choreography languages basing our research on two main sources:

Ð ScientiÞc studies dealing with choreography requirements such as [2,3,4,9].
Ð Choreography language proposals such as WS-CDL [23], LetÕs Dance [24],

BPEL4Chor [9] or MAP [1].

One of the most detailed prior evaluations of choreography deÞnition lan-
guages is based on theService Interaction Patterns [3], but these patterns only
cover one perspective of the requirements for choreography deÞnition languages.
Accordingly, we complemented this patterns-based evaluation framework with
other perspectives. Therefore, we categorized the choreography requirements with
the three axes illustrated in Section 2 to evaluateDomain, Comprehensibility and
Technical appropriateness for choreography languages. Special attention is given
to graphical notation ( Comprehensibility sub-requirement), since the graphical
notation may be a key ingredient to bridge the gap between business world and
technical speciÞcation.

Our goal now is to merge both works in a multi-leveled evaluation framework.
It is obvious that we Þnd di!erent requirements depending on the level of
abstraction that we are working on. For example, a graphical notation is essential
in a higher level of abstraction (near the business world), while it might be less
critical when a technical speciÞcation has to be implemented. On the other hand,
message correlation is essential in a technical level while near the business level,
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it may not be essential to be captured. We want to analyze for each level of
abstraction, what are the main requirements that have to be managed. Hence,
choreography requirements categorized in a three-leveled evaluation framework
will be the foundation of a new service choreography language (sketched in [5])
or an extension proposal for choreographies in BPMN 2.0. It will also leads to a
precise and useful guide for choreography languageÕs evaluation.

5 Conclusion

We have summarized the evaluation carried out in [7] where we evaluated
BPMN 2.0Õs constructs for choreographies using an extended quality framework.
The major challenges are discussed and the main axis for future improvements
are presented.

We conclude that in the domain dimension, important lacks such asRefer-
ence Passingand Message Multiplicity will prevent a fully support of all the
requirements. A better evaluation of comprehensibility should be undertaken
based on metrics or speciÞc studies. The technical axis will be completed taking
into account new requirements related to B2Bi requirements and industry ini-
tiatives as Rosetta Net. However, our major e!orts will be centered in Service
Choreographies[21] and not B2B integration.

Having analyzing the necessity of deÞning the choreography notion in three
di!erent abstraction levels in previous works, we will propose a three-leveled
evaluation framework keeping theDomain, Comprehensibility and Technical axes.
A new choreography language or extensions of BPMN 2.0 for choreographies will
be presented based on these requirements and the detected lacks.
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Abstract. Various approaches for service-oriented business-to-business
integration (B2Bi) rely on a top-down development methodology. The
starting point is a choreography model which is subsequently partitioned
into multiple orchestrations. Most current approaches use the Web Ser-
vices Business Process Execution Language (BPEL) for implementing
the latter. At the same time, a plethora of other languages, such as
Business Process Model and Notation (BPMN) 2.0 process diagrams, is
available. As integration partners are free to select the orchestration lan-
guage of their choice, it should be easy to integrate di!erent orchestration
languages with current choreography technology. Language transforma-
tion, starting from a suitable format, is a means to achieve this. In this
paper, we assess BPEL 2.0 and BPMN 2.0 process diagrams for their
suitability for this transformation in a services-based B2Bi setting using
a requirements framework identiÞed through a literature study.

Keywords: Orchestration, BPEL 2.0, BPMN 2.0, B2Bi

1 Introduction

In recent years, the inßuence of service-orientation on the implementation of
interorganizational processes has grown rapidly. Many approaches1 for imple-
menting such processes employ a combination of choreography and orchestration
models [6,19] to capture di!erent viewpoints on an enterprise-crossing business
process. Top-down approaches reÞne the Þrst into a set of the latter which there-
after is implemented at each partnerÕs side. A variety of languages has emerged,
and is continuing to do so, on both levels of abstraction. Integration among the
two types of languages and an easy translation from a choreography to a set of
orchestrations is a core issue [4].

Although BPEL [16] is widely used in these approaches for implementing
orchestrations, it is facing rising competion by other languages, such as BPMN 2.0
process diagrams [17] or the Windows Workßow Foundation (WF) [3]. Conse-
quently, an integration partner may choose to implement her orchestration not in
BPEL, but in any other orchestration language, using the derived orchestration,
which with current approaches mostly is a BPEL process, only as blueprint. In

1 Some examples, without claiming to be complete, are: [4,8,9,18,23,30]



58 J¬org Lenhard and Guido Wirtz

this case, there is still a considerable gap between a BPEL process derived from a
choreography and the Þnal running orchestration. For instance, target languages
may rely on a di!erent (i.e. graph-based or block-structured [12]) execution
model with a di!ering level of expressiveness. Bridging this gap manually, which
is the current option, it is easy to introduce problems that hinder later execution.
Behavioural incompatibilities that were eliminated earlier using model checking
techniques may be reintroduced and adjustments and specializations to the origi-
nal interfaces and message deÞnitions that arise from the limitations of the Þnal
execution platforms may become necessary. Here, an automatic transformation
from an orchestration derived from a choreography model to orchestrations imple-
mented in other languages can help. The idea is to not to compile choreography
models to an executable artefact tailored to a speciÞc execution platform in a
single step, but to provide an artifact that can be automatically transformed
to a variety of di!erent types of languages and platforms, and also be executed
directly. By automating this transformation step, it would be possible to:

1. Use model checking and related techniques [27] to ensure that no behavioural
incompatibilites are introduced during the transformation.

2. Leverage the information of what execution platforms are ultimately used and
will be communicating with one another to avoid pitfalls and communication
problems known for these platforms2 and perform optimizations such as the
conÞguration of the most e"cient communication binding known to exist
among the platforms.

Providing this functionality is challenging and requires an extensive amount of
platform speciÞc knowledge. Its starting point however, is a suitable format to
which choreography models are compiled and from which such a transformation
is possible in the Þrst place. The aim of this paper is to deliminate criteria
(requirements) that are essential for such a format and which can be used to
evaluate the suitability of a language, as well as to use these criteria to assess two
languages that are natural candidates for this kind of task. BPEL could be seen
as such a format and most researchers use it, because of its status as de-facto
standard; another, more recent, option is BPMN 2.0 process diagrams [14].

The requirements are identiÞed through a literature study. As the aformen-
tioned format is to be used for model transformation and optimization in service-
oriented top-down B2Bi, the requirements are derived from relevant sources in
the B2Bi domain, service composition languages and transformation of process
models that reside on the same level of abstraction3.

Furthermore, we assess the support of BPEL 2.0 and BPMN 2.0 process
diagrams for the identiÞed requirements and discuss the evaluation. The outcome
is that BPMN 2.0 process diagrams may be slightly more suitable for this type
of application.

2 For example known problems among Java-based and .NET-based Web Services [25].
3 This is called horizontal transformation [15].
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2 Related Work

Approaches for service composition using choreography and orchestration technol-
ogy have attracted considerable interest in recent years. Most of these approaches
(e.g. [4,8,9,18,23,30]) rely on BPEL as the target language to which choreography
models are compiled. Although being widely supported, BPEL is more and more
rivaled by other languages [14], both based on standardization initiatives, such
as BPMN 2.0 [17] or proprietary environments, such as Windows Workßow [3].
Just as for BPEL, engines for executing orchestrations built in these languages
are available.

There are many studies that explicitly specify and assess requirements for
service composition languages, B2Bi or model transformation with varying design
goals. In the area of service composition, focus lies on choreography languages
[4,23]. Here, we centre upon orchestration languages instead, taking into account
these studies, where requirements for choreographies and orchestrations inter-
sect. The requirements deÞned in [4] concentrate on language expressiveness.
[22, 23] on the other hand, take B2Bi-related requirements into account. Gen-
eral requirements for process languages and requirements related to horizontal
transformation of these languages can be found in [7,15,29]. In this paper, we
extract and unify the requirements from the preceding studies that are relevant
to horizontal transformation of orchestration languages in B2Bi.

An assessment of BPEL 2.0 and BPMN 1.1 for parts of these requirements can
be found in [4]. In [11], the requirements from [4] are used to assess BPMN 2.0col-
laboration and choreography diagrams. Here instead, we concentrate on BPMN 2.0
process diagramswith the addition of participants , use an extended set of
requirements and a di!erent design goal; that is the assessment of orchestration
instead of choreography capabilities.

3 Requirements for Orchestration Languages in B2Bi

Myriads of requirements could be taken into account when considering either
B2Bi, service composition or language transformation and a vast amount of
literature on these topics is available with varying design goals. We do not intent
to start from scratch and therefore extract common requirements from several
inßuential studies of recent years that did explicitly post such requirements and
match well our domain and design focus. Naturally, this selection of sources is
biased to some extent by our knowledge and we cannot prove the completeness
or universal validity of the requirements listed here. As each of the sources bases
on a thorough review of relevant literature itself, we are conÞdent to have caught
the most crucial aspects.

The requirements are sorted in four groups: (i) General requirements, (ii)
B2Bi-related requirements (iii) interaction-related requirements and (iv) derived
requirements. The Þnal group does not originate from the requirement sources,
but is derived in the context of this study.
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I. General requirements:

R1 Support for common control-ßow structures: An orchestration language must
include a suitable amount of control-ßow structures to allow for a direct
implementation of domain relevant scenarios. This requirement is explicitly
stated in [7,15,22,23]. Assessing languages for their support for control-ßow
patterns which describe such common structures can be used as benchmark
for this requirement [28].

R2 Mechanism for hierarchical decomposition: A key feature for dealing with
the complexity of realistic orchestrations is a mechanism for hierarchical
decomposition, such as subprocesses [10]. The necessity of this feature is
stated in [7,15,22,23].

R3 Data handling mechanisms: Just as for control-ßow structures, appropriate
mechanisms for deÞning, transfering and manipulating data structures must
be in place [4,7,15,22,23]. This requirement can be evaluated by assessing
pattern support as well [20].

R4 Exception handling mechanisms: Being executable, orchestrations must not
only deal with best-case scenarios, but take into account erroneous circum-
stances that may arise during execution. This requirement is backed up by
[4,7,22,23]. It can also be assessed using pattern-based analysis [21].

R5 Extensibility : An orchestration language should be extensible to allow for
an easy adaptation and the introduction of new or modiÞed constructs to
support use cases with speciÞc needs [7,22,23].

II. B2Bi-related requirements:

R6 Transactions: An important primitive in enterprise computing is transactional
integrity of interactions. For instance, the reliable transmission of business
documents is crucial and a common means to this end are transactions. An
orchestration language should provide mechanisms to denote transactional
contexts during process execution [7,22,23].

R7 Quality of service (QoS): Several nonfunctional properties, esp. QoS param-
eters, are vital in B2Bi. These are authentication, message encryption and
signatures, non-repudation of message exchanges and time constraints. An
orchestration language should provide explicit mechanisms to express these
properties [4,22,23].

R8 Standards: In the B2Bi setting, it is not possible to enforce technologies on
di!erent independent partners. A higher degree of interoperability is likely
by relying on essential standards [22,23].

III. Interaction-related requirements:

R9 Message correlation: During execution, multiple orchestration instances run
in parallel. To support a correct routing of messages by an engine, an orches-
tration language must provide mechanisms for message correlation [4,22,23].
As before, this aspect can be evaluated using patterns [1].

R10 Service selection and reference passing: In realistic interaction scenarios, not
all communicating parties may be known at design time. Instead, partner
references may be transfered in messages and may be bound at run-time [4].
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R11 Multi-lateral interaction : Choreographies may consist of more than two part-
ners. Consequently, orchestrations must be able to represent and communicate
with multiple di!erent parties [4].
IV. Derived requirements:

R12 Contract-Þrst development and integration with choreography approaches:
It is a general engineering best practice to deÞne interfaces or contracts
before implementing them. This is inevitable in a top-down development
approach. Orchestration languages therefore must support contract-Þrst
development4. [4,23] specify that choreography languages must easily integrate
with orchestration languages. Also the reverse is important: The applicability
of an orchestration language in top-down approaches should be demonstrated.

R13 Web Services and XML: Choreographies should be technology-independent
[4,23]. This does not apply to orchestrations, which need to be executable.
Consequently, they should work with contemporary communication and
integration technologies, most notably Web Services and SOAP. To allow
for easy processing and transformation of orchestration models, languages
should provide a XML serialization format [7,15,22,23].

4 Assessment of BPEL 2.0 and BPMN 2.0

In the following, BPEL 2.0 and BPMN 2.0 process diagrams are assessed for
their support for the requirements. We state whether a requirement is supported
directly (+), partially (+/-) or not in a direct fashion (-). This measure is relatively
simplistic and subjective to a certain extent. Although enhanced alternatives do
exist [13], it is extensively used [4,5,11,20,21,28,31]. For that reason and the
limited scope of this paper, we constrain the analysis to the previous measure.

Assessment of BPEL 2.0: A detailed analysis of the control-ßow capacity of
BPEL can be found in [13]. BPEL 2.0 supports a range of control-ßow structures
and block-structured as well as graph-oriented control-ßow deÞnition. Given
typical B2Bi use cases, such as RosettaNet Implementation Guidelines5, generally
only require simple control-ßow constructs [24], we consider this as evidence
for the support of R1. BPEL 2.0 provides no explicit construct for hierarchical
decomposition; that is, no direct notion of a subprocess. It is possible to work
around this requirement using nested scopes or Web Service invocation of another
BPEL 2.0 process, which qualiÞes as partial support forR2. Compensation and
try-catch constructs are present for exception handling and XML Schema and
XPath 1.0 for data deÞnition and manipulation. Although closer evaluations
are only present for BPEL 1.1, we consider this as support forR3 and R4.
BPEL 2.0 allows to extend the language with new engine-speciÞc activities using
<extensionActivity> and <extensionAssignOperation> , thereby fullÞlling
R5. As for the B2Bi requirements, BPEL 2.0 has no built-in mechanisms for

4 This may seem obvious. Nevertheless, there are languages, such as Windows Workßow
in its current revision 4 [3], that do not support contract-Þrst development.

5 http://www.rosettanet.org/Support/ImplementingRosettaNetStandards/
RosettaNetImplementationGuides/tabid/2985/Default.aspx

http://www.rosettanet.org/Support/ImplementingRosettaNetStandards/RosettaNetImplementationGuides/tabid/2985/Default.aspx
http://www.rosettanet.org/Support/ImplementingRosettaNetStandards/RosettaNetImplementationGuides/tabid/2985/Default.aspx
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scoping transactions, which must be implemented using additional standards such
as WS-Coordination and WS-AtomicTransaction. Policies using these standards
can be attached to operations at the WSDL-level. This policy-based approach
enhances the ßexibility and composability of the Web Services stack. However, in
the case of B2Bi, it would be reasonable to insert the notion of transactions into
the process itself6. As BPEL 2.0 directly provides only quasi-atomic transactions
through compensation [2], we consider it to missR6. The same applies to QoS
requirements which cannot be represented directly, but with the help of additional
standards, such as WS-ReliableMessaging and WS-Security. Moreover, BPELÕs
support for time constraints is fairly limited [13]. This results in partial support
for R7. As BPEL is an OASIS standard, it fullÞlls R8. BPEL 2.0 uses key-based
correlation with correlationSets that can be initialized and used by messaging
activities, thus fullÞlling R9. References can be passed and set via WS-Addressing
endpointReferences which are Þrst-class citizens of the speciÞcation. As this is
only an implict way of service selection, it is considered as partial support forR10
[4]. Multi-lateral interaction is possible using multiple partnerLinks , fullÞlling
R11. The applicability of BPEL in top-down approaches has been proven in
multiple settings [8,9,18,23,30], fullÞllingR12. Finally, the language is built on
Web Services and provides a XML serialization formatR13.

Assessment of BPMN 2.0: A discussion on control-ßow pattern support
is part of the BPMN 2.0 speciÞcation [17], granting support for R1. This is
not the case for data or exception handling patterns, but here results from an
older revision are applicable [21, 31], fullÞllingR3 and R4. R2 is directly sup-
ported using subProcesses and callActivities which are considerably more
powerful than BPEL scopes, as they allow for a reuse of process deÞnitions
without having to resort to external Web Service invocation. BPMN 2.0 comes
with an extension mechanism, based onextension and extensionDefinition ,
that allows to deÞne additional elements at the level of existing elements. For
instance, by extending aTask with additional attributes, it is possible to provide
new functionality. This mechanism fullÞlls R5. A special type of subProcess,
transaction , can be used to demark a transactional context in a process, fullÞll-
ing R6. Concerning QoS, BPMN processes are limited to simple time constraints
in the same fashion as BPEL. Although it would be possible to annotate such
conÞgurations usingproperties , this only qualiÞes for partial support with
respect to R7. BPMN is an OMG standard, satisfying R8. BPMN 2.0 supports
key-based and, in contrast to BPEL 2.0, context-based correlation. This is suf-
Þcient for R9. Participants can be used to represent interaction partners of
a process, thereby fullÞllingR11. Service selection is no Þrst-class member of
the BPMN 2.0 speciÞcation. However, BPMN 2.0 allows to deÞneendPoints ,
which may be comprised of WS-AddressingendpointReferences . It is possible
to reference theseendPoints in a participant and reassign them during pro-
cess execution. This resembles the solution of BPEL. Therefore, we conclude
that R10 is partially supported. The use of BPMN executable processes as or-

6 For instance, this is also the strategy followed by [26]. There, policies are introduced at
the level of scopes or partnerLinks , resulting in coordinated scopes / partnerLinks .
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chestrations is just in its start. Nevertheless, in the BPMN environment, they
are integrated into diagrams for modeling choreographies, so their applicability
in a top-down development approach seems given (R12). Finally, BPMN 2.0
comes with a XML serialization format and in the context of messaging ac-
tivities and tasks, Web Services are considered the default technology (R13).

Table 1. Assessment of Languages

Requirement BPEL 2.0 BPMN 2.0

R1 Control-ßow structures + +
R2 hierarchical decomposition +/- +
R3 Data handling + +
R4 Exception handling + +
R5 Extensibility + +
R6 Transactions - +
R7 QoS +/- +/-
R8 Standards + +
R9 Correlation + +
R10 Reference passing +/- +/-
R11 Multi-lateral interaction + +
R12 Choreography integration + +
R13 XML, Web Services + +

5 Conclusion and
Future Work

The results are summarized in Ta-
ble 1. Both languages provide a
strong degree of support for the
requirements at hand, which is not
surprising and the reason why they
were selected in the Þrst place.
Here, nuances in the support are of
interest. As there is a more power-
ful mechanism for hierarchical de-
composition and a concept for demarking transactions in BPMN 2.0 processes,
they are more suited as the output of B2B-choreographies. To levitate existing
deÞciencies, it would be helpful to extend process elements with explicit notions
for QoS. Also, the deÞnition of mappings to further languages, such as Windows
Workßow, is promising.
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Abstract. In the context of service-oriented computing, time has been extensively
studied in literature. We present a survey on possible problem statements for timed
services, and give an overview of state-of-the-art approaches. Thereby we identify
which problems are already thoroughly researched and which problems warrant
further research.
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1 Introduction

Service-oriented computing(SOC) [22] aims at building a complex system by composing
less complex, loosely coupled building blocks calledservices. A service is an autonomous
system providing its functionality via a well-deÞned interface. This interface is used
to communicate with other services. Consequently, thecompositionof services into
a new service is a key feature of SOC. Functional and non-functionalcorrectnessof
a service composition is critical [27]. We deÞne functional correctness in terms of
the compositionÕsbehavior, for example deadlock freedom or weak termination. Non-
functional properties refer toQuality of Service(QoS) dimensions like duration, response
time, capacity, or reliability [7].

Timeis an abstract concept which is crucial for many real-world systems like workßow
systems [4], web services [3], or any kind of protocol [24]. The introduction of time to
SOC affects both the behavior and the QoS of a composition [15,28]. On the one hand,
timed constraints can limit the behavior of a composition. As an example, consider an
airline booking service where a travel agency service may reserve a ticket for at most
one hour. A travel agency service that always attempts to buy a ticket one day after
reservation will always encounter a timeout. Hence, the behavior of the composition
of these two services is limited to unsuccessful buying attempts. On the other hand, a
composition may have to additionally satisfy timed requirements. For example, a travel
agency service may prefer an airline booking service that takes less time to perform
a reservation than other functionally equivalent airline booking services. In this paper,
we investigate timed behavior and QoS of timed services, resp. of a timed service
composition.

Given the importance and inßuence of time for services, there exist many different
problem statements and approaches in the available literature. This makes it difÞcult
to gather a common view on timed services. This survey elaborates on the problem
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statements found in literature and gives an overview of state-of-the-art approaches. More
precisely, the main contributions of this paper are as follows. The Þrst step consists of
deÞning aproblem spaceÑ that is, a set of possible problem statements related to timed
services. We present a problem space building upon Þve orthogonal problem dimensions
in Sect. 2. In the second step, wesurveya selection of existing approaches according to
their corresponding problem statement in Sect. 3. Finally, weevaluatethe state-of-the-art
for every problem statement: ÒIs it valid and relevant?Ó ÒIs it an open problem?Ó ÒIf it is
solved, what is the quality of the applied approaches?Ó. Section 4 concludes the paper
with a discussion of future work and a conclusion.

2 Problem space

Most approaches for timed services deal with a speciÞc problem statement. Instead of
classifying the approaches directly, we start by classifying the problem statements into
a problem space. This way, we gain a systematic overview on timed services: While a
classiÞcation of the approaches may deliver interesting results on its own, a classiÞcation
of the problem statements helps identifying problem classes that require further research.

Our problem space is a systematic collection of time-related challenges that arise
in SOC. Every point in the problem space represents a unique combination of certain
problemcharacteristics. It is spanned by Þve orthogonaldimensions: criterion, lifecycle
phase, time abstraction, timed constraint, and system (see Fig. 1 for an overview). The
selected dimensions and their characteristics are tailored towards the properties of the
problem statements that arise when timed services are considered.

Problem Space

Time AbstractionCriterion Lifecycle Phase

densediscretenon-
functional

functional design-time run-time

System

service in
isolation

closed
composition

Timed Constraint

absoluterelative both

Fig. 1.Problem dimensions and their characteristics

In the following, we explain each dimension and its possible characteristics in more
detail. For each, we give a description illustrated with some brief examples, explain its
origin, and justify its relevance for timed services.

Criterion When dealing with timed services, two types of correctness criteria are
relevant for a service-oriented system: functional and non-functional correctness.
Functional correctnesscorresponds to the question whether the system works cor-
rectly Ñ that is, the systemÕs behavior. It covers for example deadlock freedom,
weak termination, or the satisfaction of a set of timed requirements. Functional
correctness is a precondition fornon-functional correctness, which corresponds to
qualitative questions Ñ that is, how well does the system work. Examples for non-
functional correctness are Quality of Service criteria Ñ that is, duration, response
time, capacity (messages per time unit), reliability, or price.
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Lifecycle phase A lifecycle is a structure consisting of distinguishable phases that
is imposed on the development of a system. In this paper, we consider design-
time and run-time as characteristics.Design-timeis the phase where the services
and compositions are deÞned and implemented. Here we consider preconceived
compositions, models and static service deÞnitions.Run-timeis the phase during
which the system is executed. At run-time, we may have different information at
our disposal, leading to new problems like monitoring, run-time adaption, instance
migration, or re-conÞguration.

The aforementioned problem dimensions Ñ criterion and lifecycle phase Ñ are
ubiquitous and inevitable, and concern any kind of information system [25,10].

Time abstraction There are two ways of introducing time into a system, distinguishable
by a different resolution.Discrete timeuses a domain with countably many time
values, whiledense timeuses a domain with uncountably many time values. A
problem which is decidable in discrete time may become undecidable when regarded
with dense time.

Timed constraint We have two combinable ways of expressing timed constraints.
Firstly, timed constraints can berelative to some event like the occurrence of an
action or the entry of a state. Secondly, timed constraints can beabsoluteÑ that
is, referring to a commonly known point in time. We can simulate absolute timed
constraints with timed constraints relative to the system start. However, this requires
verifying the system for every possible system start [13].

The problem dimensions time abstraction and timed constraint are inherent to any
kind of information system dealing with a notion of time. However, the last dimension Ñ
system Ñ is a direct result of our service-oriented setting.

System In SOC we distinguish betweenopenandclosedsystems Ñ that is, between
a service in isolation and a closed composition. Both systems elicit fundamentally
different questions. For a service in isolation, questions like well-formedness or
controllability arise. By contrast, questioning for example deadlock freedom is
meaningful for a closed composition only.

The combination of all problem characteristics yields 48 different classes. In the next
section, we present the survey and classify all examined approaches for timed services
according the deÞned problem space.

3 Survey

We conduct the survey following a three-step approach by Levy and Ellis [20]: Firstly,
we query Google Scholar1, Mendeley2, DBLP3, and IEEE Xplore4 by keywords, and
conduct both backward and forward search on the found literature. Secondly, we analyze
the approaches related to timed services. Finally, we classify them according to their
problem statements; see Table 1 for the result.

1 http://scholar.google.de/ 2 http://www.mendeley.com/
3 http://dblp.uni-trier.de/ 4 http://ieeexplore.ieee.org

http://scholar.google.de/
http://www.mendeley.com/
http://dblp.uni-trier.de/
http://ieeexplore.ieee.org
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We now give a brief overview of the surveyed approaches, which we group into ap-
proaches focusing on functional correctness and approaches dealing with non-functional
correctness. Later, we summarize our Þndings.

3.1 Functional correctness

Most of the surveyed approaches focus on a service or a composition speciÞed in BPEL.
The general approach consists of providing BPEL with a formal semantics for veriÞcation
purposes.

Mateescu et al. [21] propose a translation of BPEL to discrete-time labelled transi-
tion systems which handle activity durations and timeouts. Timed safety and liveness
properties are analyzed using model checking tools.

Kazhamiakin et al. [19] use web service timed transition systems (WSTTS) for the
analysis and veriÞcation of timing aspects of BPEL4WS compositions. WSTTS are a
variant of timed automata tailored towards web services. All time-related constructs of
BPEL4WS incl. absolute timeouts are supported. Timed requirements can be expressed
using a discrete subset of duration calculus. Additionally, the authors present an algorithm
to compute extremal bounds of the execution duration of a composition.

Guermouche et al. [14] propose the FIACRE veriÞcation language as their underlying
formalism. It supports a rich set of timed constraints (activity durations, message delays
and timeouts) which is further separated into local and global constraints. Due to this
distinction, the authors can formulate a well-formedness criterion for isolated services
and a compatibility criterion for service compositions. Furthermore, their approach
supports rich timed requirements using a timed leads to operator.

Similarly, Fares et al. [13] capture both the behavioral and the timing aspects of
all BPEL 2.0 constructs by mapping them to FIACRE. Timed requirements can be
formulated as LTL formulas and are veriÞed against a service composition using the
ToolBox Tina.

Kallel et al. [18] employ XTUS-automata for the speciÞcation and veriÞcation of
relative and absolute timed constraints. The authors propose to use existing model
checking tools to verify functional correctness criteria such as deadlock freedom. In
addition, they present a translation of the formal speciÞcations to AO4BPEL aspects
which enforce the temporal constraints at run-time.

The approach proposed by Song et al. [26] aims to verify timed requirements for a
BPEL composition with the goal of identifying suitable partner services at run-time. It is
based on a mapping to time Petri-nets and an efÞcient algorithm to compute the extremal
bounds of the time interval between two transitions. The approach only supports the
speciÞcation of simple timed requirements on the time interval between transitions.

Haddad et al. [15,16] treat functional correctness of isolated services. They introduce
an algorithm that either generates a correct interaction controller for a given BPEL
speciÞcation or detects whether the speciÞcation is ambiguous. The absence of ambiguity
can be regarded as a correctness criterion for isolated services.

Benatallah et al. [2] describe an extension for business protocols with timeouts on the
states of a protocol. Based on these timed business protocols, they formulate the notions
of time-dependent compatibility and replaceability.
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Ponge et al. [23,24] extend this approach by introducing richer timed constraints
and Þne-grained classes of time dependent compatibility and replaceability properties.
These classes are characterized by a set of operators that manipulate and analyze timed
protocols. A mapping from timed protocols to a special class of timed automata allows
the authors to derive decidability results for these operators. These results come at the
cost of requiring deterministic service behavior.

The approach presented by Berardi et al. [3] employs timed Þnite state automata
to represent two types of relative timed constraints (timeouts and durations). Again,
deterministic behavior is a requirement for the services.

ÿCau!evi«c et al. [9] extend the resource-aware, timed hierarchical language REMES for
behavioral service modeling. They focus on service capacity and time-to-serve as timed
requirements. The correctness of a service composition can be veriÞed by employing
DijkstraÕs and ScholtenÕs strongest postcondition semantics. The approach is limited to
synchronous communication between the services.

Zahoor et al. [29] introduce a declarative approach for modeling web services based
on event calculus. Given the composition design with a timed properties representation,
an event calculus reasoner can be used to compute a solution satisfying associated
timed properties. The approach supports synchronous and asynchronous communication
models.

de Alfaro et al. [12] present an approach to check the compatibility of timed interfaces.
A timed interface is a speciÞcation of the input assumptions and output guarantees (incl.
timing) of a component. The authors develop a well-formedness and a compatibility
criterion for such timed interfaces and present algorithms to decide these properties.

Based on this work, Henzinger et al. [17] present an interface algebra for real-time
components. Here, an interface speciÞes guaranteed task latencies depending on assump-
tions about task arrival rates and allocated resource capacities. Interface compatibility
can be checked on partial designs. An interface is comparable to a stateless service.

3.2 Non-functional correctness

In the area of non-functional correctness, there are several approaches that deal with
the computation and optimization of the QoS of a service composition at runtime.
Cardoso et al. [7] propose a predictive QoS model that allows the computation of the
QoS of a workßow from the QoS values of the tasks. Task QoS values are updated at
runtime by monitoring the execution of the workßow, and the approach uses probability
estimates for workßow transitions during the computation of the overall QoS. Many of
the other approaches in the area cite this model or propose a similar one. Zhao et al.
[31] also present a QoS model that allows the computation of overall QoS of a service
choreography speciÞed in the Chor language.

Based on the assumption that several functionally equivalent services exist for each
activity of the workßow, the QoS of a service composition can be optimized by computing
an optimal selection of participating services. Zeng et al., Canfora et al. and Aggarwal
et al. all propose similar approaches which only differ in the used QoS model and
optimization method [1,6,30]. Canfora et al. [5] present a method to handle expected
QoS violations by replacing services during the execution of a service composition.
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Cardoso et al. [8] propose an approach to include QoS values to select services that do
not violate the QoS requirements of a composition.

3.3 Findings

Table 1 presents the classiÞcation of the surveyed approaches according to their respective
problem statements. Some approaches show up multiple times because they attack more
than one problem class. Notice that any approach which supports dense time naturally
also supports discrete time. However, in such cases a discrete time approach may exist
which has a lower computational complexity. Hence, we do not list dense time approaches
in the row of discrete time approaches. Only three approaches deal with both absolute
and relative timed constraints [13,18,19]. Since every other approach is limited to relative
constraints, we omit the timed constraint dimension in Table 1.

functional non-functional
open closed open closed

discretedesign-time[21] [3], [23], [2], [29],
[19]

run-time [29]
dense design-time[16], [15], [12],

[14], [17]
[12], [24], [14], [18],
[9], [13]

[7], [31] [7], [31]

run-time [26] [30], [6], [1],
[5], [8]

[18], [30], [6], [1],
[5], [8], [11]

Table 1.ClassiÞcation of the surveyed approaches

There are two clusters of approaches. Each cluster represents a problem which has been
treated by several authors with different formalisms. The largest cluster of approaches
deals with ensuring functional correctness of a service composition at design-time. Most
of the approaches in this cluster use dense time. Naturally, the approaches vary in their
expressiveness, but this is outside the scope of this paper. It should also be noted that
some approaches consider deterministic services only [2,3,12,23,24].

The second signiÞcant cluster is in the area of ensuring non-functional correctness
at run-time. Most authors propose similar approaches to optimize the overall QoS of a
workßow by computing an optimal selection of services. The underlying assumption is
that for each activity of the workßow there exist several functionally equivalent services.
They solve the resulting optimization problem with methods like linear programming
[1,30] or genetic algorithms [5,6]. Other approaches in this cluster deal with monitoring
temporal QoS constraints [18] or semantic service composition [8].

There are several sparsely populated spots in the problem space. Only two approaches
deal with functional correctness at run-time [26,29], both with limited expressiveness.
This may be due to the fact that the computational complexity of all approaches that
attack functional correctness is so high that their application at run-time is not feasible
in realistic scenarios [26].

Another area where we found little to no existing research is the problem of verifying
non-functional correctness at design-time. It can be argued that reasoning about non-
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functional correctness criteria at design time is not very useful because QoS attributes
of service must be constantly updated and monitored at run-time and thus an optimal
selection of services for a composition can only be computed at run-time.

4 Discussion and Conclusion

In this paper, we survey approaches for timed services. We deÞne a problem space with
Þve dimensions and classify the surveyed approaches according to this problem space.
Thereby, we identify which problems are already thoroughly researched and which
problems warrant further research.

It could be debated that our problem space is inaccurate and that we should include
more dimensions. Indeed, it would be interesting to differentiate the surveyed approaches
further by their chosen formalism(s) or veriÞcation techniques. Nonetheless, such fea-
tures are not related to the problem space and should therefore be analyzed separately.
In any case, this could not be included in this paper due to space limitations.

Currently, we distinguish only between design-time and run-time. These phases of a
traditional software lifecycle may be insufÞcient to describe the lifecycle of a service-
oriented system. We are going to investigate whether the lookup and composition phase
should be separated from the run-time phase.

We identify two areas in the domain of timed services which warrant further research:
functional correctness at run-time and non-functional correctness at design-time. We in-
tend to focus on the former problem class in the future. Hence, our future work is divided
into three areas. Firstly, we will extend this survey by including more approaches and by
classifying the approaches by their features Ñ that is, their formalism and veriÞcation
technique. Secondly, we will research correctness criteria for isolated timed services.
We are particularly interested in the properties of well-formedness and controllability of
asynchronous and non-deterministic timed services. Thirdly, we plan to investigate meth-
ods for verifying functional correctness at run-time, speciÞcally during the composition
phase we mentioned above. Due to the dynamic nature of SOC systems, it is not sufÞ-
cient to ensure functional correctness at design time. However, the existing approaches
cannot be easily employed at run-time because of their computational complexity.
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Abstract. Process models specify behavioral aspects by describing or-
dering constraints between tasks which must be accomplished to achieve
envisioned goals. Tasks usually exchange information by means of data
objects, i.e., by writing information to and reading information from data
objects. A data object can be characterized by its states and allowed state
transitions. In this paper, we propose a notion which checks conformance
of a process model with respect to data objects that its tasks access. This
new notion can be used to tell whether in every execution of a process
model each time a task needs to access a data object in a particular state,
it is ensured that the data object is in the expected state or can reach
the expected state and, hence, the process model can achieve its goals.

1 Introduction

Process modeling usually comprises two aspects: The control ßow perspective and
the data ßow perspective [1]. Control ßow deÞnes possible execution sequences
of tasks, whereas data ßow provides means for exchanging information between
the tasks. Information gets passed between tasks of a process model by writing
to and reading from data objects. A data object can be formalized as a set of
data states and transitions between the data states, i.e., as a labeled transition
system, which is usually referred to as an object life cycle. An object life cycle
can be used to identify the current data state of the data object and the set of its
reachable data states from the current one [2]. Similarly, the execution semantics
of process models is often deÞned by employing the notion of a process state that
deÞnes a set of tasks which can be performed. A process state changes once a
task gets accomplished. A process state together with all data states (one for
each data object) collectively deÞne a state of a process instance. It is usually
accepted that control ßow drives execution of process models, i.e., a change in a
state of a process instance is triggered by a change of a process state, which in
turn may activate changes of data states.

In order to achieve safe execution of a process model, it must be ensured that
every time a task attempts to access a data object, the data object is in a certain
expected data state or is able to reach the expected data state from the current
one, i.e., object life cycles of data objects must conform to the process model;
otherwise, the execution of a process model may deadlock, i.e., terminate prior to
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reaching the goal state. In this paper, we propose a notion of weak conformance
which allows for a precise characterization of the above described intuition, where
ÒweakÓ reßects the fact that data states are required to be reachable via arbitrary
number of data state transitions and not necessarily via a single one.

In a process model which satisÞes weak conformance with respect to its data
objects, it is assumed that implicit data state transitions get realized by an
external entity or by detailed implementations of process model tasks. Relevance
for the new notion is based on the need to check for conformance of underspeciÞed
process models where, e.g., external events, not captured in the process model,
change states of data objects. Events and tasks, being part of but not modeled in
the process model, may also change the states of data objects. These modeling
artifacts are, for instance, hidden in subprocess structures, so that process models
and object life cycles are speciÞed at di!erent levels of detail. Practically, process
models still conform to their used data objects if the hidden state changes do
not contradict against data object life cycles.

The remainder of the paper proceeds as follows: The next section describes
process scenarios Ð a formalism which integrates control ßow and data ßow aspects
of process modeling. In Section 3, we deÞne the notion of weak conformance of
the process model from a process scenario with respect to data objects it operates
with. Section 4 is devoted to related works. Finally, Section 5 draws conclusion.

2 Process Scenarios

In this section, we proposeprocess scenariosÐ a formalism for designing concurrent
systems which integrates control ßow and data ßow perspectives. A process
scenario consists of two parts: (i) a process model which orchestrates the execution
of tasks, and (ii) data objects which describe what information do tasks require to
be executed and/or what information do tasks produce. We start the discussion
with the deÞnition of the Þrst part Ð a process model.

DeÞnition 1 (Process model).
A process modelis a tuple M = (A, G, D, R, C, F, type, A , µ) , where A is a Þnite
set of tasks, G is a Þnite set ofgateways, D is a Þnite set ofdata objects, R is
a Þnite set of data states, C ! (A ! G) " (A ! G) is the control ßow relation,
F ! (A " (D " R)) ! (( D " R) " A) is the data ßow relation, type #G ! { xor, and}
assigns to each gateway a type,A is a Þnite set ofnamessuch that ! " A (A, G,
D , R, and A are pairwise disjoint), and µ #A ! A assigns to each task a name.

We use subscripts, e.g.,AM , GM , and µM , to denote the relation of the sets and
functions to process modelM , and omit subscripts where the context is clear.
We refer to the set A ! G as nodesof process modelM . If µ(a) # ! , a " A, then
a is observablein M ; otherwise a is silent in M . We expect that every process
model M fulÞlls basic structural correctness requirements: (i) every task ofM
has at most one incoming and at most one outgoing control ßow edge, (ii) every
gateway has at least three incident control ßow edges, (iii)M has exactly one
source task and at least onesink task (the source has exactly one outgoing and
no incoming control ßow edges, while each sink has exactly one incoming and no
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Fig. 1. A simple Òorder delivery and paymentÓ process model

outgoing control ßow edges), (iv) the source and all sinks ofM are silent tasks,
whereas all other tasks are observable, (v) every node ofM is on a path from
the source to some sink, and (vi) there exist no data ßow edges which involve
silent tasks, i.e., ! (a, (d, r )) ! F "µ(a) = ! and ! (( d, r ) , a) ! F "µ(a) = ! .

We adapt the notation similar to BPMN [ 3] for visualization of process models.
An observable task is drawn as a rectangle that has rounded corners with its
name inside. Source and sink tasks are visualized as start and end BPMN events,
respectively. Gateways are drawn as diamonds. We call a gatewayg ! GM of M
an xor (an and) gateway, if typeM (g) = xor (typeM (g) = and). An xor (an and)
gateway uses a marker which is shaped like Ò#Ó (Ò+Ó) inside the diamond shape.
A data object (in a particular data state) is visualized as a BPMN data object. A
data object d ! DM can appear multiple times in the visualization of the process
model (also when in a particular data state r ! RM ). Control ßow and data ßow
edges are drawn as solid and dashed directed edges, respectively.

The semantics of a process model is deÞned as a token game. A marking of a
process model is represented by tokens on its control ßow edges. Given process
model M , a marking (or a process state) of M is a mapping m "CM ! N0 (N0 is
the set of natural numbers including zero). Fig. 1 shows a process model in its
initial process state Ð a process state which puts one token on the only outgoing
control ßow edge of the source and no tokens elsewhere. Every node of a process
model (except silent tasks) can be executed. The execution of an observable
task removes one token from its only incoming and adds one token on its only
outgoing control ßow edge. The execution of anand gateway removes one token
from each of its incoming control ßow edges and then adds one token on each of
its outgoing control ßow edges. The execution of anxor gateway removes one
token from one of its incoming control ßow edges and afterwards adds one token
on one of its outgoing control ßow edges; the choice of the incoming edge as well
as of the outgoing edge is done nondeterministically. Observe that we abstract
from data-based decisions that are usually used to control the semantics ofxor
gateways. Let m and m! be two markings of M . We write m

x
"! m! to denote

that m changes tom! by executing nodex of M . If " = a1a2 . . . an , n ! N0, is a
sequence of nodes ofM , m

!
"! m! denotes the fact that there exists a sequence of

process statesm1m2 . . . mn " 1 such that m
a 1"! m1

a 2"! . . . mn " 1
a n"! m!. We call
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Fig. 2. Object life cycles of (a) ÒOrderÓ and (b) ÒProductÓ data objects

! an execution sequenceof M which starts with m. Let a and a! be two nodes of
M . With a ! M a! we denote the predicate which evaluates totrue if a = a! or
there exists an execution sequence ofM which starts with the initial marking
and executesa before a!; otherwise a ! M a! evaluates to false .

Next, we proceed with the deÞnition of an object life cycle.

DeÞnition 2 (Object life cycle).
An object life cycleis a tuple L = (S, ", " , i ) , whereS is a Þnite set ofdata states,
" is a Þnite set ofactions (S and " are disjoint), " ! S ! " ! S is the data state
transition relation, and i " S is the initial data state.

We use subscriptsSL , " L , " L , and i L , to denote the relation of the elements
to the object life cycle L . Note that we omit subscripts where the context is
clear. For s, s! " S and a " " we denote bys

a
#$ s! the fact that (s, a, s!) " " . If

! = a1a2 . . . an , n " N0, is a sequence of actions,s
!

#$ s! denotes the fact that there
exists a sequence of data statess1s2 . . . sn " 1 such that s

a 1#$ s1
a 2#$ . . . sn " 1

a n#$ s!.
We call ! an execution sequenceof L which starts with s, and s! is a reachable
data state from data states via ! . With s ! L s! we denote the predicate which
evaluates to true if s = s! or there exists an execution sequence ofL which starts
with i L and reachess before s!; otherwise s ! L s! evaluates to false .

Finally, a process scenario is deÞned as follows.

DeÞnition 3 (Process scenario).
A process scenariois a tuple H = (M, L , #) , where M is a process model,L is a
Þnite set of object life cycles, and# "DM $ L assigns to each data object ofM
an object life cycle.

Note that we assume that for a process scenarioH = (M, L , #) it holds that # is
injective and ! L ! ! ( D M ) SL ! RM . Fig. 1 and Fig. 2 visualize a process scenario.
The process model of the scenario is given in Fig. 1. It contains two data objects:
ÒOrderÓ and ÒProductÓ. The life cycles of these data objects are shown in Fig. 2(a)
and Fig. 2(b), respectively.

3 Weak Conformance

Prior to proceeding with the deÞnition of weak conformance, we deÞne several
notions for convenience considerations. Letf " FM be a data ßow edge of process
model M . With f A , f D , and f R we denote the task, data object, and data
state component off , respectively. For instance, if f is equal to (a, (d, r )) or to
(( d, r ) , a) , then (in both cases)f A = a, f D = d, and f R = r . We call f an input data
ßow edge iff " (( D ! R) ! A) , and an output data ßow edge iff " (A ! (D ! R)) .
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DeÞnition 4 (Weak data object conformance).
Given process scenarioH = (M, L , ! ) , M = (A, G, D, R, C, F, type, A , µ) , M
satisÞes weak conformance with respect to data objectd ! D if for all f, f ! ! F
such that f D = d = f !

D holds f A ! M f !
A implies f R ! ! ( d) f !

R , and f A = f !
A implies

f is an input edge andf ! is an output edge.

Given a process scenario, we say that the process model satisÞes weak conformance,
if it satisÞes weak conformance with respect to each of its data objects. Weak
data object conformance is satisÞed if for each two succeeding data states of a
data object there exists an execution sequence from the Þrst to the second data
state in the corresponding object life cycle. Two data states are succeeding in
the process model if either (i) they are accessed by the same task with one being
part of an input and one being part of an output data ßow edge, or (ii) there
exists an execution sequence in the process model in which two di!erent tasks
access the same data object in two data states.

The process model in Fig. 1 satisÞes weak conformance with respect to data
object ÒProductÓ and does not satisfy weak conformance with respect to data
object ÒOrderÓ. Indeed, there exists an execution sequence which visits task
ÒAnalyze orderÓ before task ÒSend billÓ, which access data object ÒOrderÓ in data
states ÒconÞrmedÓ and ÒacceptedÓ, respectively. However, data state ÒacceptedÓ
is not reachable in the object life cycle in Fig. 2(a) via data state ÒconÞrmedÓ.
One can Þx this ßaw, for instance, by changing the data state of the only input
data ßow of ÒSend billÓ task from ÒacceptedÓ to ÒconÞrmedÓ, which also modiÞes
the process model to satisfy weak conformance.

Comparing the proposed notion of weak conformance to the one introduced
in [4], the given process model would not satisfy conformance with respect to
data object ÒProductÓ. In [4], the authors rely on process models with fully
speciÞed data information. For instance, task ÒShip productsÓ reads data object
ÒProductÓ in data state Òin stockÓ. However, in [4], it is required that there exists
a preceding task which writes ÒProductÓ in that state. As such task does not
exist, conformance is not satisÞed.

4 Related Work

Process models which follow on the imperative design paradigm have been studied
extensively [1]. The increasing interest in the development of process models for
execution has shifted the focus from control ßow to data ßow perspective. The
Þrst step in this regard are artifact-centric processes introduced in [5]. Artifact-
centric processes connect data objects with the control ßow of process models by
specifying object life cycles which represent data dependencies and based thereon,
the order of task execution. In [6,4], the authors present an approach which
connects object life cycles with process models by determining commonalities
between both representations and transforming one into the other. In [7], a
rule-based approach is described; it allows to connect control ßow with data ßow
and, thus, to automatically create data-driven executable process models. In
terms of data-driven execution, case handling [8] plays a major role, as in case
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handling data dependencies solely determine the order of task execution. In this
paper, we also concentrate on the integrated scenarios which incorporate process
models and object life cycles. However, we remove the assumption that all the
approaches mentioned above follow, i.e., both representations must completely
correspond to each other. Instead, we set object life cycles of data objects as
references that describe what can be utilized by process models.

Compliance, or correctness, in process models mostly refers to checks of
the process model with respect to a deÞned rule set containing, for instance,
business policies. The Þeld of compliance is well researched [9,10,11,12] and has
already been tackled for artifact centric processes, e.g., [13]. A di!erent type of
compliance is introduced in [4]. There, compliance between a process model and
an object life cycle of one data object used in the process model is deÞned as the
combination of object life cycle conformance (all data state transitions induced
in the process model must occur in the object life cycle) and coverage (opposite
containment relation). In this paper, we proposed the deÞnition of a similar type
of compliance. As we set object life cycles to be the reference, we assume them
to be correct and, therefore, we can restrict the compliance check to conformance
only. For conformance, instead of working with direct data state transitions we
rely on data state reachability.

5 Conclusion

In this paper, we proposed a notion to check for weak conformance between a
process model and object life cycles of its utilized data objects. A process model
satisÞes weak conformance if every time it is allowed to access states of a data
object in a speciÞc order (in the process model), these data states can also be
reached in an object life cycle of the data object in the very same order.

In future works, we plan to propose an algorithm to perform analysis checks
based on the notion of weak conformance introduced in this paper. For process
models which do not satisfy weak conformance, one can suggest, whenever
applicable, changes to the process model so that the resulting model conforms to
its data objects. Process model modiÞcations may also be applicable to already
conforming process models in order to simplify their structure while preserving
the conformance property. Furthermore, in process scenarios with ÒlargeÓ object
life cycles, a conforming process model can determine the relevant aspects so that
the object life cycles get tailored towards the speciÞc needs of process scenarios
and, in this way, become better understandable.
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Abstract Choreographies present how parties collaborate to achieve an agreed
business objective. When companies are bought, their processes have to be in-
sourced. Thereby, their part in a choreography has to be merged with the part of
their acquiring business partner. Merging patterns may be applied to merge reoc-
curring activity combinations, such as send/receive. It has to be proven that each
merge patterns keeps the relations of the original activities of the choreography.
As a Þrst step, we show by an example how the relations between activities may be
expressed using the Allen calculus. We show for merging a synchronous message
exchange, which relations have to be considered for validating an implementation
of that merge.

1 Introduction

In todayÕs business scenarios enterprises often have to collaborate to achieve an agreed
business objective. This is especially true if sophisticated goods such as planes, cars,
engines, etc. have to be developed. The steps that have to be performed by each company
are usually deÞned by the respective business process model or orchestrations. To reach
the overall business objective, the collaboration behavior between these different process
models can be modeled by a choreography that describes the interaction behavior be-
tween the activities of the involved processes usually in form of message exchanges [13].
Choreographies may be modeled using interaction models or interconnection models [3].
In the following, we focus on interconnection models, where the publicly observable
behavior of each participant in a choreography is modeled as process and where the
communication activities are wired together.

As in-sourcing or back-sourcing becomes more and more common nowadays, the
process models of the outsourced partner have to be reintegrated into the choreography.
To accomplish that we introduced an approach to consolidate (merge) process models that
are part of a choreography [16]: Pairs of sending and receiving activities are transformed
to value-assignment activities. In ongoing work, we extend the approach to usemerge
patternsdescribing merges of structures such as while loops or a one-to-many send.
Thereby, we want to show that the patterns keep the control ßow dependencies between
the activities. In other words, the control-ßow dependencies between the activities in the
merged choreography have to be the same as the dependencies between the activities
in the original choreography. We plan to show that by using the Allen Calculus that is
also referred to as interval algebra [1]. This paper presents a Þrst informal mapping of a
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subset of BPELÕs constructs to the Allen calculus. For one merge pattern, the properties
to be considered are described.

Consequently, the reminder of this paper is structured as follows: Section2 provides
a brief overview about the choreography notation BPEL4Chor and the Allen calculus.
Section3 provides an overview on the merge approach and a rendering of the choreogra-
phy using the Allen calculus. Section4 presents the properties to be kept when applying
the merge pattern for asynchronous communication. After discussing related work in
Sect.5, Sect.6 concludes the work and provides an outlook.

2 Preliminaries

The consolidation approach that is described here is designed for BPEL process mod-
els [12] that are part of a BPEL4Chor [4] choreography as BPEL is still the de-facto
standard for describing and enacting processes. Even if BPEL is not formalized, we
use the understanding of one of its inventors to capture the relations between activities
formally. If we use a formal meta model, the mapping of BPEL to a meta model still is
subjective.

BPEL offers theinvoke activity to send messages. In its synchronous form, it
also waits until a reply message is received. In the asynchronous form, it solely sends a
message. Messages may be received byreceive activities. A reply to a synchronous call
is realized by areply activity. The terms ÒsynchronousÓ and ÒasynchronousÓ do not state
anything about the underlying messaging transport used. For instance, if Java Messaging
Service [15] is used, the transport is always asynchronous even if the operation invoked
at the partner is a request/response operation.

To model a choreography BPEL4Chor provides message links to interconnect the
activities of the involved process models. For asynchronousinvoke /receive commu-
nication between two processes BPEL4Chor requires that one message link has to be
modeled between the two activities. In a synchronous communication scenario two mes-
sage links have to be modeled, one frominvoke to receive activity and another one
from thereply to theinvoke activity. BPEL offers a rich set of control-ßow constructs.
It offers block-structured constructs (such aswhile for while loops) and graph-based
constructs (such asflow with links to model acyclic graphs) [6]. We use the graph-based
part using aflow activity. We assume that BPELÕs dead path elimination is activated
and the default join condition is used. This causes an activity to be executed if at least
one of its incoming links is Ònot deadÓ.

In this paper we present the idea to use the AllenÕs interval algebra to verify the
correctness of a merge pattern. Currently, there is no merge pattern for BPELÕs scopes and
loops. Therefore, we omit loops, event handling, fault handling, termination handling,
and compensation handling in this paper.

To verify merge patterns, the control ßow relations between the activities of the
BPEL4Chor choreography are captured using AllenÕs interval algebra [1]. This algebra
deÞnes 13 distinct basic relations that can be deÞned between two intervalsa andb that
are depicted in Fig.1. Using these basic relations, more complex relations between two
intervals can be deÞned, e. g., the relationa{ <, d} b denotes thatA exists either before or
duringB. The composition operationR! " R!! of two intervalsR! andR!! is provided to
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calculate the transitive relations between the intervalsa andc, whereaR!b andbR!!c. To
derive the composition of two relations, their basic relations are pairwise composed, i. e.,
R! " R!! = { r! " r!!|r ! # R!, r!! # R!!} . The result of a composition of the basic relations is
deÞned by the composition table that is provided by Allen [1]. For the intervalsa{ < } b
andb{ < } c the composition operation isR! " R!! = < , i. e.,a beforec.
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Figure 1. AllenÕs Interval Relations

In the approach described in this work we use the Allen calculus to determine
the relations between activities instead of intervals. The advantage of using the Allen
calculus is that it is a full algebra providing a set of operations for determining transitive
relationships between activities. The graph-based part of BPEL deÞnes predecessor
and successor relationships. The block-structure of BPEL deÞnes relations between
composite activities (e. g.,while ) and their children. AllenÕs calculus is capable to
capture both the graph-based and the block-structured part of BPEL. Theduring relation
can for instance be used if we want to model the relation between a BPEL loop or a BPEL
scope and its child activities. Using an equivalence notion of the linear time/branching
time spectrum [5] is no option. It is not possible to express aduring relationship as the
notions treat state machines only. There are no nested states in state machines.

3 Choreography-based Process Consolidation

The approach of choreography-based process consolidation was introduced in [16].
Figure2 presents an example choreography to illustrate the description using the Allen
calculus. Process A sends a message to process B or process C. Process B synchronously
calls a process D. A result message is sent from process B or process C to process
A. The choreography has been merged into a single business process: All pairs of
communication activities have been merged.

Message links in the choreography imply control ßow relations between the in-
volved processes. For instance, message linkm1 implies that activitiesC1 andC2 are
always performed afterA1 was executed. The consolidation approach replaces these
implicit relations by an explicit control ßow. Different interaction scenarios between the
collaborating processes deÞne different control ßow relations between their activities.
For instance, an asynchronous send/receive has different implications on the control
ßow relations between the activities of the involved processes than a synchronous send.
Hence, different merge operations have to be applied. To goal is to merge process models
into a single process model in a way that the explicit and implicit control ßow relations
speciÞed by the choreography are kept. Consequently, the relations that exist between
all activity pairs of the choreography have to be same in the new process model. Table1
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Figure 2. Example Choreography

depicts the pairwise relationships between the activities of the example choreography.
The send and receive activities are omitted in the table as they are removed during the
consolidation.

A1 A2 A3 B1 C1 C2 D1
A1 /0 < < < < < <
A2 > /0 < R R R R
A3 > > /0 > > > >
B1 > R < /0 R R <
C1 > R < R /0 < R
C2 > R < R > /0 R
D1 > R < > R R /0

Legend:

Ð Rows list the left part of relation relation
Ð Columns list the right part each relation
Ð < : set consisting of the single relation ÒbeforeÓ
Ð > : set consisting of the single relation ÒafterÓ
Ð /0: no relation
Ð R : all relations hold

Table 1.Relations between activities in the example choreography

The actual merge operation consists of several steps that are described informally in
following. To simplify the description, we describe the merge of all participant behavior
descriptions of a choreography into a single orchestration.

First, a new process model is created with aflow activity as top level element. All
participant behavior descriptions of the choreography are copied into thisflow activity
to reßect the parallel execution of the orchestrations that exist in the choreography. Then,
on each single interaction between two or more participant behavior descriptions a merge
pattern is applied to replace the message links by control ßow links. The type of pattern
that is applied depends on the interaction type.

To validate the merge patterns, it has to be shown that the relation setRof the new
orchestration models equals the relation setRC of the original choreography: All atomic
activities contained in the new orchestrationand the original choreography have the
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same relations. That means, the relations of all activities not removed or inserted remain
the same.

4 Properties of Synchronous Communication

In the following section, we treat the properties a merge pattern for merging synchronous
communication has to keep. In the context of BPEL, synchronous communication
denotes that the activity sending the request also receives the response message. The
synchronous communication pattern is implemented in BPEL4Chor by a synchronous
invoke activity that is related to areceive activity via a message linkm. Thereceive
is directly or indirectly followed by a single logicalreply activity that is also connected
to theinvoke via a message linkm!. ÒSingle logicalreply activityÓ describes that
there may be multiplereply activities belonging to thereceive activity, but that
there may only be one of them executed after theinvoke has been executed. In this
paper, we assume that there is exactly onereply activity given for areceive activity.
Furthermore, we assume that there is exactly oneinvoke activity for thereceive
activity. BPEL4Chor allows multipleinvoke activities for onereceive as long as the
invoke activities are mutually exclusive.

An example of a synchronous interaction is given in Fig.2 whereSendB1 is con-
nected toReceiveD via m3 andReplyD is connected toSendB1 via m4. One important
characteristic of synchronous communication is that the sender blocks until it receives
the response. Technically spoken, this means that theinvoke does not complete until it
receives a message from thereply . This behavior has implications on the control ßow
relations between the activities that are depicted in Table2.

For the proof, we require that there are no consecutive interactions between two
partners. If there are, we regard that part of the process as a sequence of the Þrst
interaction, followed by anempty at each partner, followed by the second interaction.
An emptyactivity does nothing. In short, this rewrite is necessary as we regard the direct
predecessors of the communication activities and want to assume that they can happen
in any order.

¥s s¥ ¥rc rc¥rp rc¥rp ¥rp rp¥

¥s /0 < R < < < <
s¥ > /0 > > R > R
¥rc R < /0 < < < <

rc¥rp > < > /0 R < <
rc¥rp > R > R /0 R R
¥rp > < > > R /0 <
rp¥ > R > > R > /0

Legend:

Ð ¥a Ð the set of all directly pre-
ceding activities ofa

Ð a¥ Ð the set of all directly suc-
ceeding activities ofa

Ð sÐ theinvoke activity
Ð rc Ð thereceive activity
Ð rp Ð thereply activity
Ð rc¥rp Ð all direct successors of

rc being on a path torp.
Ð rc¥rp Ð all direct successors of

rc not being on a path torp.

Table 2.Relations in a synchronous scenario
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No statement about the relations between the direct predecessor and successor
activities ofsandrp can be made if just the direct predecessors and successors ofs, rc,
or rp are considered. However, it is clear that dependencies must exist between¥sand
¥rc, because they are transitively connected via prior control links or message links. The
predecessor and successor relation within one participant behavior description (e. g.,
rc¥rp { < } s¥) are trivial as they are only deÞned by the control links.

Concerning the relations of the successor activities ofrc two kinds of successor
activities have to be distinguished, namelyrc¥rp andrc¥rp. The successor activityrc¥rp is
no direct or indirect predecessor ofrp. Hence, it has no explicit relation to the successor
of the send activity, i. e.,rc¥rp { R } s¥. For the successor activityrc¥rp that resides on the
path to the reply activityrp exists a direct relationrc¥rp { < } s¥. This relation is implicitly
deÞned by the message link. Ass¥ can be only performed afterscompleted andscan
only complete after it got a response fromrp which in turn is not completed beforerc¥rp.
For instance, in the scenario presented in Fig.2 D1 has to be performed beforeSendB2
and afterSendB1. This is only the case if we make the assumption that thereply activity
rp completes immediately after it sent the response to the send activitys, thusrp{ < } s.
In an asynchronous communication, however, the relationrc¥rp { R } s¥ would exist. This
is because of the operational semantics of BPEL:s sends a message torc and completes
even ifrc or ¥rc are not activated yet.

Concerning thereply activity rp, we make the assumption that it completes imme-
diately after it sent the response to the send activitys, thusrp{ < } s.
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Figure 3. Merge of Synchronous Interactions

Fig.3 depicts the merge of two process fragments that are communicating syn-
chronously. The new orchestration at the right side of Fig.3 keeps all control ßow
relations of the choreography that are sketched in Table2. The sending activitysand the
receiving activityrc are combined to a synchronization activitysynch. This synchroniza-
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tion activity is used to assign the values that were transported by the messagem in the
choreography. Likewise,synch! is inserted to assign the values that were transported in
the messagem! from the reply activityrp to s.

5 Related Work

In contrast to techniques that merge processes that are semantically equivalent we aim
to merge collaborating processes. An approach for process merging is the work by
Mendling and Simon [11] where semantically equivalent events and functions of Event
Driven Process Chains [14] are merged. An approach to merge processes that origin
from the same process using change logs is described by K¬uster [7].

Instead of directly generating a BPEL orchestration out of a BPEL4Chor choreogra-
phy, an intermediate format may be used. There is currently no approach keeping the
structure of the generated orchestration close to the structure of the original choreography.
For instance, Lohmann and Kleine [9] do not generate BPEL scopes out of Petri nets,
even if the formal model of Lohmann [8] generates a Petri net representation of BPEL
scopes.

An overview of existing BPEL formalizations and veriÞcation approaches is provided
by Breugel [2]. There is no veriÞcation approach using AllenÕs calculus. Lohmann et
al. [10] showed how BPEL4Chor can be veriÞed using a Petri Net representation. It is not
yet shown how that mapping may be used to show equivalence between a choreography
and the merged orchestration. In our work, we want to keep the ordering of the internal
activities, which is more than behavioral equivalence.

Weidlich et al. [17] use behavioral proÞles to capture the relations between activities
in process models for compliance checking. In contrast to our approach the work does not
consider the relations between activities in choreographies. Moreover, only predecessor
and successor relations can be captured there. Hence, it is not possible to capture the
relations between parent and child activities (block-structure) which can be accomplished
with the Allen calculus.

6 Conclusion and Outlook

This paper presented how relations between activities may be expressed using AllenÕs
calculus. The derivation from choreographies and orchestration has been outlined by
using an example. We used the relations to show that a merge of a choreography model
into an orchestration model does not change the relations of the non-merged activities.

The capturing of interval relations has been done manually. This procedure will be
kept when verifying other merge patterns. This especially includes merging BPELÕs
scope and loop activities. To verify such patterns, we surely will have to use theduring
relation of AllenÕs calculus. In our future work we will investigate if we need all relations
of AllenÕs calculus or if the subset consisting ofbefore, after, andduring is sufÞcient.

Acknowledgments This work was partially funded by the BMWi project Migrate!
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Abstract. With the prevalance of business process management in the
private and public sector, large process collections are created and shift
into focus. To be able to harvest the information underlying, process
collections need to be made easily accessible for users by providing
intuitive navigation and search.
Process collections are often structured into folders that are labeled along
functional, organizational or goal-based lines. As those structures are
tediously created manually, they often o!er only a single view on the
underlying data. However, users with di!erent intentions use such process
collections.
To enable browsing and user centered navigation structures as well as
reduce time of creation, an adjustable approach for automatically creating
navigation structures will be outlined in this paper. It shall be further
investigated in the near future.

1 Introduction

In recent years BPM has gained momentum in the private and public sector. As
a result, process collections of di!erent size, quality, and purpose have emerged.
Especially for large collections, the need for an inherent and intuitive structure
and navigation is of importance for the retrieval of process models. The knowledge
stored in process collections is often not treasured to the best possible extent.
The lack of consistent ordering poses strong challenges for the retrieval of process
models. According to Baeza-Yates and Ribeiro-Neto [1] providing browsing
capabilities on large repositories allows for e"cient retrieval of larger data sets,
especially when users explore information collections without speciÞc intent in
mind.

Providing a structured overview of business processes in a process collection
is one of the aims of process architectures according to Dijkman et al. [2]. They
state a process architecture to be the deÞnition of the relations between processes
within a process collection, as well as the guidelines for organizing them. A process
architecture shall ensure consistent, and integrated process collections; hence
enable navigation and easier information retrieval from the process collection.

In well-organized projects, the process elicitation process follows guidelines
for structuring process models according to a process architecture. However, in
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many cases, process architectures have not been developed in before the modeling
process. As a result, many process collections are semi- or unstructured.

(Re-)structuring already existing large process collections becomes a strenuous
manual task, starting with the design of a process architecture. Later, processes
need to be classiÞed manually into speciÞc categories. For collections of hundreds
or several thousand process models e.g. SAP Reference Model, Dutch adminis-
tration, or China CNR Corporation Limited [13] this is not e!cient. The manual
selection of categories bears possibilities of wrong subjective categorization. DeÞn-
ing crisp and unambiguous rules for classifying process models into categories is
rather di!cult.

This paper will not focus on deÞning process architectures in the beginning
of business process modeling projects in regard to modeling responsibilities,
guidelines, undocumented processes or other issues of process architecture design.
It will rather outline an exemplary automatic approach to create process archi-
tectures and classify already existing process collections by using hierarchical
clustering algorithms. The automatic approach shall provide better navigation
through process knowledge, as well as improve e!ciency and adequacy over
the manual creation of process collection structures. The manual deÞnition of
process architectures often leads to only one view along functional, action-based,
organizational or goal-based lines. Hence, the use of automatic means may even
bear the possibility to create process architectures with di"erent focus according
to the interest of the user.

The paper is structured as follows, section 2 will introduce current research on
the structuring of process collections and process architectures, section 3 presents
a conceptual system architecture, section 4 sketches an algorithm for creating
process architectures, followed by section 5 which will elaborate on future work,
and improvements of the presented ideas.

2 Literature Review

Di"erent approaches to structuring process collections or creating process archi-
tectures have been developed and proposed. Most of them are based on manual
classiÞcation techniques. Weske [17] presents a hierarchy consisting of strate-
gic level, operational goal level, organizational level and implemented business
processes in which business process can be classiÞed according their granularity.
In contrast to that, Leymann and Roller [7] deÞne a classiÞcation of business
processes along the dimensions of structure and repetition.

Dijkman et al. [2] present a wide overview of di"erent approaches of designing
process architectures. They classify them into Þve categories; goal-based, action-
based, object-based, reference-based and function-based approaches. Each concept
shows a di"erent view on a process collection focusing on di"erent aspects of
process models.

Scheer et al. [14] design a process architecture consisting of four levels; process
engineering, process planning and control, workßow control, and application
systems. However, this is rather a classiÞcation about the usage of process models
in operational activities. Having a di"erent focus, Fettke et al. [4] classify business
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process reference model approaches according to domain independent and domain
dependent characteristics that are functional area and economic activity.

Analyzing only single processes, Smirnov et al. [15] propose a technique to
reduce the complexity of large process models by abstraction of process parts.
They cluster process activities based on label similarity. By collapsing blocks of
activities and hiding less important process details, they reduce the complexity
of process models and provide a top level view for quick analysis. A hierarchical
dependency is implicitly created between the abstracted model and the initial
process model. This covers only relations within process models and does not
provide a holistic approach.

In Smirnov et al. [16] the need for a fast overview of a processÕs main
characteristics is highlighted based on an empirical survey of health insurances
workers, and validated by BPM consultants. Process architectures have similar
aims, e.g. providing information and an overview of the main characteristics
of processes in a particular category. Similarly, Melcher and Seese [10] aim to
provide more abstract information on process models. They visualize process
metrics of process models in a heatmap based on hierarchical clustering methods
and cosine similarity function.

Coming from a di!erent domain but facing similar problems in large multi-
media collections Lew et al. [6] emphasize two main necessities, searching for a
single item, and browsing and summarizing the information covered by a media
collection. Summarizing process information in process architecture categories
and providing navigation capabilities are aims of the approach presented in the
following sections.

Qiao et al. [11] present a highly e!ective technique for similarity search of
business processes by using clustering algorithms that use structure matching
and language modeling. They point out that the clusters found, consist of similar
processes as well as provide information about their common characteristics.

Jung et al. [5] propose another technique to Þnd structural similar process
models by adapting the cosine similarity measure to match activity and transition
elements of process models. They use an agglomerative clustering algorithm to
Þnd similar processes and to create new, or re-engineer business processes in an
organization.

Most of the approaches use similarity measure and clustering algorithms to
Þnd similar process models or similar process elements focusing on structural
behavior [11, 5, 10], semantic aspects within a process model [15] or selected
characteristics of process models [10]. However, these approaches only focus on a
single process model, or result in displaying only a subset of a process collections.

The reduction of complexity and the visualization of the most important
characteristics of process models is the aim of many approaches. Abstraction,
as well as providing browsing and summarization of process information can
be achieved by creating process architectures. According to Baeza-Yates and
Ribeiro-Neto [1] providing browsing capabilities leverages information about the
information collection by putting information into context with its environment.
So far most approaches for creating process architectures lack automatic support
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which can be overcome by using hierarchical clustering algorithms for designing
process architectures.

There are di!erent hierarchical clustering algorithms; agglomerative cluster-
ing (bottom-up) and divisive clustering (top-down). Agglomerative clustering
algorithms are single-link, average-link, complete-link and centroid-based which
defer on their similarity measures. Divisive clustering (top-down) starts with
one cluster that will be split into smaller clusters. In contrary to agglomerative
clustering, divisive clustering is more complex and uses ßat clustering algorithms,
like k-means clustering in its subroutine [8].

In van Rijsbergen [12] three adequacy requirements for clustering are named,
stable clusters for an increasing set of items, tolerability of small errors in the data
set and independence from initial ordering of the items to be clustered. According
to van Rijsbergen [12] hierarchical single-link clustering satisÞes those require-
ments. The advantages of this clustering method are e"cient search strategies and
fast construction of hierarchies in comparison with less e"cient search strategies
of non-hierarchic structures. Creating hierarchical cluster structures is of high
complexity in contrast to K-means clustering and EM-clustering algorithms with
low complexity.

Despite that, the use of agglomerative single link clustering is promising for
automatically creating process architectures considering its simplicity and ade-
quacy. The drawback of exponential computational complexity can be disregarded
as creating process architectures is not an everyday task.

3 Conceptual Architecture

Fig. 1 depicts a conceptual system for creating process architectures. It shall
provide the ßexibility to create di!erent kinds of process architectures by using
di!erent similarity measures, cluster algorithms and di!erent approaches for the
labeling of clusters. It consists of four main parts, the preprocessor, the clusterer,
the label analyzer, and a GUI. The preprocessor takes the process collection
as input and formats the attributes, labels, and elements of process models for
clustering.

The cluster module clusters the preprocessed data according to the selected
cluster algorithm. This shall allow exploring the ability of relating clustering
algorithms to particular user views. The results of the clustering process are
clusters arranged in a hierarchical tree structure. The resulting hierarchy tree
diagram is depicted as dendogram [9](see Fig. 2(a)).

After the clustering process, the label analyzer module analyzes each member
of a cluster and chooses a label for the cluster considering common characteristics
of process models e.g. metadata, labels, or input and output. Algorithms for
selecting adequate labels for clusters using semantic approaches from the Þeld of
natural language processing will be part of future work.

4 Sketch of Exemplary Algorithm

The algorithm for creating and labeling process collection structures consists of
following steps. Firstly, the algorithm will preprocess the process models and
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Fig. 1. Process Architecture Generator

their metadata. Metadata and selected control ßow elements (activities, events,
etc.) will be extracted from each business process model in the process collection.
In this example only the process name, the number of activities, the number of
start and end events will be extracted. This is based on the assumption that
process models with similar amount of activities and events may have common
characteristics. Of course, this allows for improvement and can be extended by
more sophisticated approaches. E.g., the input for clustering algorithms could be
semantically analyzed labels of control ßow elements, structural or behavioral
aspects of process models.

The process name being a text value will be replaced with a numerical value
calculating the string edit distance. After preprocessing the process models
the data set will be fed to the hierarchical clustering algorithm. The example
algorithm uses the Euclidian distance function. However, in future steps, this
can be realized with more sophisticated approaches. Considering each process
model as one cluster in the beginning, the hierarchical cluster algorithm will join
the two clusters with the minimal distance between any two items pi and pj

with p i in cluster i and pj in cluster j until only one cluster exists containing all
other clusters and the inherent process models. The clustering process results in
a dendogram, a hierarchical structure tree.

The next step deÞnes the labeling process of the clusters. For this only the
input and output labels of each member in the cluster are extracted and counted.
In the example the input and output words with the highest count are selected
as label for the cluster with the additional information of the range of number
of events and activities in this cluster. This is a rather simple technique for
identifying labels which also leaves room for improvement in the future. In the
following the algorithm is presented in informal code.

Algorithm: Create Process Architecture

{ g e t a l l p r o c e s s m o d e l s }
f o r ( p r o c e s s model pn in p r o c e s s c o l l e c t i o n ) do

L i s t l pn < ! e x t r a c t f rom pn ( name , number a c t i v i t i e s , number end e v e n t s ,
number s t a r t e v e n t s ) ;

end f o r

{ c r e a t e m a t r i x S t r i n g E d i t D i s t a n c e f o r p r o c e s s m o d e l name }



Towards Automatic Generation of Process Architectures 93

f o r ( p r o c e s s model pn in l ) do
f o r ( p r o c e s s model p l in l ) do

Mat r ix mEd i tD is tance ( pn , p l ) < ! c a l c u l a t e . name . S t r i n g E d i t D i s t a c n c e ( pn
, p l ) ;

end f o r
end f o r

{ p r e p a r e v e c t o r a n d c a l c u l a t e d i s t a n c e }
f o r ( p r o c e s s model in mEd i tD is tance ) do

mVecDistance v e c t o r vn < ! add . v a l u e s ( name , number c t i v i t i e s , number
end e v e n t s , number s t a r t e v e n t s ) ;

end f o r

f o r ( v e c t o r vn in mVecDistance ) do
f o r ( v e c t o r vc in column mVecDistance ) do

mVecDistance ( vn , vc ) < ! c a l c u l a t e . D i s t a n c e ( vn , vc ) ;
end f o r

end f o r

{ c r e a t e c l u s t e r s b y f i n d i n g minimum D i s t a n c e b e t w e e n t w o c l u s t e r s , i n i t i a l l y
n u m b e r C l u s t e r s = n u m b e r P r o c e s s M o d e l s }

f o r ( numberC lus te r s > = 1 ) do
f o r a l l ( e n t r y in mVecDistance ) do

i f ( m inD is tance ( vn , vc ) < minD is tance ) then minD is tance = minD is tance ( vn , vc ) ;
end i f

end f o r
merge minD is tance ;
s a v e c l u s t e r members ;
update mVecDistance ;

end f o r

{ l a b e l c l u s t e r s i n c l u s t e r }
f o r ( numberC lus te r > = 1 ) do

f o r ( members o f c l u s t e r ) do
l i s t i n p u t words and coun t appea rance ;
l i s t ou tpu t words and coun t appea rance ;

end f o r
c l u s t e r name = i n p u t word h i g h e s t rank + ou tpu t word with h i g h e s t rank + min ! max

range o f a t t r i b u t e s ;
end f o r

An example output of a the clustering algorithm with Þve process models from
the sap reference model collection is depicted in Fig. 2(a) and Fig. 2(b). The

(a) (b)

Fig. 2. Example of an unlabeled Dendogram (a) and a labeled Dendogram (b)

implementation of the algorithm has not been fully realized and Þrst results can
only be presented in the near future.

So far only the algorithm and expected results of creating process architectures
have been described. However, the approach needs evaluation. Empirical surveys
can be used to validate both the automatically created process architectures in
regard to their improvement of browsing capabilities and the labels chosen for
the di!erent clusters. The architectures can be replicated in process collection
and tested with users to investigate the quality of their browsing capabilities.
In a similar way, the quality of labels representing the process clusters can be
assessed by users in an empirical survey. A current research project, the national
process library, forms a good use case for this purpose [3].
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5 Conclusion and Future Work

This paper presented a conceptual approach for automatically generating process
architectures for process collections. The algorithm presents the basic functionality
to create hierarchical navigation structures for process collections. Using more
sophisticated similarity measures for clustering as well as natural language
processing techniques for analyzing semantic information from control ßow labels
may improve the quality of clustering and the labeling of clusters. The processing
step can be varied in respect to semantics which likely improves results, e.g. only
nouns will be extracted. The presented approach lays the foundation for future
exploration of process collections and the interdependencies of its process models.
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Abstract. Process models gained more and more signiÞcance to carry out an
organizationÕs operations. Besides documentation purposes, organizations strive
to evaluate their executed processes in terms of performance and conformance.
However, this is far from trivial: As most processes are still carried out manually,
only few e! ects can be tracked and are typically not related to process instances.
In this paper, we propose an architecture that deÞnes event monitoring points:
Elementary state transitions of a process instance that are bound to a conÞguration
to discover events from a process agnostic technical environment. We discuss
applications of this architecture, towards monitoring, performance measurement,
and execution conformance.

1 Introduction

Central to managing an organization in a process-oriented fashion are process models,
as they explicitly capture the operations carried out and are used, among others, for
documentation, certiÞcation, and enactment. There is a large body of work that ad-
dresses automatic orchestration of business processes through process-aware information
systems (PAIS), while the majority of processes are still carried out manually.

In the latter case, it is di" cult to track the execution of a process for di! erent
reasons: (a) Tasks cannot be tracked, if they have no observable side e! ect in IT systems,
e.g., examining a patient on a ward round, and thus would need to be recorded by
hand, which is time consuming and prone to errors. (b) In the absence of a PAIS, there
is no central system to collect information about process advancements and thus, (c)
valuable information about progress is contained in various systems, such as ERP or
CRM systems, but cannot easily be related to a process model. As a result, process
execution information is scattered among the IT landscape and only few events of a
process can be captured at all. Reconstruction of these events requires explicitly deÞned
methods to access systems, combine relevant information, and correlate it with a process
instance. Approaches towards monitoring, performance measurement, and conformance
veriÞcation assume the presence of a complete event log, which is not the case according
to the above discussion. Hence, they cannot be properly applied.

! This work is supported and funded by the German Federal Ministry of Education and Research
(01IS10039B)
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In an ongoing research project, PIGE1ÑProcess Intelligence in Health CareÑwe
encountered above obstacles in the University Hospital of Jena, where the performance
of clinical pathways, i.e., disease treatment processes, shall be measured and evaluated
against key performance indicators.

In this paper, we present a basic architecture that explicitly addresses these issues,
and propose a solution, where so-called event monitoring points are deÞned at particular
points of a process. An event monitoring point is bound to a certain state transition in the
process and contains information, how this event can be discovered in a heterogeneous
IT landscape. We further discuss, how this can be used to monitor process instances,
apply key performance indicators for performance measurement and examine running
processes for their conformance to given models.

2 Architecture

As our approach towards process evaluation is tightly coupled with process models and
state transitions, we Þrst introduce these concepts and then illustrate how this manifests
in a system overview.

2.1 Fundamentals

Our deÞnition of a process model subsumes a connected graph consisting of nodesN and
edgesF. This covers commonly used process modeling languages, such as BPMN [8]
and EPC [4].

DeÞnition 1 (Process Model).A process model is a tupleP = (N, F), whereN is the
set of control ßow nodes andF ! N " N is the ßow relation that captures ordering
constraints of the process execution.

Note, that other modeling notations, such as value chains, whereN represents coarse
grained units of work andF represents the execution order of these work units is also
covered by this generic deÞnition. In BPMN,N is partitioned intoactivities, gateways,
andevents, whereasF represents sequence ßow among these nodes, for an example refer
to Fig.1. For each of these node types, we envision a state-based life cycle model, where
we reserve the ßexibility, to assign a unique life cycle model to any node. Life cycles of
process nodes have been exhaustively discussed in literature [11,9]. Thus, we employ a
generic life cycle model.

DeÞnition 2 (Life Cycle Model). A life cycle modelL = (!, S,T) consists of an event
alphabet! , states S and state transitions T.L is the universe of life cycle models.

Let P = (N, F) be a process model. There exists a functionlc : N # L that assigns
a life cycle model to every node n$ N of P.

State transitions are the most elementary facts that can be leveraged to monitor progress
during process enactment. The set of all state transitions of a process model is com-
prised by

!

n$N
{(n, t)|t $ Tlc(n)}, each of which could be potentially captured. However, as

1 http://pige-projekt.de

http://pige-projekt.de
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explained in Section1, only a subset of those can or shall actually be monitored. We
refer to these state transitions of interest as event monitoring points.

DeÞnition 3 (Event Class, Event Monitoring Point).C is a set of event classes indi-
cating the nature of an event. LetP = (N, F) be a process model. An event monitoring
point is a tupleM = (n, t, c), wheren ! N is a node,t ! Tlc(n) is a state transition within
the life cycle of node n, and c! C is the event class to be monitored.

Event monitoring points of a process model are selected state transitions, for which
information can be retrieved from the process environment and they can be bound to an
implementation. Event classes are used to specify the measurement an event monitoring
point shall provide, e.g., time, counters, or cost.

DeÞnition 4 (Binding, Implementation). LetM be the set of deÞned event monitoring
points of a process modelP. A binding is a functionbind : M " I assigning an
implementation to an event monitoring point, whereI is the universe of implementations,
i.e., rules and methods to capture an event in the process execution environment.

This deÞnition allows to implement event monitoring points in several ways, e.g., as a
database query, as a service request, a calculation method, as a stream processing Þlter, or
reading a log entry. An important aspect of the binding is correlation, i.e., identiÞcation
of process instances and events that refer to this process instance. As we assume no
central process orchestration control, an implementation needs to account for correlation
by combining data retrieved from accessed systems.

2.2 System Overview

Our example illustrates a sample business process that describes the admission and
examination of a patient, who needs a liver transplant. If the patient is eligible for
transplantation, she is enlisted to a European-wide register, Eurotransplant.
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Fig. 1. Infrastructure: Example Process with life cycles#enable,begin,terminate$for
activities and#execute$for gateways, selected event monitoring points, and bindings to
process environment.
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As explained in Section1, we assume a process model that is the basis for process
execution, which takes place in a certain environment. Part of this environment are
IT systems that do not necessarily log events of process enactment, but capture the
e! ects of activities nonetheless. These data are produced as a side e! ect while using IT
systems to record information and are very valuable to describe the progress of a process
execution. In the example, the information about the patient admission is stored in a
hospital information system, the information about the conÞrmation of Eurotransplant
listing is stored in a spread sheet Þle, and the patient release information is stored in a
separate database.

Based on the available information, state-transitions of interest are chosen and
deÞned as event monitoring points with the corresponding event class. In the example in
Fig. 1, we keep matters simple and consider only event monitoring points of classtime.
Nevertheless, it is possible to have more than one event monitoring point deÞned for a
certain state-transition, when it is necessary to monitor multiple event classes. In the
example, we identiÞed three event monitoring points:

Ð M1 is the state-transitionbeginof activity Handle patient for admission
Ð M2 is the state transitionterminateof activity List patient at Eurotransplant
Ð M3 is the state-transitionterminateof activity Release patient

The other activities do not have observable side e! ects in IT systems, and hence cannot
be tracked.

Once the event monitoring points are deÞned, they can be bound to an implementa-
tion. In the example shown in Fig.1 the implementation of

Ð M1 is the call of a web service provided by the hospital information system,
Ð M2 is the content of a certain cell in a spread sheet Þle, and
Ð M3 is an SQL query to retrieve data from a relational database.

In the given context, correlation of events to process instances is possible through a
unique treatment case id that is stored consistently across all IT systems and can be
matched to a patient.

This implementation will be used during the enactment of any instance of the
process to access the IT systems and discover the occurrence of events deÞned in event
monitoring points. Once events are extracted and correlated with process instances, they
can be used to visualize the data in a monitoring user interface or to set the stage for
measurements and KPIs. The causal dependencies between event monitoring points are
deÞned by the process model and the life cycle model of its nodes. This can be leveraged
for conformance checking and notiÞcation, if a deviation from the process model is
detected.

During runtime, the monitoring system based on the discussed architecture is query-
ing the process execution data, resp. event data, online from the IT systems. The method
of querying the data is encapsulated in the implementations that are bound to the event
monitoring points. There is no notiÞcation from the IT systems shown in Fig.1. Thus,
the architecture is following a pull approach, not a push mechanism. Pulling is neces-
sary because in this real-world scenario the IT landscape is not enabled for pushing
messages/events most times to interested listeners. In addition the running systems
should not be extended by introducing a process monitoring system. Nevertheless, if
the IT landscape supports pushing events to the monitoring platform, that would be the
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preferable way to reduce bandwidth usage in the network. This implementation detail is
not a! ected by the proposed architecture.

While the proposed architecture and its application are rather generic, we resorted to
a simple process consisting of activities and alternative (XOR) gateways, each having
brief life cycle models, in the example in Fig.1. In practice, the architecture could be
easily extended to data objects, control and data ßow relations, for instance, if a transition
from one activity to another would explicitly be manifested in a state change of a central
data artifact. Also, every single node could have its own unique life cycle model.

2.3 Case Study

In the hospital setting that we encounter in our research project PIGE, we face the issue
that the records about events during a treatment are distributed over several IT systems.
Depending on the available systems, some of the steps during treatment are logged in a
spread sheet Þle, some in a SAP Healthcare system and others in separate databases. The
University Hospital of Jena elicited detailed process models for the clinical pathways
of the liver transplant surgery and the colorectal carcinoma, along with milestones
that resemble event monitoring points. The goal of the project is to provide process
intelligence and enrich the process models with runtime information about the treatment
cases. Process intelligence is enabled by answering analytical questions such as:

Ð How long does it take from the initial contact with the patient until evaluation for
the liver transplant is Þnished?

Ð How many emergency patients were treated?
Ð Which treatment methods were applied?

First, we wanted to enablemonitoring[5] of a process. One major application of
monitoring is the deÞnition of target performance values, which arekey performance
indicators(KPIs) if they are relevant for success, in the model. This allows the detection
of deviations from planned time and cost limits in a process. The monitoring system
can raise alerts and reminders to inform the responsible process owners and the process
participants about delays or exceeding costs. In addition, there is a huge gain oftrans-
parency, as it becomes visible at which stage a current process instance is in a process
model. Note that, while process models can be quite detailed, in the given setting only
few event monitoring points can be deÞned. Thus, there exist unmonitored blank spots in
the process model, where KPIs cannot be attached to. Second, thepredictionof time and
cost of an instance becomes much more accurate, when real-time execution information
of a process is available and bound to a model. It can be used for improving e" ciency
by planning resources more accurately. Third,conformance checkinghelps to detect
deviations, e.g., missing necessary steps, or the absence of recording them in speciÞed IT
systems. Reacting to deviations is very important, as reminders for drug administration
and other treatment steps are beneÞcial to increase quality of care.

In the PIGE research project, we want to assess existing process evaluation methods
and tailor them for this speciÞc setting, where execution information for only few
activities in the process model is available.
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3 Related Work

One problem that has to be addressed when di! erent event sources for a process exist
is correlation of events to one process instance. Motahari-Nezhad et al. [7] provide
algorithms to determine correlation sets on di! erent attributes of events for distributed
environments. They use methods of atomic, conjunctive, and disjunctive correlation
conditions and heuristics to Þnd correlating groups. The aspects of correlation are also
relevant for this paper, while the focus is on how to map correlated information from
di! erent sources to a process model in a ßexible architecture.

Process mining [10] is a discipline that can be used on top of correlated information
merged in anevent logto extract all kinds of process information, e.g., process models
generated from real-life event data, execution times and conformance checks to existing
models. The main di! erence to the architecture presented in this paper is that we utilize
a top-down approach of connecting (detailed) process models to process information,
while process mining is a bottom-up approach based on logs.

Closely related to process monitoring is the topic of process performance measure-
ment, or business process intelligence, that addresses Òmanaging process execution
quality by providing several features, such as analysis, prediction, monitoring, control,
and optimizationÓ [3]. There is a considerable body of work that addresses means to
capture and store process execution data and o! er it for evaluation purposes [3,6,1]. Del-
R’o-Ortega et al. [2] present a comprehensive ontology to deÞne process performance
indicators that measure execution time, occurrence, and costs of processes. However,
the majority of such approaches rely on a complete log, i.e., a protocol of every state
transition of a process instance. In contrast, the architecture we presented lays the ground
work for these approaches in the absence of a complete log.

4 Discussion and Future Work

This paper shows a general and ßexible architecture to monitoring and performance
evaluation for non-automated process execution environments. In practice, manually
executed processes are common, because automation is not always proÞtable or feasible
depending on the process and domain. However, some process information is often
available in IT systems and can be exploited for process monitoring. With the described
architecture it is possible to deÞne event monitoring points in a process model and bind
them to respective implementations. During runtime, these implementations are used to
pull events from the IT systems updating the process model for monitoring purposes.

This setting raises additional questions for future work that includes dealing with
observed deviations from the modeled process, e.g., missing events, duplicate events, or
violation of ordering constraints imposed by the process model.

A complex model of many activities that only has few event monitoring points may
not be well suited to display the state of a process instance, as it lacks information for
most of the activities. A better representation would merge fragments of a process model,
based on the available monitoring data. The result would be an abstraction, where a node
represents a precisely measurable entity of work. On the other hand, it may be useful to
abstract the process into a very coarse grained representation, e.g., to communicate it to
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external stakeholders, which in turn requires aggregating and adjusting event monitoring
points.

In a separate stream of work, we aim at implementation strategies for this approach.
Currently, the binding of an event monitoring point is laborious work on the edge between
business requirements, e.g., KPI deÞnitions, and technical capabilities. Therefore, we
envision decoupling the work of process experts and implementers by means of a service-
based bindings. An additional layer decouples the IT systems from event monitoring
points and can provide a ßexible event distribution model, e.g. publish-subscribe, or
caching. These services can be used by the by process modelers to conÞgure event
monitoring points. An adequate language for event monitoring point conÞguration is
required to ease the currently laborious implementation process.
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Abstract. Business process engines and workßow engines (but also
web applications and emails) provide information about human tasks to
people. Although many of these systems support some kind of human
task management, no extensive analysis of involved components has been
undertaken.
This paper discusses some of these systems exemplarily and deÞnes a
Þrst human task reference model to stimulate debates on ways how to
manage human tasks crossing system and organization boundaries.

1 Introduction

A workßow is the Òcomputerised facilitation or automation of a business pro-
cessÓ [8] and may contain automated and manual activities, also referred to
as human tasks. As business processes are often considered as Òenacted by a
single organizationÓ [19], the business process instances Òcan be controlled by a
business process management system as a centralized software componentÓ [19].
Interorganizational processes are realized as process choreographies where several
process instances interact with each other via message exchanges.

The management of human tasks comprises, among others, the assignment
of tasks to potential workers and personal task management. Some of these
management facilities are integrated into Workßow Management Systems (WfMS)
and Business Process Management Systems (BPMS) [18, 19].

Today, many process automations with di!erent characteristics are o!ered,
e. g., control ßow-driven BPMSs and data-driven ScientiÞc WfMSs, WS-* and
REST oriented solutions, processes deployed locally or in the cloud, and engines
supporting unstructured, knowledge-intensive business processes [15]. At the
same time, people are working in parallel in di!erent virtual, cross-company and
interdepartmental teams [12]. Hence, di!erent process automations may be used
in parallel within departments and organizations and humans may be working
with di!erent process automations in di!erent virtual teams. Hereby, they will
be confronted with di!erent human task management solutions, too.

To support humans better Ñesp. those who are engaged in virtual teamsÑ a
platform- and process-independent personal task management is required. This
personal task management system needs to collect all tasks of a human spread over
di!erent process engines (and other Òtask-awareÓ applications) and provide task
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management facilities. A step towards this vision is a human task management
reference model that allows us to

Ð identify all a!ected components and their relations to each other,
Ð understand possible invocation patterns between the components, and to
Ð determine data that needs to be potentially exchanged.

These insights will support the independent development of components for human
task management and provide the potential to use process engines optimized for
their application scenarios in parallel. It may foster distributed orchestrations and
reuse of process engines as organizational a"liations of humans do not restrict
process execution. Since not only WfMS and BPMS are aware of tasks but (web)
applications like Teambox [16], too, the discussion will take a broader look at
human task management.

Section 2 introduces basic terms. Section 3 discusses some systems that
contain and manage human tasks and shows their diversity, Sec. 4 introduces
a Þrst reference model for human task management. Section 5 discusses this
reference model and Sec. 6 concludes this paper.

2 Human Tasks and their Management

Van der Aalst and van Hee deÞne a task as Òa logical unit of workÓ and di!erentiate
between manual, automatic und semi-automatic tasks [1]. In the area of human
task management, we look at manual tasks that are Òentirely performed by one or
more people, without any applicationÓ [1] and semi-automatic tasks that involve
persons and applications.

The management of human tasks considers questions like:

Ð How can the execution of human tasks be supported?
Ð How can human tasks be assigned to (potential) workers?
Ð How can workers be informed about their tasks?
Ð How can workers manage their tasks, e. g., keep track of their tasks, schedule

them or delegate them?

Thus, the management of human tasks comprises, among others, the assign-
ment of tasks to potential workers, called sta! resolution [18], claiming of tasks
by potential workers, which may remove the item of other potential workersÕ
worklists [18], and also personal task management with Òreminding [. . . ] of current
tasks, tracking task status, and maintaining relevant informationÓ [21].

3 Systems touching Human Task Management

Many di!erent systems cover (at least some aspects of) the management of
human tasks. Due to lack of space we will only introduce selected systems and
discuss their approach to human task management brießy.
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Fig. 1. Workßow Reference Model [8]

The workßow reference
model [8] focuses on workßows
and identiÞes interfaces to en-
able interoperable workßow
products. It discusses, inter
alia, workitem handling that
allows users to fetch and Þlter
their workitems Òirrespective
of the nature of actual product
implementationÓ [8].

The central component of
the reference model in [8] (see
Fig. 1) is the workßow enact-
ment service with its workßow
engines that provide the exe-
cution environment for workßow instances. This component o!ers interfaces

Ð for process deÞnition tools to exchange process deÞnitions that can be ana-
lyzed and modeled with external tools,

Ð for workßow client applications to access worklists and workitems but also to
instantiate and control processes,

Ð for invoked applications that can be used by the workßow for automated
executions of tasks,

Ð for other workßow enactment services to invoke activities and sub-processes
or to transfer data, and

Ð for administration & monitoring tools to manage users and roles, among
others.

The workßow enactment service and the workßow client applications provide
some human task management facilities jointly: Human tasks are controlled
by the workßow engines within the workßow enactment services incl. some
information about them. Workßow client applications can access workitems
using the ÔInterface 2Õ of the workßow enactment service and can mark them as
completed or change their states. They can also instantiate and control workßows
(and consequently initiate human task). Hence, workßow client applications allow
users to fetch and work on tasks as task workers as well as to initiate them.

The business process community has developed WS-BPEL as an executable
language for business processes. For human tasks, the complementary speciÞca-
tions BPEL4People [3] and WS-HumanTask [2] were added.

The WS-HumanTask speciÞcation deÞnes an XML-based description of human
tasks assuring portability as the task can be deployed in di!erent environments. A
lifecycle speciÞcation for tasks and a programming interface assure interoperability.
The programming interface, for example, can be used by task list clients to display
information about tasks to users. Requesting applications can use a callable WSDL
interface to initiate human tasks and Ñwith deeper integrationÑ use WS-HT
protocol messages to inßuence the lifecycle of tasks.
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The BPEL4People speciÞcation is based on the WS-HumanTask speciÞcation
and adds people activities to BPEL processes to use human tasks as activity
implementations. Human tasks can be deÞned as part of the BPEL processes and
thus executed by BPEL engines that implement BPEL4People. Alternatively, the
processes can invoke human tasks from other environments using web services
protocols.

The assignment of people to human tasks can be deÞned by logical people
groups, literals or via expressions. The sta! resolution is done by the task
infrastructure which manages information about the tasks.

Teambox is one of many di!erent collaboration tools provided as web appli-
cations that o!ers online project management facilities including task manage-
ment [16]. Teambox allows the organization of tasks and artifacts in projects as
well as the invitation of other users to these projects for collaboration. Tasks can
be deÞned manually, added to projects, and provide a simple lifecycle that is also
managed manually. Tasks can be assigned to people and commented, and Þles
can be attached to tasks. All task management facilities are contained within
the application but information about tasks can also be sent to users by email.

Many other web applications rely on email as a tool for notiÞcation about
human tasks. Individuals and groups of individuals may use tools like Easy-
Chair [6] or ConfTool [5] for conference management, Google Docs [7] for word
processing and Moodle [11] in lifelong learning scenarios. Especially small teams
collaborating over limited periods of time may beneÞt from these applications
(regardless of whether provided by individual team members or by third parties).

Often, processes are Þrmly implemented in these web applications and contain
human tasks. The humans concerned are informed by email, and email applications
are regularly used for the management of these tasks [20, 21] incl. management
facilities like the delegation of tasks to other humans by forwarding emails. In
addition, emails allow the direct information and assignment of tasks to users.

Although these applications and systems have very di!erent characteristics,
there are some common but also individual components and facilities regard-
ing human task management. Section 4 introduces a human task management
reference model to create a shared understanding of important aspects.

4 Human Task Management Reference Model

A Þrst version of a conceptual reference model for human task management is
depicted in Fig. 2. In the following we explain the modelÕs core elements and
their relationships.

The central component of a human task management solution is apersonal
task managerthat allows a human to overview all his current tasks, track their
states, and maintain relevant information [21] (also called worklist or task list; it
is provided by all systems analyzed in Sec. 3 except email; in the case of email,
inboxes are used for it regularly [21]). Analogously, groups of people can use a
shared task managerthat
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Fig. 2. Human Task Management Reference Model

Ð can provide direct access to personal task management facilities (the workßow
reference model discusses this option brießy), but

Ð can also act as a simple distributor that passes on information about tasks
to other task managers, i. e. personal or shared task manager (Teambox may
be used this way if users receive their tasks by email; mailing lists may also
serve this purpose), and

Ð can provide sta! resolution facilities and passes on information about tasks
to task managers of selected individuals (as done by the task infrastructure).

The execution of a task is controlled by atask enginethat deÞnes in which
steps a task is executed (the workßow engine and the task infrastructure provide
such functions). The task engine provides information about tasks as well as
updates of this information to task managers (the workßow engine and the task
infrastructure allow clients to fetch this information). The deÞnition as well as the
goal and scope of a human task are part of the task engines realization (deÞned
by the deployed process or task, for example).

Task managers manage the information received from task engines and other
task managers astask descriptions, which describehuman tasks and contain
information about them such as name, status, description, priority, expiration,
and progress. They can comprise subtasks and formulate relations to other tasks,
e. g., predecessor or successor relations. If real world artifacts Ño!ine artifact s
such as a certain punching machine or a certain carÑ oronline artifacts Ñe. g.,
an online document or a web applicationÑ are a!ected by a task Ñe. g., needed
to perform itÑ, they could be referenced. For the latter, hyperlinks may be
appropriate.

Access Rights to artifacts are held by users, for instance, in form of a front
door key for a machine hall or credentials for a web application, but may also be
contained in task descriptions, e. g., as credentials, code of a combination lock,
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or a description where to Þnd the keys (the described systems focus mainly on
displaying tasks but the responsible clients are not described in detail).

Users Ñespecially as (potential) worker or observer of a taskÑ use task
managers (usually personal task managers) to overview and manage their tasks.
Initiator s of tasks use task engines to initiate and, if necessary, to inßuence and
manipulate task instances.

5 Discussion

The reference model provides terms for components and relations between them
for the human task management area to allow the discussion and comparison
of di!erent solutions. The relation between task engines and task managers
is, for example, implemented very di!erently: The workßow reference model
discussed in Sec. 3 deÞnes apull model, where workßow enactment services (in
the role of task engines) deÞne an interface to retrieve and manipulate work items,
whereas the email based solutions use apush model, where task descriptions
are sent to the email applications (in the role of task managers). Theinforms
and updatesconcept between task engines and task managers should therefore
not be understood as a directed information ßow but as a logical relationship.
It shall promote the discussion of advantages and disadvantages of the di!erent
implementations dependent of di!erent use cases.

Because of the di!erent perspectives of the WfMSs and BPMSs on the one
side and the human task management reference model on the other side, they
have only few elements in common. Most process automation functionalities
(incl. portable speciÞcations) are subsumed in the task engine component of the
human task management reference model whereas many human task management
aspects are not explicitly identiÞed in the other models and systems.

The reference model focuses on the management of human tasks. The analysis
of tasks in real world processes and the design of tasks for humans are not covered.
These aspects are, among other things, discussed by industrial and organizational
psychology that examines the task design to improve work conditions towards
health and personality-enhancing working conditions [17] and by the user interface
design that uses task models to understand and develop user interfaces for
interactive systems [10].

The human task reference model is inspired by the systems discussed in Sec. 3.
But many other systems provide support for human task management, e. g.,
Outlook, Bugzilla [4] and Remember the Milk [13], which focus on specialized ap-
plication areas (software development or manual managed to-do lists). Additional
concepts have also been developed to improve the current state of human task
management, especially for the human task management based on emails [9, 20,
21]. Therefore, further systems need to be analyzed to reÞne the model and get
empirical evidence that the model is complete and consistent. Additionally, the
analysis of the discussed systems has to be deepened to work out their similarities
and di!erences.
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The Þndings of these analyses will be used to support the development of a
web-scale human task management [14], which applies the insights to real world
cases.

6 Conclusion

Di!erent systems contain human task management facilities. They consist of
very di!erent components and support human task management in various ways.
To develop a common understanding of human task management and stimulate
debates on ways to manage human tasks crossing system and organization
boundaries we introduced a Þrst human task reference model.

Therefore, the proposed reference model pursues three targets: (1) foster the
discussion of human task management, (2) provide a framework to analyze and
compare existing human task management solutions and approaches, and (3) sup-
port the development of distributed and decentralized human task management
solutions independent of concrete process automation systems and web applica-
tions (it shall allow humans Ñespecially those involved in multiple projectsÑ
to overview and manage their tasks e"ciently although the information about
outstanding tasks may be distributed over di!erent systems).

To improve the reference model and our understanding of human task man-
agement, additional solutions like simple to-do list tools, PIMs incl. Outlook, and
CSCW workspaces will be discussed and used to reÞne the model in future work.
In addition to components, interaction patterns as well as interfaces need to be
analyzed. The usage of di!erent process automation systems and task-aware web
applications in parallel and the choice of humans to work on human tasks beyond
company boundaries may be a long-term goal.
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Abstract. A dynamic and complex process environment forces the au-
tomated execution and monitoring of processes to face a lot of hard
problems. This paper shows how the execution of agile workßows can be
assisted by AI planning techniques. In contrast to previous approaches,
this method allows for an online adaption of simple process models to
changes in the process environment. It can handle a manifold of unex-
pected events and guarantees the soundness and completeness of the
adapted workßow.

1 Introduction

Business processes today are commonly automated by formalizing and instanti-
ating them to workßows. Established comprehensive industry standards support
modeling, processing and monitoring of these workßow instances by a workßow
management system [8]. The inclusion of more dynamic and complex processes
and process environments, demands an extended support for agile workßows
[17]. Agility allows the adaption of workßows to face a dynamic environment.
The classical distinction between modeling and execution of workßows is pro-
gressively given up in order to adjust to changes and new demands at runtime.
The adjusting procedure should be fully automated, e!cient , correct and able to
process expected as well as unexpected events. Workßow elements that are not
a"ected by events should be executable during the adaption and not prolong the
execution time of the underlaying business process. In order to guarantee the
correctness of the adapted workßows a comprehensive formalsemantic annota-
tion of the process and its environment is needed. A more expressive model of
business processes on the one hand and a formal process semantic on the other
one suggest to combine AI planning techniques and workßow modeling for a
solution of the adaption problem.

Here, we will present and discuss an approach to workßow adaption via plan
repair. First, we will formally deÞne how processes based ona simple plan model
can fail, i.e. the corresponding failure model. Next, we will give a sketch and an
example for adapting a plan by fragmentation and partial plan repair. Having
related our work to previous approaches we will then conclude with a short
summary and an outlook on future work.
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2 Planning and Failing

For our approach, we assume a very basic workßow model. It consists of se-
mantically annotated real world operations and allows parallel and sequential
processing of (sub)workßows. This simple model can easily be transformed to a
partial order plan and vice versa.

A partial order plan in set theoretically representation is a tuple ! = ( A! , ! )
consisting of a setA! of partially ordered actions [14]. The corresponding plan-
ning domain " = ( S, A, #) is deÞned by a set of statesS " 2L over a Þnite
set L of propositional symbols (so called ßuents), a set of actions A # A!

and a state-transition function #, which deÞnes the e!ect of an applied ac-
tion. An action a = (precond(a) , e!ect + (a), e!ect ! (a)) $ A is applicable in a
state s $ S, if precond(a) " s. The application of a in s results in a state
s" = #(a, s) = ( s%e!ect + (a)) \ e!ect ! (a)). In the following $ #((A, ! ), s0) denotes
the set of states, which result from processing all linearizations of a plan (A, ! )
in s0. A linearization of ( A, ! ) is a sequential order of all actionsa $ A that is
compatible with ! . A partial order plan ! is a solution for a planning problem
P = ( ", s 0, g) with a set of goal ßuents g, if for all send $ $ #(!, s 0) : g " send .

Although there is the assumption of a static world in classical planning, we
have to handle the dynamics of real life scenarios as they aretypical for work-
ßow applications. Plan execution therefor has to deal with awide range of events,
which were not considered at the time of planning. These can a!ect all aspects
of a plan and the planning domain: states, sets of actions andgoals. In the fol-
lowing we assume that the actions of a partial order plan! are processed one
after the other. As a consequence, the execution states! ! that results from the
linear plan fragment ! " " ! of already executed actions is uniquely deÞned. An
unexpected event can inßuence this state by implicitly adding or deleting ßu-
ents. Therefor we can deÞne an (unexpected) external event as a pseudo action
%= ( &, e!ect + (%), e!ect ! (%)) which transforms s! ! to the new state s" = #(%, s! ! ).
Internal unexpected events (planned actions that failed) can be formally treated
in the same way. Process dynamics can also unexpectedly inßuence the set of ac-
tions available for planning thus changing" to the new domain " " = ( S, A", #").
Our approach also allows for (unexpectedly) changing the goals from g to g"

during plan execution. We assume, that an event or goal change always occur
in between the processing of two actions and that the plan domain is fully ob-
servable. In real world scenarios unexpected events of the mentioned types can
happen in combination.

Once an unexpected eventeu is recognized in states" after execution of
the plan fragment ! " its impact on the overall plan ! has to be assessed. If
the remaining plan ! R = ! \ ! " is not a solution for the planning problem
P" = ( " ", s", g") the plan ! failed. One way to Þx the plan would be to Þnd a
solution for P" that is to Þx ! by re-planning. The Þx we propose is torepair
! by isolating and partially replanning only that part of ! R which is a!ected
by eu . A plan fragment is called a!ected by eu , if it contains failed actions. An
action a $ ! R is failed, if a '$ A" or if there is a linearization of ! R , where a is
not applicable.
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3 Fragmentation and Replanning

In order to a!ect the plan or workßow execution as little as possible we identify
minimal parts of ! R that fail and try to Þnd alternatives for them.

For this purpose we Þrst choose aninner fragment ! E = ( AE , ! ) of ! r by
selecting a connected plan fragment, which contains all failed actionsAfail " AE .
A plan fragment ! E is called connected, if for all a, b# AE and c # A! , we have
that c # AE if a ! c ! b. AE may also be empty if ! R only fails due to
an unexpected goal change. Theouter fragment ! F is the plan containing all
actions, which are unordered to every action in! E and not contained in ! E . So
! F is connected as well. Finally we deÞne theremaining fragment ! P as the
plan fragment containing all actions a # AR which are neither in the inner nor
the outer fragment. By deÞnition AE , AF and AP are disjoint, but contain all
actions of ! R in union. Therefor we call (! E , ! F , ! P ) a fragmentation of ! R (see
Þg. 1).

The plans! E and ! F in a fragmentation (! E , ! F , ! P ) are independent and! E

contains all failed actions of ! . The plan repair mechanism we propose searches
for an alternative ! !

E for ! E which is similar to the original, can be executed
independently of ! F and together with ! F and ! P is a solution of P !. To ensure
the independent (unordered) execution of! F in relation to ! !

E , we introduce the
so called context of! F . The context CF of ! F is a pair (H F , SF ) of two ßuent
sets: thesoft criteria SF and the hard criteria H F . SF contains all ßuents which
are used in preconditions or added, but not deleted by actions in ! F .

SF := { m :
!

a" A F

"

b" A F

(m # e!ect + (a) $ precond(a)) % Â(m # e!ect # (b)}

The ßuents in SF can also be used, added but not deleted in! !
E without resulting

in plan ßaws. On the other hand, ßuents are not allowed to be added or used
if they are deleted in ! F . These ßuents make upH F := { m :

#
a" A F

m #
e!ects# (a)} .

With the help of the context, it is possible to formulate an extended planning
problem PE = ( " ! , sE , gE , CF ). Compared to a classical planning problem likeP
an extended planning problem also takes into account the dynamic environment
described by the contextCF . As described in section 2, a failure may occur after
the state where the unexpected event took place that triggered the plan repair.
This happens for example, if a state change event a!ects the applicability of
prospective actions in the plan. We therefor identify a fragment ! V of ! P that
contains all actions a # AP with a ! aE for all aE # AE . The plan fragment
! V is used to produce the starting statesE for the extended planning problem
PE from the state s! which contains those ßuents that for sure hold once! V is
completely executed:sE :=

$
{ si : si # # $(! V , s!)} . Thus our method is able

to repair parts of the plan which are far ahead of the current execution state
without expanding the inner fragment. Finally, the goal gE is constructed from
open preconditions in ! P and the goal set g!. To simplify this procedure, the
goal is represented by an implicit goal actionagoal = ( g!, &, &) which is inserted
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into ! P after all other actions a ! AP . The goal gE for PE is then chosen to:

{ m ! L :
!

a! A P

m ! precond(a) and
"

b! A P " A F

(b " ! a # m $!e!ects+ (b)) } .

In order to handle extended plan problems the planning procedure uses a gener-
alized deÞnition of applicability which uses the contextCF = ( H F , SF ) to avoid
ßaws between the computed plan solution and! F . An action a is applicable in
a state s wrt. a context CF , if

precond(a) % s and
"

m ! precond(a)

m $!HF and
"

n ! e!ects!
(a)

n $!SF .

The parameters for the extended planning problem and the resulting applicabil-
ity of actions are all determined by the selection of the inner plan fragment of
! E : the smaller ! E , the bigger CF and the more constrained is the planning pro-
cess. For a good choice of! E we propose to Þrst attempt the repair process with
the smallest ! E possible followed by iterative attempts with bigger fragments
until ! E = ! R which amount to classical replanning. It can be shown, that the
solution ! #

E of PE can replace the defective! E without producing ßaws wrt. ! F .
By processing! #

E all open preconditions of ! P and all (maybe changed) goal
ßuents will be satisÞed: the repaired plan! #

R is a sound and correct solution for
the plan problem P# that summarizes the failure of the original plan.

Fig. 1. a valid fragmentation of the remaining plan ! R

4 A Real World Usecase

The generic repair method, introduced in this paper, was developed in the con-
text of the Mops project1. The target of this joint research project is adaptive

1 Mops is funded by the European Union (European Regional Development Fund)
and the Federal State of Thuringia of Germany.
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planning and secure execution of mobile processes for humanagents in dynamic
scenarios [1]. Because the processes in those scenarios typically are long living,
a comprehensive event and failure model as well as support for process adaption
during runtime is needed. The workßow technology ofMops is based onBpel
descriptions. In order to bridge the expressive gap betweenthe Bpel model and
the plan model, the plan activities are encapsuled as semantically annotated ser-
vices. As a consequence, workßows can contain complex control ßow structures
and detailled local event handling mechanisms, and still can be planned and
manipulated automatically on an abstract level.

The application of Mops is based on a generic scenario of service sta! com-
pleting missions (on site repair jobs, delivery tasks, facility management). In
order to exemplify our repair method, let us assume an extremely reduced sce-
nario with 3 service technicians and 3 missions that can be represented by
the following simple set-theoretic planning domain with the ßuent set L =
{ a1, ..., a3, done1, ..., done3, 1doing1, ..., 3doing3} . For every technician, there is
a ßuent aX , which means ÓtechnicianX is availableÓ. Likewise there is a ßuent
doneX for every job, which means ÓjobX is successfully accomplished.Ó For every
job and every technician there is a ßuentXdoingY , which means ÓtechnicianX
is assigned to jobY Ó. The planning domain further contains two types of actions.
The Þrst one actually assigns a job to a technician, if the technician is available.
assign1to2 = ( { a1} , { 1doing2} , { a1} ), e.g., allocates job2 to technician1. The
second type of action initializes the execution of a job by its assigned technician.
1do2 = ( { 1doing2} , { done2, a1} , { 1doing2} ), e.g., means Ótechnician 1 is doing
job 2Ó. The solution of the planning problemP = ( !, s 0, { done1, done2, done3} )
with s0 = { a1, a2, a3} then results in a plan like " as shown in Þg. 2.

Fig. 2. a sound and correct solution ! for P

Let us now assume that the current execution states! = s0 and that in
this state a technician reports to be sick resulting in the new actual state
s! = #(( ! , ! , { a3} ), s! ) = { a1, a2} . This event leads to a failure of the re-
maining plan " ! , because actionassign3to2 is no longer applicable. Because
this action is the only action a!ected by the failure we can reasonably set
AE = { assign3to2} , which implies AF = { assign1to3, 1do3, assign2to1, 2do1}
and AP = { 3do2} . This fragmentation leads to a context CF with H F =
{ a1, a2, 1doing3, 2doing1} and SF = { done3, done1} ) and the extended plan-
ning problem PE = ( !, ! , gE , CF ) with the open precondition of 3do2 as goal
gE = { 3doing2} It is impossible to Þnd a solution for this problem because job
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2 can not be assigned to any other technician due to{ a1, a2} ! H F (an as-
signment action deletes the availability ßuent for its agent and therefore is not
applicable as long as the ßuent is contained in the context).If we now widen
the inner fragment to AE = { assign3to2, 3do2} (hence AP = " ) then the cor-
responding new extended planning problemPE = ( !, " , { done2} , CF ) still has
no solution becauseAF and CF remained the same. A further widening of the
inner fragment to AE = { assign3to2, 3do2, 2do1} (AP = AV = { assign2to1} )
diminishes the outer fragment to AF = { assign1to3, 1do3} and the context to
SF = { done3} and H F = { a1, 1doing3} . The resulting extended planning prob-
lem PE = ( !, { 2doing1} , { done1, done2} , CF ) is now solvable with the plan
alternative " !

R as shown in Þg.3

Fig. 3. the adapted plan ! !
R with alternative ! !

E and corresponding fragmentation

This little example already shows that the choice of the inner fragment AE

signiÞcantly inßuences the context and therefor the degrees of freedom for the
replanning problem. For this choice we propose to use the control-ßow structure,
respectively the partial plan order: in order to maximize the part of the workßow
that can be executed concurrently to the adaption process for the failed part,
the outer fragment AF and AV of the remaining fragment should stay as big as
possible.

5 Related Work

A lot of workßow related approaches for adaption while runtime are based on the
reusability of pre-modeled workßow fragments. AdaptFlow [6], which is based
on Adept f lex [16], uses explicit event-condition-action (ECA) rules to change
a workßow. A similar, and widely-established approach, based on cased-based
reasoning (CBR) [12], is implemented inCbr ßow [18], Phala [10] andCake ii
[13]. In case of a change request, a pre-modeled workßow fragment is chosen
from a case repository and integrated into the workßow. The retrieval is based
on a similarity measure of the structural, procedural and declarative knowledge.
The CBR related methods di!er primarily in the type and compl exity of the
underlying knowledge model. There are also approaches using AI planning tech-
niques like the traditional cased-based plannerChef [7], which can be applied
to simple workßow models.Codaw [11], e.g., is using a case repository imple-
mented as a hierarchical task network. Other workßow speciÞc approaches like
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Bpel ÕnÕAspects[9] or StPowla[5] use policy descriptions for implementing adap-
tive process logic. These descriptions are similar to the pre-modeled knowledge
of CBR cases and likewise triggered by ECA rules. In contrastto our approach,
all these approaches lack of a speciÞed failure model and a goal oriented adap-
tion. The identiÞcation of events and the adaption is restricted to pre-modeled
use cases which do not cover unexpected events. Further, it is impossible to
recognize and handle any ßaws which may occur by the adaption.

Besides case based approaches there are two strategies in AIplanning for
performing a plan adaption: re-planning from scratch or plan repair. Nebel and
Koehler [15] show, that the local adaption and reuse of planssu!ers from the
inherent structural worst case complexity of planning: failed plans should be
re-planned from scratch because in the worst case, the wholeplan has to be
restructured anyway. First, this consideration ignores the necessity of concurrent
plan execution and plan adaption as it is typical for, e.g., business processes.
Further, one of the few general domain independent approaches for plan repair,
as discussed in [2] and used in the plannerMips-xxl [3], performs great using
local adaption techniques: an iterative two-step procedure identiÞes the defective
part of the plan and tries to Þnd an alternative by gradually expanding the
planning problem, especially the set of planning operators. But in contrast to
our approach the scope of plan repair is Þxed.

Usually there is no unique solution for a planning problem, thats why alter-
natives have to be considered. [4], e.g., discusses a measure for plan-similarity
like those used in CBR: a heuristic assures that the alternative plan is as close as
possible to the original failed plan. This is justiÞed by theassumption that the
original plan was modeled by or with the help of domain experts. Especially when
using plans as workßow models, this measure also permits maintaining commit-
ments between process partners. Our context description ofprocess (fragments)
could supply useful informations for a heuristic or similarity measure in Þrst
principle planners as well as CBR or CBP approaches.

6 Conclusion and Future Work

We have introduced a domain independent method for adaptingpartial order
plans. In contrast to present approaches, this method follows a formally deÞned
complex failure model that captures the relevant characteristics of the underlying
process model. The approach is able to adapt processes at runtime, i.e. concur-
rently to process execution, and is guaranteed to produce sound and correct
solutions.

At the moment there still is a big gap between the expressive power of the
plan representation we used and that of state of the art workßow models but
we are working hard to generalize our method to more complex representations,
which are able to represent additional aspects of todays workßow languages Ñ
among them complex control structures as well as explicitlycoded data ßow,
organizational and security aspects.
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Abstract. In our previous work, we have introduced a technique to un-
fold the control ßow in workßow graphs based upon static information
about constant data values. Using this technique allowed us to safely
transform certain kinds of conditional into unconditional control ßow,
and thus to support a usually data-unaware veriÞcation of business pro-
cesses by more accurate process models. In this paper, a generalisation
of this technique is discussed which can be employed in combination
with arbitrary information about data values. This way, we show how
statically derived value range information is beneÞcial for unfolding and
therefore eliminating conditional control ßow in a wider range of cases.

1 Introduction

VeriÞcation of business processes today is usually done using a Petri-net-based
process model in which data aspects are being neglected. The advantage of this
data-unaware approach lies in the feasible and often e!cient analysis that is
possible when process data is not considered. However, while such a veriÞcation
is supposed to provide correct results in most cases, in certain circumstances,
false-positive as well as false-negative veriÞcation results may occur [3, 11].

This kind of wrong veriÞcation results is mainly due to an imprecise modelling
of business processesÕ control ßow. Reasoned by the ommitance of data aspects
within the Petri-net-based process model, conditional control ßow is therein
over-approximated by nondeterminism, resulting a too coarse abstraction. In [3],
we advocated the use of static analysis and a process restructuring technique
to safely transform certain types of a processÕs conditional control ßow into
unconditional control ßow, before translating the process into its Petri net model.
Consequently, over-approximating the such resolved conditional control ßow can
be avoided, which yields a more precise process model and thus veriÞcation.

The presented restructuring technique is based on the observation, that a
branching or loop condition can be statically evaluated if therein referenced
variables are assigned constant values only. Since the values of variables, and thus
the value of the branching or loop condition, correlate with the control ßow path
taken at process runtime, separating and duplicating the control ßow for each
combination of assigned values then allows for the evaluation and subsequent
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Fig. 1. Running example: Extended workßow graph

substitution of the condition with unconditional control ßow in each duplicate.
In principle, this restructuring approach can be seen as an unfolding of a processÕs
control ßow, guided by the objective to resolve its conditional control ßow.

The restructuring technique in its current form exploits analysis information
about constant values to guide the control ßow unfolding, and is therefore limited
to cases where condition variables are deÞned over constants, or single messages,
only. In this paper, we discuss a generalisation of the technique to further broaden
the range of its applicability. For that purpose, the generalised technique is
enabled to be used in combination with an arbitrary static analysis which yields
an abstraction for the values of process data. In particular, we will show how
a value range analysis helps in resolving branching or loop conditions in cases
condition variables are not necessarily restricted to constant values.

The remainder of the paper is structured as follows: The next section intro-
duces the process representation format and analysis used to derive value range
information. In Section 3, we describe our generalised technique for guided con-
trol ßow unfolding and its use in combination with value range information.
Related work is discussed in Section 4. Finally, Section 5 concludes the paper.

2 Workßow Graphs and Value Range Analysis

In order to allow for the static derivation of information essential to our guided
control ßow unfolding approach, a process representation format is required
which is capable of representing both, control as well as data aspects of a busi-
ness process. We therefore use an extension of workßow graphs [3]. Workßow
graphs have widely been used in business process analysis and support a simple
and ßexible modelling of a processÕs control structure. However, since workßow
graphs only map control ßow, we augment them with a notation of process data.
Thus, we annotate the nodes and edges of a workßow graph with data manipula-
tion statements in Concurrent Static Single Assignment (CSSA-)Form [4], which
yields an easy to analyse model for a business processÕs control and data ßow.
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Variable Derived information Variable Derived information
$claim 1 ! $order 1 !

$claim 1.value ( 0, + " ] $order 1.value ( 0, + " ]
$balance 1 [ #" , + " ] $balance 2 ( 0, + " ]
$total 1 ( 0, + " ] $total 2 [ 0, + " ]
$total 3 ( 0, + " ] $total 4 [ 0, + " ]
$total 5 [ 0, + " ] $total 6 ( 0, + " ]
$total 7 [ 0, 0 ]

Table 1. Derived value range information

In Figure 1, an example process is shown in its representation as extended
workßow graph (whose visualisation here closely follows the Business Process
Model and Notation (BPMN) [7]). The depicted business process models the ac-
tion of exchanging an item for possible multiple other items. A customer therein
Þrst speciÞes the item for exchange by sending messageClaim. Afterwards, the
customer is allowed to submit his orders for exchange items via messagesOrder,
where each is acknowledged by a messageAcknowledgement, as long as the total
value of orders does not exceed the value of the item for exchange. Otherwise,
the last order is rejected, indicated via messageInvalidOrder . In case the total
value of ordered items eventually equals the value of the item for exchange, the
claim is settled and a messageSettlement is sent to the customer.

For its realisation, the process is based on a loop whose execution is condi-
tioned by an integer variable $total 2, representing the di!erence of the value
of the item for exchange and the total value of all already ordered exchange
items. Accordingly, if the value of the variable is greater than zero, the loop is
executed, and otherwise exited. Therefore, the value of$total 2, is initially set
to the value of the item for exchange (message part$claim 1.value ), and af-
terwards updated for each loop iteration with the di!erence of its current value
and the value of an accepted exchange item (message part$order 1.value ).

As can be seen, all variables used in the process are statically only deÞned
once, as is indicated by the variablesÕ subscripts. This is the main characteristic
of CSSA-Form and vitally supports analysis since variables then coincide with
their deÞnition statements. Although, special handling is required if multiple
variable deÞnitions have to be joined at a single node of the workßow graph. In
these cases, statements with so-called! -functions are used to merge the conßuent
deÞnitions into a single value, as is done for the deÞnitions of variables$total 1

and $total 4 by statement $total 2 = ! ($total 1,$total 4) .
To further improve analysis, the implications of branching and loop condi-

tions are modelled in terms of assertion statements. For instance, since the loop
in the example process is only executed if the value of variable$total 2 exceeds
zero, we know that the variable must be a positive integer within the body of the
loop. Therefore, uses of$total 2 in the loop body are substituted with a reference
to a new variable which is deÞned by$total 3 = assert($total 2,$total 2 > 0),
indicating that $total 3 equals$total 2 and has a value greater than zero.
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Based on the representation of business processes through extended workßow
graphs, various static analysis become available. In particular, the use of CSSA-
Form facilitates the transfer of analysis techniques from the area of compiler
optimisation, like, e.g., constant propagation [4], global value numbering [5], or
value range analysis. Especially the latter analysis provides an abstraction for
the values of process data which beneÞts a guided control ßow unfolding.

Value range analysis is a textbook data ßow analysis technique which can be
used to derive an interval for each integer or ßoating-point variable and point of
a program, such that the variable is guaranteed to take a value in the interval
at the given program point. In [1], we have implemented such an analysis for
extended workßow graphs and show how it can be used to derive value range
information for processes of a small subset of the WS-BPEL language [6].

An application of the analysis to the example process of Figure 1 yields the
value range information shown in Table 1. Note that, therein, each variable is
assigned a single interval which is valid at each point of the process, due to the
static single deÞnition of variables in CSSA-Form. Further, the analysis deÞned
in [1] is able to exploit data type deÞnitions in business processes for deriving
more precise value range information. In case of the example process, the derived
intervals for $claim 1.value and $order 1.value therefore only comprise positive
integers since the corresponding message types are set toxsd:positiveInteger .

3 Guided Control Flow Unfolding

We now describe how the derived analysis information is used to guide control
ßow unfolding in such a way that conditional control ßow can be e!ectively re-
solved. In our previous work [3], we only considered branching or loop conditions
whose condition variables could be analysed to be only deÞned by constant val-
ues. As a result, it was always possible to resolve conditions using our technique
since knowing the constant value for each condition variable allows for inferring
the value of the condition. This may not hold true if arbitrary analysis informa-
tion is used instead. For instance, it is not possible to infer the value of condition
x > 10 if, e.g., an interval (0, + ! ] has been derived forx. However, using a con-
servative criteria we are able to check beforehand whether the derived analysis
information is su"cient to completely resolve a branching or loop condition.

In principle, unfolding a loop or branching so that conditional control ßow is
transformed into unconditional control ßow is then done using two steps. First,
the loop or branching is converted into a so-called normal form [3], which is
characterised by the separation of all static paths of the control ßow, ending
in the respective loop header or branching node, that convey distinct values for
condition variables. To this end, nodes with! -functions merging alternative def-
initions of condition variables are resolved by duplicating these nodes and their
successors for each single deÞnition. Thus, after normalisation, all deÞnitions of
condition variables only converge at the loop header or branching node. Sec-
ond, in case of a conditional branching, splitting the branching node for each of
its predecessors allows for evaluating the branching condition based on analy-
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// let eW F G be an extended workßow graph and letloop denote a loop therein
inf = analyse(eW F G); // inf : V ariables ! AnalysisInformation
prepareLoop(eW F G, loop); // normalise loop and derive instance pattern
while (" guard # eW F G such that guard is an instance guard) do

assertion = $; // assertion : V ariables ! AnalysisInformation
let values be the assignment of condition variables valid atguard;
foreach single assignment(variable condition % variable ) in values do

assertion = assertion & { variable condition '! inf( variable )} ;
end for;
if (evaluate(condition (guard), assertion ) == true ) then

let instance be the loop instance forassertion ;
if ( instance ! eW F G)) then eW F G = eW F G & instance ;
end if;
replaceguard with a control ßow edge toinstance ;

else replaceguard with a control ßow edge to the exit node ofloop;
end if;

end while;

Fig. 2. Generalised algorithm for guided control ßow unfolding

sis information derived for its condition variables. According to the result, the
branching is replaced with unconditional control ßow leading either to the then-
or to the else-part of the branching. For loops, a further step is needed for also
separating the remaining paths of the control ßow which deÞne distinct values
for condition variables, in particular, the dynamic paths coalesced in the loop
header node. For that purpose, a loop is divided into duplicates of its loop body,
i.e., loop instances, where the execution of each instance is guarded by a copy
of the loop condition, i.e., an instance guard. An instance thereby represents
a loop iteration with respect to a certain assertion for the values of condition
variables. In our previous work [3], assertions constrained condition variables
to constant values or messages. However, for a generalised unfolding, we now
basically allow arbitrary assertions about variablesÕ values. Eventually, in an it-
erative procedure, all instance guards are evaluated based on the derived analysis
information and, like is done in case of a branching, replaced with unconditional
control ßow leading either to the respective instance or to the loop exit node.

In Figure 2, a consolidated view of unfolding a loop is given in terms of an
algorithm. Therein, having derived static analysis information for a processÕs
variables using methodanalyse, the loop is Þrst converted into its normal form
by method prepareLoop. Afterwards, instance guards are iteratively processed
by creating an assertion assertion for the values of condition variables valid
at an instance guardguard based on the derived analysis informationinf . This
assertion is then used to evaluate the guard with methodevaluate and to replace
it with unconditional control ßow according to the evaluation result. Note that,
in the algorithm, the use of analysis information is parameterised using methods
analyse and evaluate. Thus, it is possible to instantiate this general algorithm
for exploiting information provided by any static analysis by merely declaring
implementations for methods analyse and evaluate, according to the analysis.
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Fig. 3. Unfolded workßow graph

An application of the algorithm to the loop contained in the example process
of Figure 1 allows us to exploit the value range information given in Table 1 for
unfolding the loop such that the loop condition $total 2 > 0 is Þnally resolved.
The thus unfolded workßow graph is shown in Figure 3. As can be seen, it was
only necessary to create a single instance for assertion$total 12 ! (0, + " ], where
condition variable $total 2 has therein been renamed to$total 12. Mapping the
workßow graph to a Petri net model then yields a more precise model of the
processÕs control ßow, beneÞtting its Petri-net-based veriÞcation.

4 Related Work

Improving business process veriÞcation based on Petri nets by means of incor-
porating data aspects is an ongoing topic of research. In [11], a termination
analysis is introduced for WS-BPEL processes to help in justifying the fairness
assumption employed in most Petri-net-based approaches. The use of high-level
Petri nets is, e.g., advocated in [10] for resolving certain deadlocks in BPMN
processes. However, a general application of high-level nets is basically hindered
by a potential inÞnite state space if the domain of process data is unrestricted.
This holds also true if high-level nets are unfolded into low-level Petri nets, since
inÞnite domains then yield inÞnite models. In contrast, our guided unfolding of
conditional control ßow is always guaranteed to result in Þnite models.

Control ßow unfolding techniques were also utilised by other program analysis
or optimisation methods for the improvement of analysis results [8, 9]. Although,
none targeted the elimination of conditional control ßow or value range analysis
in particular. Static derivation of value range information is a textbook static
data ßow analysis. A similar method to the value range analysis used here, which
is also applied to WS-BPEL processes, has already been described in [2].
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5 Conclusion

In this paper, we presented a generalised version of our process restructuring
technique [3], which allows us to unfold conditional control ßow into uncondi-
tional control ßow. Since most approaches to Petri-net-based business process
veriÞcation neglect process data in their utilised process models, using the tech-
nique for resolving a business processÕs loop or branching conditions helps in
improving the data-unaware process model and thus the veriÞcation.

In contrast to our previous approach [3], we do not further restrict condition
variables to be constants, or messages, but rather introduce a general algorithm
for a guided control ßow unfolding, which is able to exploit information derived
by an arbitrary static analysis, as is exempliÞed for value range analysis.
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Abstract. A core motivation of service-oriented execution of business
processes is the opportunity to reduce costs by outsourcing certain tasks
to third-party service providers. For legal or economic reasons, it might be
undesirable that delicate information (e. g., customer data, trade secrets,
or Þnancial details) ÒleakÓ to the involved third parties. The absence of
such leaks Ñ called noninterference Ñ can be checked automatically. To
this end, a model is required in which each task is assessed as either con-
Þdential or public. A drawback of this method is that (1) this distinction
has to be made for each task prior to the veriÞcation and that (2) an
unsuccessful check requires a new conÞdentiality assessment followed by
another veriÞcation step.
This paper introduces a full-automatic technique to complete partial con-
Þdentiality assessments while guaranteeing noninterference. The proposed
technique can be integrated into the design phase of a service-oriented
business process and help the modeler choose which tasks can be safely
outsourced.

1 Introduction

Service-oriented computing aims at reducing complexity and costs by replacing
large monolithic systems by interacting components, calledservices. Such services
are o!ered by service providers and can be ßexibly reused in service compositions.
As a result, business owners can focus on their core business and outsource other
tasks to (possibly cheaper) third-party service providers according to their needs.
This trend has led to paradigms such as software as a service, infrastructure as a
service, or platform as a service.

The service-oriented execution of a business process adds new challenges, as
a business process is usually a very sensitive asset of each company. Though the
interplay with third parties can be regulated by contracts, a business owner should
never entirely trust other agents. Consequently, only uncritical tasks may be
outsourced. To ensurenoninterference (i. e., the absence of information leaks) in a
service-oriented business process, three steps need to be taken: First, the modeler
needs to assess each task whether it is conÞdential or public. This assessment may
be straightforward given the nature of the tasks (e. g., processing Þnancial data),
but can also be arbitrary for noncritical tasks. Second, the assessment needs to
be checked for information leaks. In the context of this paper, we speak of an
information leak if a third party can derive conÞdential runtime information of
the business process (e. g., the outcome of choices). Recently [1], we investigated
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low

high

Fig. 1. Petri net model of the insurance business process

noninterference in terms of Petri net models and showed that modern model
checking techniques [7] allow to check noninterference of industrial models in
fractions of seconds. Finally, the public tasks of the business process can be
delegated to third-party service providers, whereas the conÞdential tasks remain
in the responsibility of the business process owner. Apparently, an information
leak can be avoided by assessing more tasks as conÞdential and hence by reducing
the number of outsourced tasks. This would, however, contradict the idea of
service-orientation.

Contribution. The contribution of the paper is twofold. Instead of requiring a
complete conÞdentiality assessment, we Þrst present an approach thatcompletes a
partial assessment while guaranteeing noninterference. As a second contribution,
we provide a characterization of all valid assessments. This enables the modeler
to interactively assess tasks by automatically removing any invalid choices. Fur-
thermore, a characterization of all possible assessments can be seen as a Þrst step
toward Þnding a cost-optimal assessment assuming given costs for each transition
that cannot be outsourced.

Organization. The rest of this paper is organized as follows. The next section
introduces the fundamental concepts of noninterference and a running example we
shall use throughout the paper. Section 3 presents our completion approach and
a compact representation of all noninterfering assessments. We further discusses
several optimizations to avoid combinatorial explosion. In Sect. 4, we provide
Þrst experimental results using 559 industrial business process models. Section 5
concludes the paper and sketches a research agenda of future extensions.

2 Background

We consider the Petri net representation of business process models as a basis for
the analysis. For this, mappings from common modeling languages, such asWS-
BPEL , BPMN , and EPC, exist [6]. To express the conÞdentiality requirements, we
separate the tasks Ñ modeled by Petri net transitions Ñ into two logical security
domains: high for conÞdential and low for public.

The Petri net in Fig. 1 models a service-oriented insurance claim business
process. After submitting the claim, further information is collected and decided
whether to initiate a fraud investigation or to prepare the resulting payment
before the process Þnishes. In this example the submitting task is public, because
claims can be submitted via a Web site or a call center. The tasks can be
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(a) causal place (b) conßict place

Fig. 2. Patterns for potential causal and conßict places s
11 2

1c 2c

Fig. 3. Pattern for the reachability problem for the causal pattern from Fig. 2(a)

outsourced and the respective transition is labeledlow. The submission process
may contain no conÞdential data but must only be used to establish the Þrst
contact between the insurant and his insurance. The task that initiates a fraud
investigation is, however, conÞdential yielding ahigh labeling.

An undesired leak happens whenever information meant to remain in the high
domain leaks to the low domain. The analysis of noninterference for such Petri
net models is carried out with positive place-based noninterference(PBNI+ ) [4].
PBNI+ is an approach to encode and reason aboutstructural noninterference
(and hence information ßow control) in Petri nets. The idea is that some speciÞc
places in the net encode di!erent noninterference properties which are leaks from
the high to the low domain. In our example ÒcollectedÓ could be such a place,
because the following decision depends on it. So in case ÒcollectÓ is ahigh labeled
transition, the transitions ÒinitiateÓ and ÒprepareÓ should also be labeledhigh. In
demonstrating the absence of such places in the net, one proves noninterferences.

Figure 2 depicts the two types of possible interference places, the causal
case (a) and the conßict case (b). In the causal case, thelow labeled transition t2

can only Þre after thehigh labeled transition t1 has Þred, so the fact thatt1 (and
its corresponding conÞdential task) has Þred is leaked. In the conßict case the
two transitions t3 and t4 are mutually exclusive, which means that from Þring
of the low labeled transition t4 one may deduce that thehigh labeled transition
t3 has not Þred. Both cases can be expressed as a triple (s, h, l) of a places, a
high labeled transition h, and a low labeled transition l . In our running example
ÒcollectedÓ is both a causal and a conßict place and the triples are (ÒcollectedÓ,
ÒcollectÓ, ÒprepareÓ) and (ÒcollectedÓ, ÒinitiateÓ, ÒprepareÓ).

A labeled Petri net is secure in terms ofPBNI+ if it contains no such places.
Although it appears like a structural property, the behavior of the net needs to
be considered to decidePBNI+ , because there must be a behavioral dependency
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between the creation or consumption of the token on the places by the involved
transition h and l. This dependency can only be checked by taking the behavior
of the net (i. e., its state space) into account. Based on our previous work [1],
these checks can be expressed as independent reachability problems instead of an
examination of the whole state space. Therefore, all checks can be done locally
for each speciÞc triple (s, h, l). Figure 3 depicts the pattern for the causal case
(cf. 2(a)) in which the place ÒgoalÓ is interesting according to reachability. The
interested reader is referred to [1].

3 Completion of partial conÞdentiality assessment

The PBNI+ check has several drawbacks: First, it requires a complete conÞden-
tiality assessment; that is, each transition has to be labeled with eitherhigh or
low. This means that the modeler needs to make a manual decision for each
transition whether the modeled task is conÞdential or public. Such choices can be
very arbitrary, yet still a!ect overall noninterference. That said, if an information
leak was detected, the assessment has to be manually corrected and re-checked.

To this end, we propose to provide a characterization of all valid conÞdential
assessments given a partial (or even empty) conÞdentiality assessment. Whereas
previous work [1] showed that a noninterference check is quite fast, a naive
enumeration of all possible assessments has two major downsides:

1. Assuming t transitions in the net, 2t assessments need to be considered. Even
with an average checking time of 30 milliseconds the exponential blowup
makes this enumeration not applicable to industrial models with hundreds of
transitions.

2. Even if we can determine the valid assessments, an explicit representation is
infeasible due to the same exponential blowup. However, only a complete list
of all valid assessments gives the modeler maximal freedom to come up with
an optimal outsourcing plan.

The rest of this section presents reduction ideas how to tackle each mentioned
problem.

3.1 Reducing the number of checks

Considering all possible assessments, one would end up with checking 2t assign-
ments, if a net hast transitions. For each assignment more than one check (triples
in terms of the reachability problem) may be necessary. Therefore it is necessary
to reduce the number of checks considerably. In our running example with 4
transitions we already start with 24 = 16 possible assignments. In Tab. 1 all
possible 16 assignments are listed.

Based on our observation, all checks are independent from each other, so they
can be executed independently [1]. In fact, this does not reduce their number,
but all potential critical assignments follow from the structure of the Petri net,
because forPBNI+ only potential causal and conßict places are relevant. This
means, that only speciÞc parts (the triples) of the net are interesting, which are in
O(pát á(t ! 1)) if a net has t transitions and p places. Consider a potential conßict
places with two transition t1 and t2 in its postset. Without any assignment on t1

and t2 there are two possible triples (s,t1,t2) and (s,t2,t1). In the Þrst triple t1 is
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Table 1. All assignments and their necessary checks of our running example.

Assignments Triples Checks

submit collect initiate prepare 1 2 3 4 5

low low low low 0
low low low high ! 1
low low high low ! 1
low low high high 0
low high low low ! ! 2
low high low high ! ! 2
low high high low ! ! 2
low high high high 0
high low low low ! 1
high low low high ! ! 2
high low high low ! ! 2
high low high high ! 1
high high low low ! ! 2
high high low high ! ! 2
high high high low ! ! 2
high high high high 0

Sum 4 4 4 4 4 20

labeled high and t2 is labeledlow ([t1 !" high, t2 !" low]) and in the second triple
it is the other way around. Both other combinations ([t1 !" low, t2 !" low] and
[t1 !" high, t2 !" high]) are not interesting according to PBNI+ . Each of these two
possible triples will occur in 2t ! 2 of all possible assignments, because of Þxing
the assignment of the two transitions. In our running example one can identify 5
of these triples:

1. (ÒcollectedÓ, ÒinitiateÓ, ÒprepareÓ): potential conßict place ÒcollectedÓ,
2. (ÒcollectedÓ, ÒprepareÓ, ÒinitiateÓ): potential conßict place ÒcollectedÓ,
3. (ÒcollectedÓ, ÒcollectÓ, ÒinitiateÓ): potential causal place ÒcollectedÓ,
4. (ÒcollectedÓ, ÒcollectÓ, ÒprepareÓ): potential causal place ÒcollectedÓ, and
5. (ÒsubmittedÓ, ÒsubmitÓ, ÒcollectÓ): potential causal place ÒsubmittedÓ.

Table 1 lists all these triples (same enumeration) for all possible assignments. For
instance, in line 2, where just ÒprepareÓ is assignedhigh, only the second triple
needs to be checked, resulting in a single check for this assignments.

Combining these two observations it is not necessary to check all 2t assignments
(by performing O(2t á(p át á(t # 1))) checks), but it is enough to check only the
potential critical triples which are in O(p át á(t # 1)), because they are common
through the net structure. Back to our running example: Each of these 5 triples
occur 24! 2 = 4 times over all 16 assignments yielding to the sum of 20 checks.
However, it is not necessary to perform all 20 checks ($ in Tab. 1), but is is
su!cient to check each possible triple (columns in Tab. 1) once.
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(a) (b) (c) (d)

Fig. 4. BDD representation (a) and all valid assignments (b) of running example of
Fig. 1. Without initial constraints, more assignments are possible (c, d).

In case the modeler has already assigned some conÞdentiality, the set of
potential critical triples decrease and further triples can be ruled out. In fact our
running example has two preassigned tasks (ÒsubmitÓ!" low and ÒinitiateÓ!"
high), so two triples (columns 1 and 4) are left to decide for all 16 assignments
whether they are noninterfering.

To summarize, the main idea is to identify structural causal and conßict
triples (columns in terms of the table) once for the net which has polynomial
complexity in the net size. Afterwards perform these polynomial many checks
(locally and independently) also once and represent all valid assignments in a
compact way, which is the content of the following subsection.

3.2 Compact characterization of valid assessments

To Þght the exponential blowup of the number of the valid assignments, we
employ a symbolic representation, namelybinary decision diagrams(BDD s) [2].
BDD s are successfully used in veriÞcation [3] as they can represent sets of bit
vectors very compactly.

Figure 4(a) depicts an example of aBDD that represents all valid conÞden-
tiality assessments of the running example. The oval nodes are labeled with
transition names and represent decisions whether to assess the transition ashigh
(continuous outgoing arrow) or low (dashed outgoing arrow). After a sequence of
decisions, either the node ÒvalidÓ or ÒinvalidÓ is reached which describes the status
of the resulting assessment. Note that Fig. 4(a) does not mention the ÒcollectÓ
transition: This means that either label is valid for this transition, resulting in 2
valid assessments (cf. Fig. 4(b)). We can further derive that the pay task must be
conÞdential in any case. In case no initial assessment is given (i. e., no transition
is initially labeled high or low), the resulting BDD (cf. Fig. 4(c)) characterizes 2
additional valid assessments: setting all transitions tohigh or all transitions to
low (cf. Fig. 4(d)).

The construction of the BDD s from the noninterference veriÞcation results
use standardBDD operations for which e!cient algorithms exist. In particular,
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Algorithm 1 Overall algorithm
Require: Petri net N
1: BDD ! true
2: for all relevant potential causal/conßict triples ( s, h, l ) do
3: create net N( s,h,l ) and perform reachability check
4: if place ÒgoalÓ can be marked (i.e.,s is an active causal/conßict place) then
5: BDD ! BDD " Â (h " Â l))
6: end if
7: end for
8: return BDD

the addition of further constraints (e. g., further assessments of the modeler) can
be realized at modeling time and be used to guide the conÞdentiality assessment.

Algorithm 1 describes how a complete characterization of all valid assessments
can be calculated. We begin with aBDD that assigns true (viz. ÒhighÓ) to all
transitions. Then, we check for each potential causal and conßict triple (s, h, l)
whether it is an actual violation of noninterference using the reachability check
sketched in Fig. 2. In case a violation is found, the respective (partial) assignment
is excluded by adding the constraint Â(h ! Â l) to the BDD . This excludes
assignments [h "# high, l "# low].

4 Experimental results

The evaluation uses a library of 559 industrial business processes from di!erent
business branches, including Þnancial services,ERP, supply-chain, and online
sales [5]. They contain no semantic information with respect to the security
domains; that is, they are not labeled for security analysis. To this end, this is a
good start for our approach, because we can characterize all possible conÞdential
assessments. Table 2 summarizes their experimental results.

As summarized in Tab. 2 we only need to perform 282 checks for the biggest
process (no assignments) in contrast to more than 2100 checks, which takes 3
seconds on a desktop computer. For this process, the respectiveBDD has 1,054
nodes.

Table 2. Experimental results of the 559 industrial business processes.

minimum average maximum

transitions (exponent of problem size) 1 20 100

causal triples (cf. Fig. 2(a)) 3 34 242
conßict triples (cf. Fig. 2(b)) 0 4 90

possible assignments (main factor for checks) 2 1.048.576 > 1030

sum of triples (necessary checks) 3 38 282
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5 Conclusion

Summary. ConÞdentiality is important in service-oriented business processes,
because business processes are sensitive asset of each company. To express such
conÞdentiality requirements one can usePBNI+ , which can be veriÞed on the ßy
for business processes. So the next step after the veriÞcation of a complete assessed
business process is to support the modeler in 2 ways: Þrstly by automatically
complete a partial assessed business process and, secondly, by providing a complete
characterization of all valid assessments. As shown in this paper, Þrst numbers
on runtime are very promising.

Lessons learnt. It is possible to derive all 2t assessments with only polynomial
many checks. The independence shown earlier is essential for this reduction. A
polynomial number of checks is feasible for industrial business processes. In order
to represent all 2t assessments, necessary to provide a complete support for all
assessments, existing model checking techniques (BDD ) are used which proved
their scalability in industrial settings.

Future work. Future work aims at two directions: Firstly, provide some interactive
design support where only possible choices are o!ered and obvious ones are set
automatically. One way could be an integration into an existing business process
modeling tool with a graphical user interface. Second, enhance the approach with
costs aspects. Based on the complete representation of all valid assessments one
could reason about the costs for each assessment.

Acknowledgement.This work was partially funded by the DFG (German research
foundation) in the project WS4Dsec in the priority program Reliably Secure
Software Systems (SPP 1496).
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